Technical Guide AV Allied Telesis

Vista Manager Virtual (VST-VRT)

User Guide

Introduction

Vista Manager is a state-of-the-art management and monitoring tool for LAN, SD-WAN, and wireless
networks delivering powerful automation features. The virtual machine version of Vista Manager is
called Vista Manager Virtual (VST-VRT).

The VST-VRT software is an .iso file or a .vhd file that you can use to boot a virtual machine. The
VST-VRT GUI allows you to manage the virtual machine and to set up and access applications to run
on it. For Oracle VM VirtualBox, the VST-VRT .ova file makes it easy to configure your virtual
machine and install the VST-VRT software.

The VST-VRT GUI provides access to the following applications:
m Vista Manager to provide an integrated graphical display of your network.
m  AMF Cloud to manage Allied Telesis wired switches, firewalls, and routers.

m  Wireless Controller (AWC) to manage and automatically optimize Allied Telesis wireless network
devices.

m  SNMP plug-in (and in VST-VRT version 3.7.2 and earlier, SNMP-based Trap Receiver) to monitor
a broad range of third-party devices.

m  AMF Security to defend your network from internal threats

m  RADgate for authentication. (The AT-RADgate RADIUS server may not be available in all regions.
See your Allied Telesis representative for more information.)

This guide tells you how to deploy and configure VST-VRT on:

B a Microsoft Hyper-V virtual machine on Windows Server 2022. (Microsoft Hyper-V 2022 and 2019
are supported from VST-VRT 3.11.1 and later versions)

® an Oracle VM VirtualBox version 6.1 virtual machine. You can also deploy VST-VRT on a version
5.2 virtual machine if necessary. (Supported on VST 3.10.4 and previous versions.)
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Vista Manager Virtual (VST-VRT)

Product and software version

This guide applies to the Vista Manager Virtual (VST-VRT) 3.4.1 and later. For more information about
the latest VST-VRT and applications supported on it, see:

®  The product’s Datasheet

m Vista Manager Virtual (VST-VRT) Technical Documents—for release notes and user guides.

These documents are available on our website at alliedtelesis.com.
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https://www.alliedtelesis.com/datasheet/vista-manager-network-appliance
https://www.alliedtelesis.com/documents/vst-vrt-tech-docs
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System specifications

Server hardware requirements

Refer to the product’s Datasheet for the hardware specifications and requirements.

Supported web browsers
m  Google Chrome™

m  Mozilla Firefox™

m  Microsoft Edge

® Internet Explorer ™11 or later

m  Apple Safari™

Supported virtualization environment
B Microsoft Hyper-V 2022 and 2019 (from VST-VRT 1.11.1 and later versions)

m  Oracle VM VirtualBox version 6.1 and 5.2 (for VST-VRT 1.10.4 and previous versions).
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Setting up VST-VRT on Hyper-V virtual machine
VST-VRT 3.11.1 and later versions support Hyper-V 2022 and 2019 as a virtual environment.

The VST-VRT software is an .iso or .vhd file that you can use to boot a virtual machine. The VST-VRT
GUI allows you to manage the virtual machine and to set up and access applications to run on it.

Note: Note that this section describes how to set up VST-VRT for the first time. To upgrade to a later
version of VST-VRT software, see the procedure in the Release Notes for the version you are
upgrading to. Using an upgrade procedure for a different version may have unpredicted
results, including possible data loss.

Before you start you will need:
m  Microsoft Windows Server 2019 or 2022 running Hyper-V.

m  VST-VRT-x.x.x.iso or VST-VRT-x.x.x.vhd—available from the Allied Telesis Support Portal.

Procedure overview

The general procedure for setting up this product on Hyper-V is as follows:
1. Selectinstallation method

Select the installation method for this product. You can install from either an ISO image or a VHD
image.

2. Prepare the image file

Download the ISO or VHD image file of this product to your Hyper-V host, depending on the
installation method you have chosen.

3. Create the virtual machine

Create a virtual machine on the Hyper-V host to run this product.

4, Configure the virtual switch

Create a virtual switch on the Hyper-V host and set up a virtual network.
5. Configure virtual machine settings

Change the settings of the created virtual machine for this product.

C613-04104-00 REV G Setting up VST-VRT on Hyper-V virtual machine | Page 6


https://alliedtelesis.my.site.com/Support/CustomerCommunityHome

Select installation method

In a Hyper-V environment, you can select one of the following two installation methods for this
product.

Depending on the installation method you choose, this will determine:
m the image file to be used,
m the configuration of the virtual machine, and

m the firmware update method.

ISO image method
This method allows you to boot from the ISO image in the virtual DVD drive.

m  Set the ISO image of this product in the virtual DVD drive, and create a virtual HDD (hard disk) for
data storage on the user side.

m  The firmware will boot from the ISO image.

m Data such as configuration is saved in the virtual flash area that is automatically created in the
virtual HDD.

m The firmware is updated by changing the ISO image set in the virtual DVD drive from the Hyper-V
manager.

VHD image method
This method allows you to use the VHD image as a virtual HDD (hard disk).

m The VHD image is used as a virtual HDD (hard disk), rather than using a virtual DVD drive.
B The firmware boots from the firmware included in the VHD image.
m Data such as configuration is saved in the virtual flash area included in the VHD image.

m  The firmware is updated by changing the VHD image from the Hyper-V manager.

Prepare the image file

Depending on your chosen installation method, download or copy the ISO or VHD image file to your
Hyper-V host.

Image files are distributed with names in the following format. The “X.Y.Z” section contains the
version.

ISO image file:

VST-VRT-X.Y.Z.iso

VHD image file:

VST-VRT-X.Y.Z.vhd
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Create the virtual machine

Create the virtual machines required to run this product on the Hyper-V host.

1.

2.

C613-04104-00 REV G

Start Hyper-V Manager from the Start menu.

If the Hyper-V host name (local server name) you are working on is not displayed in the left pane
of the Hyper-V Manager window, add it using the following procedure.

If the local server name is displayed, proceed to step 3.

Right-click Hyper-V Manager in the left pane and select Connect to Server from the context

menu.

=8 Hyper-V Manager

File Action View Help
«= = H
ﬁ Hyame e 1]
Connect to Server... Hyper-V' Manager provides the tools and information you can use
E L\\) to manage a virtualization server.
View ¥
Help oduction )

A virtualization server is a physical computer that provides the resources
required to run vitual machines. You can use Hyper-V Managerto
create, configure, and manage the virtual machines on a virualization
server.

You can use virtual machines to run different workloads. Each virtual
machine rung in an isolated execution environment, which gives you the
flexibility to run different operating systems and applications on one
physical computer.

In the Select Computer dialog, select Local Computer and click OK.

Select Computer

Connect to vitualization server

® Local computer

(O Another computer:

Cancel
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3. Right-click the local server name displayed in the left pane and select New > Virtual Machine

from the context menu.

24 Hyper-V Manager

File Action View Help
| 25
ﬁ Hyper-V Manager

m[.....-- — -

Quick Create...

New

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

View

Help

| | Virtual Machines

|
Virtual Machine... L\\,
Hard Disk...
Floppy Disk...

I

4. When the Before You Begin screen of the New Virtual Machine Wizard appears, click Next.
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3 Mew Virtual Machine Wizard

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

=] Before You Begin

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the following:

« Click Finish to create a virtual machine that is configured with default values.
» Click Mext to create a virtual machine with a custom configuration.

[] Do not show this page again

Cancel
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5. On the Specify Name and Location screen, enter the name of the virtual machine in the Name
field and click Next.

You can leave the default storage location for the virtual machine.

3 Mew Virtual Machine Wizard *

=] Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Mame: |VST-VR'I'1
Configure Networking ‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [ store the virtual machine in a different location
Summary C:\ProgramDataWMicrosoft\Windows\Hyper-vy

A

< Previous Finish Cancel

6. On the Specify Generation screen, select Generation 1 and click Next.

3 Mew Virtual Machine Wizard *

=] Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location ® Generation 1
Spedfy Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

. virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memory

Configure Networking O Generation 2

Connect Virtual Hard Disk This virtual machine_ generation provides _support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

Installation Opti

B ISR & Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

< Previous Finish Cancel
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7. On the Assign Memory screen, enter the amount of memory to be allocated in the Startup
memory field and click Next.

Do not check “Use Dynamic Memory for this virtual machine”.

3 Mew Virtual Machine Wizard *
=] Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 251658240 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

ey el Startup memory: 32000| MB

Configure Networking

Specify Name and Location

[] Use Dynamic Memary for this virtual machine.

o When you dedde how much memory to assign to a virtual machine, consider how you intend to

TR P TR use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous Finish Cancel

8. On the Configure Networking screen, leave the Connection field set to Not Connected and
click Next. You will configure the network later.

3 Mew Virtual Machine Wizard *

& ] Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specify Name and Location !

Specify Generation Connection: | Mot Connected ~

Assign Memory

Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel
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9.

For
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The Connect Virtual Hard Disk screen has different steps depending on the installation method
you choose.

the ISO image method:

Select Create a virtual hard disk. Specify the Name, enter the space to be allocated in the Size
field, and click Next.

Leave the Location as default.

3 Mew Virtual Machine Wizard *

=] Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

Specifyy Name and Location storage now or configure it later by modifying the virtual machine’s properties.

(® Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Mame: |VST-VRT.Vhdx |

Connect Virtual Hard Disk Location: |C: ProgramDataMicrosoftiWindows\Wirtual Hard Disks\, | Browse. ..
Installation Options
Size: GB (Maximum: 64 TB)

Summary

(O) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\ProgramDataMicrosoft\Windows\Virtual Hard Disks),

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous MNext = Finish Cancel
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m The Installation Options screen will be displayed. Select Install an operating system from a
bootable CD/DVD-ROM and select the ISO of this product in the Image file (.iso) field. Specify
the image file and click Next.

Note: This screen is not displayed in the VHD image method.

3 Mew Virtual Machine Wizard *

=] Installation Options

Before You Begin ‘You can install an operating system now if you have access to the setup media, or you can install it
Specify Name and Location i
Specify Generation (O Install an operating system later

Assign Memory (®) Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media

Connect Virtual Hard Disk

Installation Options (® Image file (.iso): |C: {Temp\WST-VRT\WST-VRT-3.10.3.is0 Browse. ..

Summary

(O Install an operating system from a bootable floppy disk

N

< Previous MNext = Finish Cancel
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For the VHD image method:

m Select Attach a virtual hard disk later, and click Next.

3 Mew Virtual Machine Wizard

Before You Begin

Specify Name and Location
Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Summary

=] Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can specify the
storage now or configure it later by modifying the virtual machine’s properties.

(O Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

VST-VRT.vhdx

C:\ProgramDataWMicrosoft\Windows \Wirtual Hard Disks),
630 GB (Maximum: &4 TB)
(O) Use an existing virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\ProgramDataMicrosoft\Windows\Virtual Hard Disks),

(® Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous MNext = Finish Cancel

10. Review the summary on the Completing the New Virtual Machine Wizard screen. If there are
no problems, click Finish to close the wizard screen.

Note:
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The screen below is an example for the ISO image method.

3 Mew Virtual Machine Wizard

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

s

*
=] Completing the New Virtual Machine Wizard

‘You have successfully completed the New Virtual Machine Wizard. You are about to create the
following virtual machine.
Description:

MName: VST-VRT

Generation: Generation 1

Memory: 32000 MB

Metwork: Mot Connected

Hard Disk: C:'ProgramDataMicrosoft\Windows\Virtual Hard Disks\VST-VRT. vhdx (VHDX, dyr

Operating System:  Will be installed from C:{Temp\WST-VRTWST-VRT-3. 10, 3.is0

£ >
To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel
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11. The creation of the virtual machine is now complete.

The created virtual machine will now be displayed in the Virtual Machines pane of Hyper-V
Manager.

58 Hyper-V Manager
File Action View Help
e AR ecs [ 7]
% Hyper-¥ Manager

E DONALDG-D10 Virtual Machines
=
MName State CPU Usage Assigned Memory Uptime Status Configurati...
B vsTvRT OFf 90

Configure the virtual switch

Next, configure the virtual switch.

1. Right-click the Hyper-V host name (local server name) displayed in the left pane of Hyper-V
Manager and select Virtual Switch Manager from the context menu.

24 Hyper-V Manager
File Action View Help
o= xn=

ﬁ %p{er-\f Manager | | Mirteral Machi

Quick Create... :
MNew ¥

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager... |>,
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

View ¥

Help
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2. If the virtual switch containing the name of the network adapter used in this product is displayed
in Virtual Switch on the left pane, select it and change the settings below.

If not, select New virtual network switch to create a new virtual switch and configure the
settings as shown below.

;E Virtual Switch Manager for DONALDG-D10 — e
% _Virtual Switches % Create virtual switch
<t Mew virtual network switch
% Default Switch What type of virtual switch do you want to create?
Default Network External
#_Global Network Settings
4 MAC Address Range Private
00-15-50-42-33-00 to 00-15-5D-A...

Create Virtual Switch

Creates a virtual switch that can be used only by the virtual machines that run on this
physical computer, and between the virtual machines and the physical computer. An
internal virtual switch does not provide connectivity to a physical network connection.

;E Virtual Switch Manager for DONALDG-D10 — e
# Virtual Switches ot Virtual Switch Properties
=% New virtual network switch
2., Default Switch 1EnE
Default Network |vsw-inhernal

=t Vsw-internal

D-Link DGE-530T Gigabit Ether... | Motes:

# Global Network Settings
4 MAC Address Range

00-15-50

15-50-A2-33-00 to 00-15-50-A...

Connection type
What do you want to connect this virtual switch to?

(®) External network:
D-Link DGE-530T Gigabit Ethernet Adapter (rev.B) w
[] Allow management operating system to share this network adapter

(O Internal network

(O Private network

VLAN ID

Remove

Cancel Apply

B Enter an appropriate virtual switch name in the Name field.

m  Under Connection type, select the appropriate option for the connection destination of the
virtual switch.

m If you select External network, select the network adapter from the drop-down list.

After configuring the virtual switch, click OK to close the Virtual Switch Manager screen.
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Configure virtual machine settings

Next, configure the settings for the new virtual machine.

1. Right-click the virtual machine in the Virtual Machines pane and select Settings from the context
menu.

Virtual Machines

MName State CPU Usage Assigni

Connect...
Settings... L\\,
Start
Checkpoint

Move...
Export...
Rename...

Delete...

Help

2. By default, Hyper-V virtual machines automatically synchronize with the time of the Hyper-V host.
You can disable automatic synchronization so that the virtual machine can synchronize its own
time. To do this, go to Management > Integration Services in the left pane, uncheck Time
synchronization under Services, and click Apply.

Ej Settings for VST-VRT on DOMALDG-D10 - *
VST-VRT v ]
# Hardware G |j Integration Services
!" Add Hardware
I BI0s Select the services that you want Hyper-V to offer to this virtual machine. To use the
S services you select, they must be supported by the guest operating system.
Boot from CD
. Security Examples of services that r_night not be av_ailable on the guest operating system indude
Key Storage Drive disabled Volume Shadow Copy Services and operating system shutdown.
Wl Memory Services
32000 MB Operating system shutdown
3 Processor W T syrcvanizaton
1 Virtual processor Data Exchange
| 1DE Controller 0 Heartbeat
=/ [ IDE Controller 1 Backup (volume shadow copy)
VD Drive [] Guest services
" None
&l scs1 Contraller
U Metwork Adapter
Mot connected
i com1
MNone
i comz2
MNone
[ Diskette Drive

MNone
# Management
|I__'| Name
VST-/RT
|'__‘] Integration Services
Some services offered
(¥ Checkpoints
Standard
[=]=] 5 . " .
wa Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..
E» Automatic Start Action
Restart if previously running W

Cancel Apply
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3. For the ISO image method only, select Hardware > BIOS in the left pane and confirm that CD is

C613-04104-00 REV G

at the top of the Startup order displayed.

If CD is not at the top, change the order with the buttons on the right and click Apply.

Floppy

32000 MB

] Processor
1 Virtual processor

EE] Settings for VST-VRT on DOMALDG-D10 - *
VST-VRT v 3]
% Hardware ~ @ BiOS
!" Add Hardware
[ IS Select the order in which boot devices are checked to start the operating system.
Boot from CD Startup order
. Security CD e Up
Key Storage Drive disabled IDE
W Memory Legacy Metwork adapter Move Down

8 1DE Contraller 0
= [ IDE Contraller 1
', DVD Drive
MNone
&l scs1 Contraller
@ Metwork Adapter
Mot connected
i com1
MNone
i comz
MNone
[ Diskette Drive
MNone
# Management
|ﬂ Name
VST-/RT
D Integration Services
Some services offered
(¥ Checkpoints
Standard
ﬁ Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..
> Automatic Start Action
Restart if previously running W

o Use a legacy network adapter to perform a network-based installation of the
guest operating system,

Cancel Apply
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4. Select Hardware > Processors in the left pane. Enter the number of virtual CPUs to be allocated
in Number of virtual processors, and click Apply.
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EE] Settings for VST-VRT on DOMALDG-D10 - *
VST-VRT v ]
% Hardware ~ [J Processor
!" Add Hardware
I BI0s ‘fou can modify the number of virtual processors based on the number of processors on
Eoot from CD the physical computer. You can also modify other resource control settings.
@ security Number of virtual processors: 43
Key Storage Drive disabled
Wl Memory Resource control
32000 MB ‘You can use resource controls to balance resources among virtual machines.

Processor

4 Virtual processors
= [ IDE Contraller 0
- Hard Drive
WST-VRT-3.10.3.vhd
= [ IDE Contraller 1
', DVD Drive
VST-VRT-3.11. Liso
&l scs1 Contraller
@ Metwork Adapter
vswHnternal
i com1
MNone
i comz
MNone
[ Diskette Drive
MNone
# Management
|ﬂ Name
VST-/RT
D Integration Services
Some services offered
(¥ Checkpoints
Standard
ﬁ Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..

v

Virtual machine reserve (percentage): ljl
Percent of total system resources: 1]
Virtual machine limit (percentage):
Percent of total system resources: 25

Relative weight:

& Hyper-V is not configured to enable processor resource controls,

Learn more about Hyper-V processor configuration options.

o This virtual machine is configured with the following:

Sockets: 2

MUMA nodes per socket: 1

Virtual processors per NUMA node: 16
Memory per NUMA node: 31782 MB

Cancel Apply
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5. Select Network Adapter in the left pane to display the Network Adapter screen.

C613-04104-00 REV G

% Settings for VST-VRT on DOMALDG-D10 - *
VST-VRT v ]
# Hardware G @ MNetwork Adapter
l" Add Hardware
I BI0s Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
. Security Mot connected w
Key Storage Drive disabled
VLAN ID
Wl Memory
32000 MB [] Enable virtual LA identification

L] Processor
2 Virtual processors

8 1DE Contraller 0
= [ IDE Controller 1
() DVD Drive
Mone

&l scs1 Contraller
B Network Adapter

Mot connected
i com1

MNone
i comz

MNone

[ Diskette Drive
MNone

# Management
Name
VST-VRT
D Integration Services
Some services offered
(¥ Checkpoints
Standard
[=]=] 5 . " .
wa Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..
E‘g. Automatic Start Action
Restart if previously running W

Bandwidth Management
[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove.,

y 0 as the

Remove
o Use a legacy network adapter instead of this network adapter to perform a

network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cancel Apply
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At first, Virtual switch is set to Not connected. Select the virtual switch name created in the virtual
switch settings from the drop-down list and click Apply.
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E Settings for VST-VRT on DOMALDG-D10 - *
VST-VRT v ]
# Hardware G @ MNetwork Adapter
!" Add Hardware
I BI0s Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
@ Ssecurity vswHnternal bt
Key Storage Drive disabled
VLAN ID
Wl Memory
32000 MB [] Enable virtual LA identification

L] Processor
2 Virtual processors
8 1DE Contraller 0
= [ IDE Contraller 1
', DVD Drive
MNone
&l scs1 Contraller
@ Network Adapter
vsw-internal
i com1
MNone
i comz
MNone
[ Diskette Drive
MNone
# Management
Name
VST-VRT
D Integration Services
Some services offered
(¥ Checkpoints
Standard
Fﬁ Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..
E‘g. Automatic Start Action
Restart if previously running W

Bandwidth Management
[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove.,

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Remove

Cancel Apply
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6. Select Network Adapter then Advanced Features in the left pane to display the Advanced
Features screen. Check the Enable MAC address spoofing checkbox and click Apply.

C613-04104-00 REV G

{4 Settings for VST-VRT on DONALDG-D10

VST-VRT v ]
# Hardware L Advanced Features
!" Add Hardware
& 5105 MAC address
(®) Dynamic
| ) static
. Memory 00 |-/ 00 |- 00 |- 00 |-|00 |- 00
32000 MB

L] Processor
2 Virtual processors
8 1DE Contraller 0
= [ IDE Contraller 1
DVD Drive
&l scs1 Contraller
B § MNetwork Adapter
vsw-internal
Hardware Acceleration
Advanced Features
i com1
i comz2
[ Diskette Drive
# Management
gj_"| Name
VST-VRT
r_"| Integration Services
Some services offered

(¥ Checkpoints

E'-E' Smart Paging File Location
Py

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.,

Enable MAC address spoofing

DHCP guard
DHCP guard drops DHCP server messages from unauthorized virtual machines
pretending to be DHCP servers.

[] Enable DHCP guard

Router guard
Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.

[] Enable router advertisement guard

Protected network
Move this virtual machine to another duster node if a network disconnection is
detected.

Protected network

Port mirroring
Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another
virtual machine configured for monitoring.

Mirroring mode: Mone ~

Cancel Apply

Setting up VST-VRT on Hyper-V virtual machine | Page 22




Note: The following steps are only required if you are installing from VHD.

7. Select IDE Controller 0 in the left pane. Select Hard Drive and click Add.

m Settings for VST-VRT on DOMALDG-D10 - *
VST-VRT v ]
# Hardware G B 1DE Controller
l" Add Hardware
I BI0s ‘You can add hard drives and CD/DVD drives to your IDE controller,
Boot from CD Select the type of drive you want to attach to the controller and then dick Add.
@ searity
Key Storage Drive disabled DVD Drive
Wl Memory
32000 MB

L] Processor
2 Virtual processors

[T IDE Controller 0 Add
= [ IDE Controller 1

() DVD Drive ‘You can configure a hard drive to use a virtual hard disk or a physical hard disk after
- you attach the drive to the controller.

MNone
&l scs1 Contraller
= @ Network Adapter

vsw-internal
Hardware Acceleration
Advanced Features

i com1
MNone
com 2
MNone

[ Diskette Drive
MNone

# Management

Name
VST-VRT

D Integration Services
Some services offered

(¥ Checkpoints
Standard

Fﬁ Smart Paging File Location
C:\ProgramData\Microsoftiwin... w

Cancel Apply
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8. Select the Virtual hard disk radio button. Click on the Browse button, and browse to your

C613-04104-00 REV G

VST-VRT .vhd file. Once you have selected the file, click Apply.

{4 Settings for VST-VRT on DONALDG-D10

L] Processor
2 Virtual processors
= [ IDE Contraller 0
= Hard Drive
VST-VRT-3.10.3.vhd
= [ IDE Contraller 1
', DVD Drive
MNone
&l scs1 Contraller
El U network Adapter
vsw-internal
Hardware Acceleration
Advanced Features
i com1
MNone
com 2
MNone
[ Diskette Drive
MNone
# Management
|ﬂ Name
VST-VRT
D Integration Services
Some services offered
(¥ Checkpoints
Standard v

VST-VRT v ]
% Hardware ~ . Hard Drive
!" Add Hardware
I BI0s ‘You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from €D operating system is installed on this disk, changing the attachment might prevent the
Y oot iram virtual machine from starting.
Security .
Key Storage Drive disabled Bt Cocalin:
¥ Memory IDE Controller 0 ~ | |0 (in use) w
32000 MB Media

‘You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the associated file. Spedify the full path to the file.

(®) virtual hard disk:

| \Temp\VST-VRTWST-VRT-3. 10.3.vhd |

Browse...

Mew Edit Inspect

o If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assodated file.

Remove

oK Cancel Apply
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9. Select IDE Controller 1 in the left pane. If there is a DVD Drive present, select it and click
Remove, then click Apply.

E Settings for VST-VRT on DONALDG-D10 — *
VST-VRT v 3]
% Hardware ~ () DVD Drive
l" Add Hardware
I BI0s Select the controller and location on the controller to attach the CD/DVD drive.
Boot from CD Controller: Location:
. Security IDE Controller 1 ~ | |0 (in use) ~
Key Storage Drive disabled
Media
Wl Memory
32000 MB Spedify the media to use with your virtual CD/OVD drive.
n Processor ® MNone
2 Virtual processors O Trere

= [ IDE Contraller 0
- Hard Drive
VST-VRT-3.10.3.vhd
= [ IDE Contraller 1

© DVD Drive Physical CD/DVD drive
None

&l scs1 Contraller

= @ Metwork Adapter
vswHnternal

To remove the virtual CD/DVD drive from this virtual machine, dick Remove.,

Hardware Acceleration Remove
Advanced Features
i com1
MNone
i comz
MNone
[ Diskette Drive
MNone
# Management
Name
VSTYRT
D Integration Services
Some services offered
(¥ Checkpoints
Standard v

Cancel Apply
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10. Select Hard Drive and click Add. Then select the Virtual hard disk radio button and click New.

{4 Settings for VST-VRT on DONALDG-D10

VST-VRT

L

% Hardware

!" Add Hardware
[ s10s
Boot from CD
. Security
Key Storage Drive disabled
Wl Memory
32000 MB
] Processor
2 Virtual processors
= [ IDE Contraller 0
- Hard Drive
WST-VRT-3.10.3.vhd
= [ IDE Contraller 1
= Hard Drive
<file>
Here
&l scs1 Contraller
El U MNetwork Adapter
vswHnternal
Hardware Acceleration
Advanced Features

Hard Drive

‘You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller: Location:
IDE Controller 1 ~ | |0 (in use)
Media

‘You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the associated file. Spedify the full path to the file.

(®) virtual hard disk:

o If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assodated file.

i com1
MNone Remove
i comz
MNone
[ Diskette Drive
MNone
# Management
|£] Name
VST-VRT
|'__‘] Integration Services
Some services offered
oK Cancel Apply
11. Select the VHD radio button then click Next.
L. New Virtual Hard Disk Wizard X
& Choose Disk Format
Before You Begin What format do you want to use for the virtual hard disk?
Choose Disk Format ® VHD
Choose Disk Type Supports virtual hard disks up to 2,040 GB in size.
Specify Name and Location () VHDX
Configure Disk This format supports virtual disks up to 64 TB and is resilient to consistency issues that might occur
Summary from power failures. This format is not supported in operating systems earlier than Windows 8.

< Previous Finish Cancel
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12. Select the Fixed size radio button then click Next.

L Mew Virtual Hard Disk Wizard

5 Choose Disk Type

Before You Begin

Choose Disk Format

Specify Name and Location
Configure Disk

Summary

What type of virtual hard disk do you want to create?
(®) Fixed size

This type of disk provides better performance and is recommended for servers running applications
with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
virtual hard disk and does not change when data is deleted or added.

(O Dynamically expanding

This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

() Differendng

This type of disk is assodated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or YHDX).

< Previous Finish Cancel

13. Specify a Name and Location for your .vhd, then click Next.
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L Mew Virtual Hard Disk Wizard

5 Specify Name and Location

Before You Begin
Choose Disk Format
Choose Disk Type

Spedify Name and Location

Configure Disk

Summary

Specify the name and location of the virtual hard disk file.

Name:  [VST-VRT.vhd |

Location: |C:\ProgramDataWiu’osoft\\“a’indou\'s\\n'irb.lal Hard Disks', | Browse. ..

< Previous MNext = Finish Cancel
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14. Select the Create a new blank virtual hard disk radio button. Specify a Size; we recommend a
minimum of 694 GB. Click Next.

L New Virtual Hard Disk Wizard X
5 Configure Disk

Before You Begin ‘You can create a blank virtual hard disk or copy the contents of an existing physical disk.

Choose Disk Format (® Create a new blank virtual hard disk

Choose Disk Type Size: GB (Maximum: 2,040 GB)

Specify Name and Location

(O Copy the contents of the specified physical disk:

Configure Disk

Summary Physical Hard Disk Size

\\. \PHYSICALDRIVED

(O Copy the contents of the spedified virtual hard disk

< Previous MNext = Finish Cancel

15. After a short time, your new .vhd should be created. Click OK to close the setting dialog.
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Setting up VST-VRT on VirtualBox 6.1 virtual machine

VST-VRT 3.10.4 and previous versions support VirtualBox 6.1 and 5.2 as a virtual environment.

The VST-VRT software is an .iso file that you can use to boot a virtual machine. The VST-VRT GUI
allows you to manage the virtual machine and to set up and access applications to run on it. The
VST-VRT .ova file makes it easy to configure your virtual machine and install the VST-VRT software.

You use VirtualBox to import the .ova file and set up VST-VRT. The import process does most of the
work to configure the virtual machine.

Note: Note that this section describes how to set up VST-VRT for the first time. To upgrade to a later
version of VST-VRT software, see the procedure in the Release Notes for the version you are
upgrading to. Using an upgrade procedure for a different version may have unpredicted
results, including possible data loss.

Before you start you will need:
m VirtualBox version 6.1.x—available from: VirtualBox.
m  VST-VRT-x.x.x.iso—available from the Allied Telesis Support Portal.

m  AT-VST-VRT-X.X.X-VirtualBox-6.1.ova file—available from the Allied Telesis Support Portal.

Configuration steps

Step 1. Open VirtualBox

W Oracle VM VirtualBox Manager

File Machine Help

¢ @R Gar

Preferences  Import Export  Mew  Add

Welcome to VirtualBox!

The left part of application window contains global tools and lists all virtual
machines and virtual machine groups on your computer. You can import,
add and create new YMs using corresponding toolbar buttons. You can
popup a tools of currently selected element using corresponding element
button.

‘You can press the F1 key to get instant help, or visit www.virtualbox.org
for more information and latest news.

Step 2. Create a virtual machine

m Select File > Import Appliance.
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https://www.virtualbox.org/wiki/Downloads
https://alliedtelesis.my.site.com/Support/CustomerCommunityHome
https://alliedtelesis.my.site.com/Support/CustomerCommunityHome

b ekl OB %3

Machine Help

Preferences... Ctrl+G éb @ @ E

Import Appliance... Ctrl+| Preferences  Import Export  MNew  Add
Export Appliance... Ctrl+E Welcome to VirtualBox!
New Cloud VM...
The left part of application window contains global tools and lists all virtual
. . machines and virtual machine groups on your computer, You can impart,
Virtual Media Manager... Ctrl+D add and create new VMs using corresponding toolbar buttons. You can
Host Network Manager... Ctrl+H popup a tools of currently selected element using corresponding element

button.
Metwork Operations Manager...
‘fou can press the F1 key to getinstant help, or visit www. virtualbox. org
Check for Updates... for more information and latest news.

Reset All Warnings

Exit Ctrl+Q

B Browse to locate the .ova file.
Appliance to import
Flease choose the source to import appliance from, This can be a local file system to import OVF archive or one of known doud service providers to import doud
VM from.
Source: |Local File System hd
Flease choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Cpen Virtualization Format (OVF). To
continue, select the file to import below.
File: |C:‘|,Users‘|,. .. \Downloads\AT-WST-VRT-x. 3. x-Virtualbox-6. 1.ova | E
Expert Mode Mext Cancel
m Click Next.
®  The Appliance settings window opens.
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Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can change many of the
properties shawn by double-dlicking on the items and disable others using the check boxes below.

&% Name AT-VST-VRT-x xx
& Product AT-VST-VRT
&) Vendor Allied Telesis
@ Version KX
@ Description For medium-large networks, the Vista Manager Network Appliance enables the full suite of functionality in a...
FH Guest 05 Type [ Linux 2.6/ 3. / 4 (64-bit)
{J cpu 4
& ram 32768 MB
@© owp
(5 USB Contraller
@ Network Adapter Intel PRO/1000 MT Desktop (82540EM)
<> Storage Controller (IDE)  PIIX4
<> Storage Contreller (IDE)  PIIX4
v ’ Storage Controller (SATA)  AHCI
Virtual Disk Image AT-VST-VRT-x . -diskD01.vmdk
Base Folder C\Users\..\VirtualBox YMs
Primary Group /
Machine Base Folder: | C:\Usersy, \VirtualBox VMs ~
MAC Address Palicy: | Indude only NAT network adapter MAC addresses -

Additional Options: Import hard drives as VDI

Appliance is not signed

Restore Defaults Cancel

m  Click Import to start the import.

m Click Agree to accept the software license agreement.

Y Software License Agreement

The virtual system "AT-VST-VRT-x2wx" requires that
you agree to the terms and conditions of the software
license agreement shown below.

Click Agree to continue or dick Disagree to cancel the import.

Have you read and agreed with the End User Licence
Agreement at https:/fwww. aliedtelesis. com fen/documents /
software-end-userJicense-agreement?

Disagree Print... Save. ..

B A virtual machine is created.

B The virtual machine is listed on the left side of the window and details about it are on the right.
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File Machine Help

{5 e @ LD

Mew Settings Discard Start

m = General = preview
2 @ Name: AT-VET-VRT-x,36.
Operating System: Linux 2.6 / 3.x [ 4.x (64-bit)
@ System
Base Memory: 32768 MB
Processors: | 4 AT-VST-VRT-x.x.x

Boot Order: Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX, KVM Paravirtualization

@ Display

Video Memary: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

Storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA

SATA Port 0: AT-VST-VRT-x.x.x-disk001. vdi (Mormal, £30.00 GB)
o Audio

Disahled

@ Network

USE Controller: OHCI
Device Filters: 0 {0 active)

[C] shared folders
MNone
@ Description

For medium-arge networks, the Vista Manager Network Appliance enables the full suite of functionality in an all-in-one network
management appliance - ready to plug in and go.

The plugins are pre-oaded and work seamlessly with Vista Manager for broad visibility and easy management. Simply license
the functionality best suited to suppert your particular environment.

B Double-click on Network.
® In the Network settings, make sure that Enable Network Adapter is checked.

® In the Attached to field, select Bridged Adapter and the interface Name it will connect to.

®  The Advanced fields will self populate.

E General Network
IEI Systemn Adapter 1 Adapter 2 Adapter 3 Adapter 4
|§| Display nable Network Adapter
Attached to: |Bridged Adapter hd
@ Storage —
Mame: |Intel(R) Ethernet Connection 1217-V hd
(D: Audio —
W Advanced
@ MNetwork Adapter Type: |Intel PRO/1000 MT Desktop (82540EM) -
@ Serial Ports Promiscuous Mode: | Allow All =
é) UsB MAC Address: (080027772867 | ®
Cable Connected
lj Shared Folders
Port Forwarding
EI User Interface
OK Cancel
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Step 3. Specify the VST-VRT startup disk (.iso file)

®  With the virtual machine selected on the left side of the window.

® Click the Start button.

ﬁﬂ Oracle VM VirtualBox Manager

File Machine Help

o M Y
1 e @ @
Mew  Settings
@ General E Preview

MName: ATVETVRT-H. 30X
Operating System:  Linux 2.6 § 3.x [ 4.x (64-bit)

|1| System
Base Memaory: 32768 MB

Processors: 4 AT-\

Boot Order: Optical, Hard Disk
Acceleration:  WT-x/AMD-V, Nested Paging, PAEMNX, KVM Paravirtualization

|§] Display

Video Memaory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

Storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA

SATA Port 0: AT-VST-VRT-x.x. x-disk00 1. vdi (Normal, 630.00 GE)
i Audie

Disabled

B Click on the Choose a virtual optical disk file... button.

Please select a virtual optical disk file or a physical optical
drive containing a disk to start your new virtual machine
from.

The disk should be suitable for starting a computer from and

should contain the operating system you wish to install on
the virtual machine if you want to do that now. The disk wil
be ejected from the virtual drive automatically next time you
switch the virtual machine off, but you can also do this
yourself if needed using the Devices menu.

Empty
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® To add an optical disk image, click Add and browse to the VST-VRT .iso file.

=l Optical Disk Selector

Medium

@@ G

Add Create  Refresh

MName Virtual Size

<

>

Search By Mame ~ ||

K »

Choose

Leave Empty Cancel

B Once you see the required .iso file in the Optical Disk Selector, select it, and click Choose.

&) Optical Disk Selecto

@@ ®

Add Create  Refresh

Mame
v Attached
VST _VRT-x xxc.iso 1.06 GB

Virtual 5ize

<

Search By Name +

& &

Choose

Leave Empty

Cancel

m The Select start-up disk window appears.

Flease select a virtual optical disk file or & physical optical
drive containing a disk to start your new virtual machine
from.

The disk should be suitable for starting a computer from and
should contain the operating system you wish to install on
the wvirtual machine if you want to do that now. The disk will
be ejected from the virtual drive automatically next time you
gwitch the virtual machine off, but you can also do this
yourself if needed using the Devices menu.

WST_WRT-x.x.x.is0 (1.06 GB)

| &

Start Cancel
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m Click Start.

m  The machine boots, and you will see the command line appear and run.

¥

File Machine Help

Tools

J

——
=3z

AT-VST-VRT-x00x

File  Machine

View

Running] - Oracle VM VirtualB

Input  Devices Help

= Running

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capfure the mouse pointer

Starting Update Manager...

Started
Started

Rename Ethernet Interfaces.
syslog-—ng .

Starting Configuration...

Started
Started
Started
Started
Started
Started
Started
Started

Update Manager.

Hardware Sensor Momitoring Daemon.
D-Bus User Message Bus.

Alfred.

mediaO-watch.

Monitor media® for backup file changes.
Lighttpd Daemonm.

Mount External Media on sr0.

Stopping Network Service...
Stopped

Network Service.

Starting Network Service...

Started
Started

Network Service.
media®-watch.

Stopping Network Mame Resoluti

Stopped

Network Name Resolut

Starting Metwork Name Resolu

Started
Created
Created

Network Name Resolution.
slice system—getty.slice.
slice system—serialsx2dgetty.slice.

Starting Generate Bammer...

Started
Started
Started
Reached
Started
Reached
Reached

Generate Bammer.

Getty on ttyl.

Serial Getty on tty3SO.
target Login Prompts.
Configuration.

target Configuration Loaded.
target Multi-User System.

BeFg | EiE e m-r:

m Take a note of the IP address displayed after the last line: Management URL. This is the IP
address you will use to connect to VST-VRT, as described in step 4 ahead.

m By default, VST-VRT will attempt to obtain a DHCP address. If no address can be obtained, then
192.168.1.1/24 will be assigned.
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Step 4. Connecting to VST-VRT

m  Open a web browser and enter the IP address you noted after: Management URL.

Activities &) Firefox ESR

File E

View History Bookmarks Tools Help

Allied Telesis Device GUI % | +

« c @ O - &

AV Allied Telesis

B Log in (e.g. manager/friend).

m  The Vista Manager Dashboard opens.

AV Allied Telesis VST-VRT V10BC79723E7DDD2 Up time:

Dashboard

Network Infrastructure

User Management

System System Information

: CPU 250% {
Vista Manager

Memory 31.5% G

AMF Cloud

Environment Status: Good
Wireless Controller System (®4/14/2021, 11:40:55 AM
Time

Trap Receiver
Deployed Applications

SNMP Plug-in
Name Image CPU Load (%) Memory (MB) Storage (MB)

B This completes setting up VST-VRT on a VirtualBox 6.1 virtual machine.
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Application resources

Before you can start VST-VRT applications, you need to allocate storage space to them. The
maximum amount each application may receive depends on the hardware specifications. We
recommend entering the storage values in this table to configure the applications.

Table 1: Recommended storage values for applications

APPLICATION RECOMMENDED STORAGE (MB)

Vista Manager (Vista Manager EX) 204800

AMF Cloud 32768
AMF Security 81920
Wireless Controller (AWC) 204800
Trap Receiver (SNMP) 40960
SNMP (Full SNMP) 102400
RADgate 65 536

Troubleshooting
Port configuration

Port 8007 needs to be available, as VirtualBox listens on it. If this port is being used, the VST-VRT
virtual machine will not boot, and will display an error. In the unlikely event that Port 8007 needs to
be used by another application, you just need to change the port to an available one, to get VST-VRT
booting. The process is as follows:

Inside VirtualBox:
m  Click on the VST-VRT virtual machine, and then click Settings.
m  Click on Serial Ports.

m  Change 8007 in the Path/Address field to be an unused port on the host machine.

M General Serial Ports

YR Port1 | Port2 = Port3 | Port4

@ Wapley ¥| Enable Serial Port

Storage Port Number: | COM1 ~|IrRQ: 1/0 Port:
©p Audio Port Mode: | TCP -

@ Network Connect to existing pipe/socket
Path/address: 8007

£ uss

|:| Shared Folders

E User Interface
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Getting started with simple VST-VRT configuration

This section describes how to get the applications on VST-VRT started quickly and easily in these
steps:

m "Set up network interfaces" on page 39
m "Save the VST-VRT configuration" on page 40
m  "Activate an application" on page 41

m  "Example: activate the applications" on page 46

For more detailed information about using VST-VRT, see the sections that follow this one.

Change the manager password

In the Dashboard menu, click User Management.

AL Allied Telesis ~ VST-VRT A10359F201700001  Up time:
&2 Das
#® Network Infrastructure U S er M a n a g e m e nt
+ Mew User
System
Vista Manager

Username

AMF Cloud

manager # EditPassword ) B Delete
Wireless Controller

Due to a recent design upgrade, your device’s GUI may look different to this.

In the User Management page, click Edit Password to the right of the user ‘manager’.

Edit password X

Username (readonly)

manager

MNew Password

Confirm Password

Enter the new password twice and click Save.
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Set up network interfaces

By default, VST-VRT accepts IP addressing from a DHCP server, including an IP address and a
default route. You can get these from the DHCP server. If a DHCP server does not supply this
configuration to VST-VRT, you will need to manually add an IP address and a default route.

By default, all VST-VRT ports are in the same L2 bridge. During the initial setup, ensure the device is
connected to one port only. This prevents it from bridging multiple networks. Later, after the initial
setup is complete, you will be able to assign VLANSs to ports for the networks they will be connected
to ("Configure Interface Management" on page 53).

1. Configure the IP address.
From the menu, navigate to the Network Infrastructure > Interface Management page.
Click the edit button to the right of ‘brQ’. This is the bridge connecting interfaces.

Change the IP address of the bridge (br0) to one that you will be able to navigate to from the
device you are accessing the GUI from. When you change the IP address, you will lose your
browser’s connection to VST-VRT. Point your browser to the new IP address.

Edit Interface br0

IP Address
10. 2

Secondary IP Addresses

2. Add a default route.

Navigate to the Network Infrastructure > Static Route page and click the + Static Route
button to add a default route.
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New Static Route

Gateway/Interface

Distance (Optional)

To set up advanced network interface configuration, see "Setting up network infrastructure" on
page 50.

Save the VST-VRT configuration

To save the VST-VRT configuration, click the Save button at the top right of VST-VRT GUI page. It is
orange when there is unsaved configuration and blue otherwise. Save whenever you have VST-VRT
configuration you want to retain over a reboot.

Up time: o Admin I Save
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Activate an application

Each application is provided ready to use, once the storage size is configured. To activate the
application, follow these steps.

1. Click the button for the application in the menu. A page opens for the application.

AV Allied Telesis VST-VRT V10BC79723E70DD2 Up time: & Admin | B S
Dashboard

Neiwork Infrastructure WI re | eS S C O nt ro | | e r

User Management Allied Telesis Autonomous Wave Control (AWC) is an advanced network technology that utilizes Artificial Intelligence to deliver

significant improvements in wireless network connectivity and perfermance while reducing deployment and operating costs. By
System automatically analyzing coverage gaps and Access Point interference, AWC delivers a high-guality wireless experience that
responds to network configuration changes and bandwidth demands from user devices.

T — For more information contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
el www.alliedtelesis.com/contact
AMF Cloud Image server poll interval: Disabled -

Wireless Controller [

Trap Receiver Deployed Application

SNMP Plug-in CPU Load (%) Memory (MB) Storage (MB) State

2. Click on the Configure button to the right of the application instance. The Application
Configuration dialog box opens automatically when you activate the application so that you can
configure the set up for the application container. To change this configuration later, click the
Configure button to right of the application on this page.

Application Configuration x
Storage Size (MB)
204800

Advanced Settings

Network 1 Network / 0 DNS Servers v

)

3. Enter the storage size. We recommend entering the storage values in this table to configure the
applications.
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Table 1: Recommended storage limits for applications

APPLICATION RECOMMENDED STORAGE (MB)

Vista Manager (Vista Manager EX)

AMF Cloud

AMF Security

Wireless Controller (AWC)

Trap Receiver (SNMP)
SNMP (Full SNMP)

RADgate

204 800
32 768
81920

204 800
40 960

102 400
65 536

Once the storage size is set, click on the Apply button.

Deployed Application

(i ]

CPU Load (%)

Memory (MB)

Storage (MB)

204800MB

State

i
Stopped B Destroy ‘ » Start '

4. Click on the Start button to start the application. This may take a few minutes. Once deployment
is complete, it will show that the application is running.

C613-04104-00 REV G

Deployed Application

(i ]

CPU Load (%)

30.84/100

Memory (MB)

296 /7964

Storage (MB) State

4648 /

Runnin St
204800 g e
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Reconfigure an application

You may need to reconfigure an application after the initial setup. To reconfigure an application,
follow these steps.

1. Click the button for the application in the menu. A page opens for the application.

Dashboard

AMF Cloud

Network Infrastructure

User Management

For more information contact your local Allied Telesis sales representative. Find your local Allied Telesis office at

www.alliedtelesis.com/contact
System
Image server poll interval: Disabled -
Vista Manager
AMF Cloud
Deployed Application
Wireless Controller
CPU Load (%) Memory (MB) Storage (MB) State
Trap Receiver
% o0 120/ 7964 141 Running {(mso )

SNMP Plug-in

2. Click on the Stop button.

Deployed Application

CPU Load (%) Memory (MB) Storage (MB) State

@ M8 Stopped

3. Once the application has stopped, click on the Destroy button.

AVL Allied Telesis VST-VRT A10358F201700001 Up time: 2 Admin

Dashboard

AMF Cloud

Network Infras
For more information contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
www.alliedtelesis.com/contact

Image server poll interval: Disabled -

Deployed Application o Activate |

ap Receiver

Plug-in

4. Click the Activate button. An Application Configuration dialog box opens for setting up the
application.
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Application Configuration b4

Image Version

Storage Size (MB)

Advanced Settings

Metwork

[%;]

5.0-04 v

0 Metworks / 0 DNS Servers "

5. Set up the application parameters:

Enter the storage size. We recommend entering the storage values in this table to configure the

applications.

Table 2: Recommended storage limits for applications

APPLICATION RECOMMENDED STORAGE (MB)

Vista Manager (Vista Manager EX)
AMF Cloud

AMF Security

Wireless Controller (AWC)

Trap Receiver (SNMP)

SNMP (Full SNMP)

RADgate

204 800
32 768
81920

204 800
40 960

102 400
65 536

Click the Network drop down list to expand it. Click Add Network. If there is a DHCP server on
the network to assign IP addressing, select Use DHCP. Otherwise, specify the static IP address
for the application. (Leave the Interface Type as Virtual.)
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Application Configuration *

5004

o

Image Version

Storage Size (MB)
32768

Advanced Settings o

Metwork Network / 0 DNS Servers “

Interface Type

Virtual

Delete
External Metwork VLAN 1D MAC Address (Optional)
1

Use DHCP

+ Add Metwork

+ Add DMS Server

To set up advanced network interface configuration, see "Setting up network infrastructure" on
page 50.

Before starting any application, you must configure a static or DHCP-assigned IP address for it.

Click Apply to create the container for the application with these application parameters and to
start the application. This may take a few minutes. The application page displays information
about the application instance.

6. To access and configure applications such as Vista Manager EX, AMF Cloud and AMF Secuirity,
click the Open button or point your browser directly to the IP address of the application. You can
see the IP address and other application configuration by hovering the mouse over the small
instance information icon @ in the left of the Deployed Application panel on the application

page.

You may be asked for authentication. Use the default username ‘manager’ and password ‘friend’
the first time, then change the password for the application.

The first time you access the AMF Cloud application, it requires you to change the default
password by using its command line interface. (The time in the password expiry message may
be long ago.)

7. Click the Save button in the VST-VRT GUI to save the application set-up in the VST-VRT
configuration.
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Example: activate the applications

VST-VRT has application image files preloaded into persistent storage, such as:

m Vista Manager

m  AMF Cloud

m  AMF Security

m  Wireless Controller (AWC)

m Trap Receiver (SNMP-based) (up to VST-VRT version 3.7.2)

m SNMP (full)

m  RADgate (from VST-VRT 3.11.1. The AT-RADgate RADIUS server may not be available in all
regions. See your Allied Telesis representative for more information.)

If you will use some or all of these applications, you can activate them in the following order. When

you configure the applications, use the storage values in Table 2 on page 44.

1. Log in to the VST-VRT.

2. Activate AMF Cloud if you are using AMF Cloud on the VST-VRT as the AMF master, and configure
your AMF network. For information about configuring an AMF network, see the AMF Feature
Overview and Configuration Guide.

3. Activate Vista Manager if using it to monitor your AMF and wireless network.
4. Activate Wireless Controller (AWC) if using it to manage wireless access points in your network.

5. Activate SNMP (or Trap Receiver up to VST-APL version 3.7.2) if using one of these to manage
third-party devices.

6. Activate AMF Security if using it
7. Activate RADgate if using it.

8. Save the VST-VRT configuration.

After activating the applications, you may need to:
m Install licences—you may need to install a license. See the relevant User Guide for the application.

m Register Vista Manager EX plug-ins (the SNMP (full) plug-in or Trap Receiver (SNMP-based)
plug-in and/or the AWC Wireless Controller (AWC) plug-in). See the Vista Manager EX User Guide.

For more information about using each application, see its User Guide.

C613-04104-00 REV G Getting started with simple VST-VRT configuration | Page 46


https://www.alliedtelesis.com/documents/amf-feature-overview-and-configuration-guide
https://www.alliedtelesis.com/documents/amf-feature-overview-and-configuration-guide

The VST-VRT GUI Dashboard

Log in and you’ll see the VST-VRT GUI dashboard. The dashboard provides an overview of the
status of VST-VRT and the applications loaded on it.

AVL Allied Telesis VST-VRT A10358F202300001 Up time: 2 Admin

L

Network Infrastructure

Dashboard

User Management

System Information

CcPU 18.00% GEEEE

Vista Manager

Memory | 47.6%  (EEEEEEN

AMF Cloud

Temp 29°
Fans Status: Active
Environment Status: Good
System (®12/03/2021,1:32:48 pm
SNMP Plug-in Time
Deployed Applications
Name Image CPU Load (%) Memory (MB) Storage (MB) State
AT-AMF-app & AMF | Running m
0.02/100 30 /31977 1178 /32768
AT-AWC-app & awc | | Running m
0.05/100 614 /31977 1755/ 50000
AT-FULLSMMP-app & fullsnmp | Running
0.03/100 479 /31977 1200 / 50000
AT-SNMP-app & snmp | Running
0.05/100 359 /31977 1165/ 50000

AT-Vista-app & vista ' | Running m
0.66/100 3821 /31977 1651 / 50000

Saving configuration and logging out

At the top right of the screen you can see the Uptime for the switch, as well as the Admin button,
which is used to log out, and the Save button.

Configuration changes you make become part of the running configuration of VST-VRT. This
includes:

m VST-VRT network configuration such as bridging, VLAN and IP address assignments
B user accounts
m system time configuration

m the state of applications that have been created—whether an application is running when the
configuration is saved.
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To make them part of the boot configuration, so they can be backed up and will survive a reboot,
save these configuration changes. If an application is running when the configuration is saved, it will
start up again when VST-VRT restarts.

Save any time there is new VST-VRT configuration that you wish to retain. For example, we
recommend saving when you have assigned an IP address to access VST-VRT, changed the
‘manager’ password, or activated and started applications.

This does not save the internal configuration and data for applications—these are managed
separately by the applications themselves.

The Save button is colored orange any time there is unsaved configuration. If it is blue, configuration
has been saved.

Up time: = Admin

The configuration is saved to a file named “default.cfg” in persistent storage.

System Information panel

The System Information panel provides an overview of the current:
®  CPU and memory usage

B environmental status

m system time (format: mm/dd/yyyy hh:mm:ss AM/PM).

System Information

CPU 0.90% |

Memory 21% 4

Environment Status: Good

System (©9/10/2020, 6:53:06 PM
Time

For more detailed system information, navigate to System > About, and see "Monitoring" on
page 69.
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Deployed Applications panel

The Deployed Applications panel provides overviews of the applications loaded on VST-VRT and
their status.

For
]

Deployed Applications

Name Image CPU Load (%) Memory (MB) Storage (MB) State

AT-AMF-app & AMF ( Running
0.02/100 130/ 31977 1178 /32768

AT-AWC-app & awc | | | Running
0.24/100 614 /31977 1755 / 50000

AT-FULLSNMP-app @ fullsnmp | Running
0.03/100 479 /31977 1200 / 50000

AT-SNMP-app & snmp | Running
0.03/100 359 /31977 1165 / 50000

AT-Vista-app & vista | ' | Running
0.71/100 3821/ 31977 1651 / 50000

each application, the Deployed Applications panel displays:
the name of the application.

the name of the image for the application. Once an application instance is created, the lock icon
ﬂ to the left of the image name indicates that the application is authorised (signed) by Allied
Telesis. The lock icon displays when a supported and signed application is activated or upgraded.

If a warning triangle icon .ﬁ. shows instead, upgrade or activate the application to the version
matching the operating system. See the Release Note for information about upgrading. When
you complete this, the lock icon should display.

If you have completed the activation or upgrade procedure for the application and the warning
icon still shows, it may be an unauthorised application image that presents security issues.
Remove the application and/or contact your authorised Allied Telesis distributor or reseller.

the CPU capacity it’s using and how much is available to it.
how much memory it is using and how much is available to it.

how much storage the application is using and how much is available to it. You must configure
a storage allocation as a part of activating the application.

the state of the application. Before an application is activated, the state is ‘Offline’. During normal
operation, the state is ‘Running’. When you activate, stop or destroy the application instance, it
shows information such as ‘extracting’, ‘creating’, ‘stopping’, or ‘destroying’.

If there is an Open button next to the application, you can use this to access the application.

C613-04104-00 REV G

The VST-VRT GUI Dashboard | Page 49



The Menu

At the left of the dashboard are menu items for Network Infrastructure, User Management and
System, and for each of the applications loaded on the device. You can expand Network
Infrastructure and System for more menu items. The Dashboard item at the top of the menu
returns you to this Dashboard page.

Setting up network infrastructure

This section describes network topology and interfaces on the VST-APL, how applications connect
to the network, how to configure network infrastructure, default settings and recommendations.

m ‘Interface support on the VST-VRT" on page 50

m  "Connecting applications to the network" on page 50
m  "Configure Interface Management" on page 53

m "Configure Static Routing" on page 55

m "Configure Bonding" on page 56

m  "Configure Bridging" on page 59

m  "Configure the DNS Client" on page 61

Interface support on the VST-VRT
The VST-VRT provides the following interface support:

m  One bridge (br0) is supported on the appliance.
B All ports attach to the bridge by default.

m  For Vista Manager, AMF Cloud, Wireless Controller (AWC), SNMP, Trap Receiver, and AMF
Security applications, only one virtual network attachment is supported per application.

m Eth interfaces can be joined by static or dynamic (LACP) bonding.

Connecting applications to the network

To connect an application instance to the network, you specify the VLAN for the network
connection. This avoids binding the applications to the physical interfaces or to the underlying
hardware. This means the applications can easily migrate from one piece of hardware to another
without disruption to users.

To manage the VST-APL appliance, you connect to the VST-APL GUI via the bridge interface br0.
This is the default management interface to the appliance's VLAN-aware bridge.
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Default topology

By default, each physical Ethernet interface on the VST-APL is connected to the VLAN-aware bridge
as an untagged member of the default VLAN, vlan1. In Figure 1 below, eth0, eth1, and so on at the

bottom of the diagram, are bridged to the physical interfaces for the device.

When you activate an application instance, you must assign it a network interface via which to reach
it. The only supported interface is virtual, and the first virtual interface assigned for each application
instance is eth0. As shown for the applications at the top of the diagram, ethO is the application’s

virtual eth interface to the VLAN-aware bridge.

This means that by default, any interface in an application instance that is attached to vlani is
connected to the same Layer 2 broadcast domain as all physical interfaces on the appliance.

Figure 1: Default bridging configuration for physical interfaces

VST-VRT

Vista Manager AMF Cloud
Application Application
VST-VRT
Management ethO eth0
Interface (br0)

VID1|VID1 /VID1

VLAN-aware
bridge

VID1 |VID1 VID 1

< Virtual network

< Physical

interface ethO

Bridge to

interfaces
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Advanced topology

You can configure the VST-VRT interfaces for more complex network topologies. You can:
B connect different applications on the VST-VRT to different VLANs on the network.

®  join two or more eth links of the same speed to create bonds. This could be used to increase the
bandwidth for an application’s connection to another device on the network, such as an
AlliedWare Plus device.

Figure 2: Example custom bridging configuration for physical interfaces

-

VST-VRT
Vista Manager AMF Cloud
Application Application
VST-VRT Bridge
Management Sub-interface etho ethO
Interface (br0) br0.2
VID 1 VID 2 VID 2 VID 3
VLAN-aware
bridge
VID 2 untagged
VID 1 99

VID 3 tagged
bond

=

For example, some of the more advanced settings for Figure 2 are:

m  AMF Cloud and Vista Manager are NOT connected internally, and would require an external
device for connectivity if they needed to communicate.

m  The VST-VRT appliance has network connectivity to the Vista Manager application via bridge sub-
interface br0.2 which is connected to vian2.

m  EthO is only a member of vlan1 with vlan1 as the native VLAN.
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m  Eth1 and eth2 are part of a bond. The bond is a member of both as an untagged member of vian2
and a tagged member of vlan3.

Configure Interface Management

By default, the VST-VRT has a number of physical eth interfaces, and one VLAN-aware bridge (br0).
To view and configure interfaces, navigate to Network Infrastructure > Interface Management.

Interface Management

4 New Imterface
Name IP Address Status Protocol
User Management
br0 10 24 admin up running # Edit
tem
ethl admin up running
Vista Manager
eth2 admin up down
AMF Cloud
eth3 admin up down
AMF Security
eth4 admin up down

On the Interface Management page, you can:

m  See an overview of all interfaces on the VST-VRT, including the VLAN-aware bridge (br0), bridge
802.1Q sub-interfaces, eth ports (eth0, eth1, and so on), and bonds. For each interface, see the
IP address (if assigned), the status (admin up or down), and whether the protocol is running or
down.

B Assign IP addressing to the bridge, bridge 802.1Q sub-interfaces, and eth interfaces that are not
attached to the bridge. Click Edit to its right. Either select DHCP or enter a primary and optional
secondary IP address.

I

Edit Interface eth2 X

IP Address
Secondary IP Addresses ~

Add Secondary |P Address

Apply
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Create an 802.1Q sub-interface on an eth port or on the bridge. Click the + New Interface button
at the top right of the Interface table. In the New Interface dialog box, expand the Interface
Name list, and select the interface. Enter a VLAN ID. Click Apply. The new sub-interface will show
in the Interface panel as the interface and the VLAN ID separated by a dot. For example, if you
assign VID 300 to eth2, this is called eth2.300.

New Interface ®

»

Interface Typ= dotlg

Interface Hame

-~

br0

ethl

eth2

eth3

eth4

WILAN 1D

This fizld is required.
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Configure Static Routing

By default, the VST-VRT appliance is set accept IP addressing from a DHCP server, or if none is
supplied, to use the IP address 192.168.1.1. To configure and view static routes, navigate to
Network Infrastructure > Static Routing. The default static route is not displayed.

@ Dashboard

Static Routing

+ New Static Route

Destination Network Gateway/Interface Distance Status

User Management

System

Vista Manager

AMF Cloud

AMF Security

Wireless Controller

Trap Receiver

To add a new static route, click the + New Static Route button above the top right of the routes
panel.

New Static Route x

Destination Metwork

10.1.1.0/24

Gateway/Interface

172.16.1.1|

Distance (Optional)

Apply

Enter the IPv4 address of the destination network. Specify the IPv4 address for the gateway, and
optionally the administrative distance for the route. Click Apply.

To edit an existing static route, click Edit at its right.
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Configure Bonding

You can create static or dynamic (LACP) bonds by joining multiple eth ports. To create, modify, or
view bonds, navigate to Network Infrastructure > Bonding. You can join together in a bond any 2
or more eth links that have the same speed. For example, you can join all the 1 Gb ports into one
bond.

Figure 3: Bonding page

Bonding

Create a bond

By default the appliance has no bonds. To create a bond:

1. On the Bonding page, click +New Bond.

New Bond

]

Bond Type

Static

In the New Bond dialog box, enter an ID number for the bond and select whether it is to be a
static bond or an LACP (dynamic) bond. Click Apply.
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The Bonding page shows the new bond with no interfaces.

Status:

Hash
Policy:

System
MAC:

Actor
Key:

Bonding

Down

Layer2

da:64:44:30:cf:f6

0

+ Attach Interface

Bond
Type:

Partner
Key:

+ New Bond

¥ Delete

LACP

0

Click the Attach Interface button in the panel for the bond. Select from the list of available ports
to add. An eth port is not available if it belongs to another bond. Any eth ports added to a bond

are removed from the bridge.

If an interface in the list is already attached, this is shown in parentheses. Adding the interface to
abond removes it from its previous attachment. For instance “eth0 (br0)” shows that the port eth1
is attached to the bridge brO. If you add eth1 to a bond, it is removed from the bridge.

Attach Interface

Bond
bond16

Interfaces

ethQ (br0)

‘

eth1, eth2, eth3, ethd ~

Click Apply.
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3. If you configure an LACP bond, you must ensure that the other end of the LACP connection has
the appropriate LACP configuration.

bond16 + Attach imterfoce - W Defele
Bomd
Status Pype ALE
Hazh Palicy:
Partper
Systers MAT Ber by B BT 52 BAAL ECR S0 JE PN Y
Parihes
Ligser ffaragesent Arior ey e ey
Members:
Wiste fanager interfanes Hlatgs EEE Fariner BAAG
ARE Cinud eiht ] e B dEnd ¥
et g i
elfd D : ¥
th:4 #

The Bonding panel in the Bonding page shows the status of the LACP links, such as:
®  Down (link down) and Unsynchronised;

m  Up (link partner interface is running) and Unsynchronized (LACP link partner is not
configured correctly)

®  Up (link partner interface is running) and MAC address of the Link Partner (the link partner is
synchronized).

4. If required, add the bond to the bridge (Network Infrastructure > Bridging page). Bonds are not
automatically attached to the bridge.

Remove an eth port from a bond

1. Click on the recycle bin by the port in the bond panel on the Bonding page.

2. The eth port is not automatically re-attached to the bridge. Reattach it in the Bridging page if
required.

Remove a bond from the appliance

1. Click Delete at the top of the bond panel in the Bonding page.

2. Eth ports that were attached to the bond are not automatically re-attached to the bridge. Reattach
them in the Bridging page if required.
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Configure Bridging

There is one VLAN-aware bridge (br0) on the appliance. By default, all physical eth interfaces are
attached to the bridge. If you create bonds, they are not automatically attached to the bridge; you
will need to attach them. When you activate an application, you create a virtual eth interface
attachment to the bridge (eth0).

If the default configuration is suitable for your network, you don’t need to change this.
To view and configure bridge connections, navigate to Network Infrastructure > Bridging.

Figure 4: Bridging page with default configuration

@ Dashboard

Bridging

®

+ Attach Interface

VLAN Native
Port Membership VLAN

/ Edit { ]
» User Management
A # Edit | |
System
eth2 1
Vista Manager £l 2
AMF Cloud eth3 # Edit §
AMF Security
ethd 1 # Edit ]
Wireless Controller
eths ' # Edit ]

Trap Receiver

SNMP Plug-in
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You can use the Bridging page to:

m Attach a physical port or a bond to the bridge.
Click the + Attach interface button at the top right of the table. In the Add Port dialog box, select
from the available interfaces (ports and bonds). Enter the VLAN membership range (a contiguous
range) and the native VLAN ID. Click Apply.

If an interface in the list is already attached, this is shown in parentheses. Adding the interface to
the bridge removes it from its previous attachment. For instance “eth2 (bond16)” shows that the
port eth2 is part of bond 16. If you add eth2 to the bridge, it is removed from the bond.

Add Port X

Name

br

Paorts

bond16

eth2 (bond16)
eth3 (bond16)
eth4 (bond16)

eth5 (bond16)

B Remove a port attachment from the bridge. Click the recycle bin to its right.

m Edit VLAN membership for physical eth ports and bonds attached to the bridge. Click the Edit
button to its right. Enter the VLAN membership range (a contiguous range) and the native VLAN

ID. Click Apply.
Port
eth5

VLAN Membership
1

Native VLAN
1

Apply
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Configure the DNS Client

To view or configure DNS servers configured for the DNS client on the appliance, navigate to
Network Infrastructure > DNS Client. Any DNS Servers assigned by DHCP are shown as dynamic
entries.

@& Dashboard

DNS Client

@

= Add Server

DNS Servers

IP Address Type
. o

User Management 8888 e # e
System 9.9.9.10 Static [ LR
Vista Manager

1111 Static # Delete
AMF Cloud

10.3 Dynamic ¥ Delete

AMF Security

Wireless Controller

Trap Receiver

SNMP Plug-in

In the DNS Client page:

® To add a DNS server, click the + Add Server button at the top right of the table of servers. Enter
the IP address of the DNS server and click Apply.

IP Address
10.1.1.5

Apply

m  To delete a DNS server, click Delete to its right.
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System management

In this section, see information on how to:
m  "Manage files" on page 62
m  "Configure system time" on page 65

B "View system information" on page 67

"Configure users" on page 68

Manage files

Navigate to System > File Management. In the File Management page, you can view and manage

files in VST-VRT’s persistent storage and access troubleshooting data for tech support.

V10BC79723E7DDD2 Up time: - Admin

AV Allied Telesis  VST-VRT
@ Dashboard

File Management

@ Network Infrastructure

s User Management

/fs fflash @ Upload  Generate Tech Support
Size(bytes .
Name v Modified — _ (bytes) Actions
Time
‘ exception.log 4/23/2021,11:10:21 AM 200 & Download ¥ Delete
Vista Manager I . . .
B httpd-unknown_application-ATVSTAPL-1.2.2 4/23/2021,11:10:21 AM 20727292 & Download B Delete

AMF Cloud
B g 4/22/2021,12:51:49 PM

Wireless Controller

Flash Usage

By default this page will show that the VST-VRT file system contains a log directory for log files.

VST-VRT stores the messages in log files (filenames “messages*”) in the log directory in the
persistent storage system.

Persistent storage may also contain other files that are:
B generated by VST-VRT, such as tech-support files (tech-support... .tgz)

® uploaded by a user.

To upload a file to VST-VRT’s persistent storage, use the Upload button at the top of the file system
panel. To download or delete a file from VST-VRT, click the Download or Delete button to the right

of the file.
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& Upload Generate Tech Support

es .

r ) Actions

060 @ Download W Delete
792

& Download W Delete

To navigate the file system, click on the path at the top of the file system panel, or click on a
directory in the panel.

/fs fflash @Upload  Generate Tech Support
Size(bytes .

Name Modified — _ (bytes) Actions

B exceptionlog 4/23/2021,11:10:21 AM 200 T ep—

B htipd-unknown_application-ATVSTAPL-1.2.2... 4/23/2021,11:10:21 AM 20727292 o Download  ® Delete

4/22/2021,12:51:49 PM

The Flash Usage panel shows the amount and percentage of persistent storage used.

Flash Usage

To generate troubleshooting information for VST-VRT, click the Generate Tech Support button at
the top right of the file system panel.

& Upload Generate Tech Support

Size(bytes)

Actions

10462 @ Download W Delete

This creates a tech support file stored in the persistent storage system with a filename like
‘tech-support-.....tgz’. The file contains detailed information about configuration and internal
processes in VST-VRT. If you need to contact your authorized Allied Telesis distributor or reseller for
technical support, use this button to generate tech support, download the file, and send it to them.

To reboot or shut down VST-VRT, use the green Reboot or Shutdown button buttons at the top right
of this page.
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B Reboot (1) Shutdown

Generate tech-support

You can generate tech support output for the appliance and for each application instance that is
running on it. Tech-support output can assist with troubleshooting. It includes detailed information
about configuration and internal processes in the appliance. (You cannot create a tech-support file
for an application when it is not running.) If you contact Allied Telesis for support, you can generate
tech support files on the device and send them this information.

To
1.

2.

To
1.

2.

C613-04104-00 REV G

generate a tech support output file for a single application:
Make sure the application is running.
From the VST-VRT dashboard menu, navigate to the application page for the application. For

instance, to generate a tech-support file for the Vista Manager application, navigate to the Vista
Manager page.

Click the Generate Tech Support button. The application generates the tech support file and
stores it in the appliance /fs/flash directory. The file name indicates the application.

Wait while the application generates a tech-support file. This can take up to a few minutes. The
larger the tech-support data file, the longer this takes.

The tech support files will show in the /fs/flash directory in the File Management page. You can
download them from there. You may need to refresh the page to see the new files.

generate tech support output for the appliance and optionally applications:

From the VST-VRT dashboard menu, navigate to System > File Management.

Click the Generate Tech Support button. A pop-up opens showing the device and the running
applications. By default, all of these are selected to generate tech-support data.

@ Upload Generate Tech Support

Size(bytes)

Actions

10462 @ Download ® Delete

Update the selection as required and click Generate. The device and each application generate
a tech support file and store it in the appliance /fs/flash directory.

Wait while the device and applications generate tech-support files. This can take up to a few
minutes. The larger the tech-support data file, the longer this takes.

Navigate to the System > File Management page and the /fs/flash directory to view or
download the files. You may need to refresh the page to see the new files.
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Reboot or shut down

To reboot or shut down the appliance, use the green Reboot or Shutdown button buttons at the top
right of this page.

B Reboot (1) Shutdown

Configure system time

To configure system time, navigate to System > Time. In the Time page, you can set the system
time manually, or set VST-VRT to use NTP relationships to determine system time.

AV Allied Telesis VST-VRT A10359F201700001 Up time: 2 Admin [ Save

& Dasl

I Time 10 Sep 2020 04:54 PM
Sep ¢ | 20208

12 3 456
S o -

7 8 9 @11 1z 13 m:sam
14 15 16 17 18 19 20

21 22 23 24 25 26 27

28 29 30

O AmF cloud m

I_D . _

O .

E Address Type Version Preferred @ -+ AduNTP Relationship |
e ————

IO SNMP Plug-in

The system time is displayed as local time according to the time zone of the browser used to
connect to the VST-APL GUI (not UTC time).

To set the time manually, set it to local time and click Apply.
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To add an NTP server for the device to get time settings from using the Network Time Protocol, use
the following steps.

1. Click the green Add NTP Relationship button at the top right of the NTP panel.

Add NTP Relationship X

Address (IPv4/IPv6/Hostname)

Type

Version

2. Enter the IP address of the NTP peer.

3. Expand the Type options by clicking the arrow to the right. Select whether the NTP relationship
is to an NTP server, peer or pool.

4. Expand the Version options by clicking the arrow to the right. Select the version of the NTP
protocol to use with this peer.

Add NTP Relationship X

Addrezs (IPv4/IPv6/Hostmame)
Type

Server
Peer

Pool

Version
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5. Setone NTP peer to be preferred by clicking the Yes button. If you configure more than one NTP
peer, set the others to No. The VST-VRT will set its system time based on NTP messages it
receives from the preferred peer, or from another peer if it does not receive valid messages from

the preferred peer.

View system information

To see details of system hardware, operating software, and environmental indicators, navigate to
System > About. The About page provides a good overview of your physical appliance and its
current setup, and is very helpful in the event of a problem, to assist Allied Telesis support.
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AV Allied Telesis

@ Dashboard

@ Network Infrastructure

User Management

Time

Vista Manager

AMF Cloud

Wireless Controller

Trap Receiver

SNMP Plug-in

VST-VRT

About

V10BC79723E7DDD2

dmin

e
=

System Information

Name:

Model:

MAC Address:

Serial Number:

Environment:

Current Software:

Software Version:

Bootloader:

GUI Version:

GUI Build:

V10BC79723E7DDD2

ATVST-VRT

08-00= |

V10BC79723E7DDD2

Status: Good v

XX XI50
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Configure users

By default, the VST-VRT comes with a single user account with username “manager” and password
“friend”. We recommend you change this password for security. To view and configure user
accounts for VST-VRT, select User Management in the Dashboard menu.

AVL Allied Telesis VST-VRT A10359F 201700001 Up time: 2 admin [ save

& Dashboard

User Management

& Newwork Infrastructure

e
Y
‘ o Mew Liser ’
e —
All users
File Management

Username
manager # Edit Pzzsword W Delete

Vista Manager

AMF Cloud

troller

O
O
D
O

Trap Receiver

All user accounts have the same privileges as the ‘manager’ account. To add a new user, in the User
Management page, click the green + New User button at the top right of the All users panel and
enter the username and password (twice), then click Save.

Usemame
Password

Confirm Password

To change the password for a user, click the Edit password button to the right of the user, enter the
new password, then click Save in the Edit password dialog box.

To remove a user account, click the Delete button to its right.

After making changes to the user accounts, click Save at the top right of the VST-VRT window to
save the VST-VRT configuration.
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Monitoring

You can view some general information for VST-VRT on several pages, including the Dashboard, the
File Management page (including Generate tech-support), and the About page.

You can see an overview of the environmental status of VST-VRT on the Dashboard System
Information panel ("The VST-VRT GUI Dashboard" on page 47) and by navigating to the
System > About page ("View system information" on page 67).

This section describes pages that provide more detailed monitoring information:

m  "View log messages" on page 69

m  "Monitor system CPU, memory and storage I/0" on page 72

View log messages

The VST-VRT generates log messages related to the operation of VST-VRT. To view log messages,

navigate to System > Logging.

AV Allied Telesis ~ VST-VRT

Logging

All Severity w

Date ~ Facility ~ Level ~

2020-09-10  authpriv notice
15:18:28

2020-09-10  authpriv notice
14:15:56

2020-09-10  authpriv notice
11:35:57

2020-09-09  authpriv notice
18:08:52

2020-09-09  authpriv notice
15:34:43

2020-09-09  authpriv notice
01:40:17

2020-09-05  authpriv notice
03:30:05

SNMP Plug-in

A10359F201700001 Up time: 2 Admin B save

Buffered Permanent

Program ~

legin

legin

legin

legin

legin

legin

legin

Total Messages 67 WG

Message ~

pam_warn(http:auth): function=[pam_sm_authenticate] flags=0x8001 s

pam_warn(http:auth): function=[pam_sm_authenticate] flags=0x8001 s

pam_warn(http:auth): function=[pam_sm_authenticate] flags=0x8001 s

pam_warn(http:auth): function=[pam_sm_authenticate] flags=0x8001 s

pam_warn(http:auth): function=[pam_sm_authenticate] flags=0x8001 s

pam_warn(http:auth): function=[pam_sm_authenticate] flags=0x8001 s

pam_warn(http:auth): function=[pam_sm_authenticate] flags=0x8001 s
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VST-VRT sends log messages to both the:

permanent log

The permanent log is stored in persistent storage, and retains messages when VST-VRT is
rebooted. Messages of severity level warning (4) and higher go to the permanent log.

To view messages in the permanent log, click Permanent at the top of the logging panel. If a
tech-support file is generated, the contents of the permanent log are included in it.

VST-VRT stores the messages in log files in the log directory in the persistent storage system with
file names beginning with ‘messages’. To download or delete a log file, navigate to the System
> File Management page and the log directory ("Manage files" on page 62).

buffered log

The buffered log is in current memory. It contains the most recent log messages and discards
older ones when it fills the allocated memory. These messages are lost when VST-VRT restarts.
Messages of severity level notice (5) and higher go to the buffered log.

To view messages in the buffered log, click Buffered at the top of the logging panel.

The logging panel displays these components for each message:

Date—the date and time when the log message was generated, according to the device’s clock
in the local time zone.

Facility—the facility in the operating software that generated the message.
Level—the severity level of the message, indicating how important it is. See Table 3.
Program—the particular program in the operating system that generated the message.

Message—the content of the message.

Table 3: Severity levels in log messages

SEVERITY IN SEVERITY MEANING
MESSAGE LEVEL

emerg 0 Emergency: the system is unusable; operation severely impaired.

alert 1 Alert: action must be taken immediately; operation has been or could be
affected.

crit 2 Critical conditions; a possible problem or issue that requires manager
attention.

err 3 Error: error conditions; an issue that may require manager attention.

warning 4 Warning conditions; normal notification of an event, not serious or particularly
important.

notice 5 Notice: normal but significant condition; useful information that can generally

be ignored during normal operation. Messages of this severity level are sent
to the buffered log but not to the permanent log.

info 6 Informational messages.
debug 7 Debug level messages; extremely detailed (possibly high-volume) debugging
information.
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To select which messages to display:

m  Show the messages in either the Buffered or the Permanent log by clicking the Buffered or
Permanent button at the top of logging panel.

m  To filter the messages, select a particular severity level to display or enter a search string.

m To sort the messages, click the arrow to the right of any column headings: Date, Facility, Level,
Program, Message.

Buffered Permanent

All Severity v
D Facility ~ Level ~ Program -~ Message ~
2020-09-1015:18:28  authpriv notice login pam_warn(http:a

m To update the display, click the green Refresh button at the top right of the Logging panel. To
the left of this button you can see how many messages match the current selection.

Total Messages 67 WuliEi)]

B Select how many messages to display at the bottom right of the page.
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Monitor system CPU, memory and storage 1/0

To monitor system CPU, memory use, and input/output storage processing, in the side menu,
navigate to System > Monitor. VST-VRT can gather samples of memory, CPU usage or storage data
for VST-VRT itself and for applications running on it.

Monitor [ > son | W ceor | @ Recors [ £51000 | impen | 3 Eon |

Memory and CPU monitoring for advanced system diagnostics.

Overview w Stack View ~ VmRSS v 100 sample 5 seconds w

Memory CPU Storage

TE2.0MB

G67.6MB

572.2MB

4T6.8MB

381.5MB

ZB5.1MB

190.7MB

95.4MB

0B
000000 00:00:00

® Kernel ® System @ vfw1l

Set the sampling parameters:

m  Setthe maximum number of data samples to gather by setting the sample collection limit in the
drop-down list.

m  Set the interval between samples by setting the sampling period in the drop-down list.

Use the green buttons to gather and record data.

[+ oo Lo oo [ e ] i [ vt | s

m Start VST-VRT collecting usage data samples by clicking the green Start button and stop
sampling by clicking the red Stop button.

m  Record the data in a file in VST-VRT persistent storage by clicking the green Record button
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m  Export the data as displayed in the GUI browser to a file in VST-VRT persistent storage by clicking
the green Export button

m  Reimport data from a file in persistent storage to display in the GUI Monitoring page by clicking
the green Load button

® Import a data file from the file system of the device running the browser to display in the GUI
Monitoring page by clicking the green Import button

m  Clear the data from the browser by clicking the green Clear button

Select your view of the sampled data (without affecting the sampling itself) in the graph on the
Monitoring page. The key below the graph shows the color for each program. You can:

m  Select the type of graph to display from stack view, line view or delta view (values since the start
of sampling, beginning at 0) from the drop-down list.

Stack View v
Line View
Delta View

B Select whether to monitor memory, CPU usage, or storage by clicking the Memory, CPU or
Storage tab at the top of the graph panel.

Memory CPU Storage

m Display the usage for a particular program by selecting it from the drop-down list. See the color-
coded key for the programs below the graph.

To display more detailed memory use for a particular program, select the program in drop-down list
to the left above the graph.
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Managing applications

This section describes the application pages in the VST-VRT GUI, and:
m "Start, stop and remove applications" on page 74

m "View the Container Services page" on page 75

B "Restore an application after VST-VRT restart" on page 76

From VST-APL application page you can also:

m  Change the configuration for the application container in VST-VRT, including the network
interfaces. Click the Configure button.

m  Generate a tech-support file for an application by clicking the Generate tech-support button.
See "Generate tech-support" on page 64.

For information about how to upgrade the VST-VRT operating system and supported applications,
see the Release Note available from Vista Manager Virtual (VST-VRT) Technical Documents at
alliedtelesis.com. Note that each version of VST-VRT supports particular sets of application
versions, as in the Release Notes. Other combinations of application versions are not supported.

Start, stop and remove applications

There is a page for each application; click on the menu item for the application to open its page.

@k Dashboard

Wireless Controller

@ Network Infrastructure

User Management Allied Telesis Autonomous Wave Control (AWC) is an advanced network technology that utilizes Artificial Intelligence to deliver
significant improvements in wireless network connectivity and performance while reducing deployment and operating costs. By
automatically analyzing coverage gaps and Access Point interference, AWC delivers a high-quality wireless experience that

System : " :
¥ responds to network configuration changes and bandwidth demands from user devices

Vista M For more information contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
ista Manager

www.alliedtelesis.com/contact
AMF Cloud Image server poll interval: Disabled -
Wireless Controller [
CPU Load (%) Memory (MB) Storage (ME) State

SNMP Plug-in

o 204800MB Stopped 1 Destroy
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This page displays the CPU load, the memory in MB, the storage in MB, and the state of the
application, including whether it is:

Offline—The application instance has not yet been activated or is not reachable.

Extracting, Creating—when you activate the application, it extracts and creates an instance of the
application on VST-VRT.

Running—the application is running; normal operation.

Stopping or stopped—the application stops gracefully. Before you can change the application
configuration, you must stop the application. To stop an application, click the Stop button.

Destroying—the application and its configuration is being removed from VST-VRT.
Caution: Destroying an application removes the application, its configuration, and all data
associated with the application instance from VST-VRT. To destroy an application, click the
Destroy button.

If the application has its own GUI (such as Vista Manager), then you can access it by clicking the
Open button. You can also enter the application’s IP address directly in your browser.

View the Container Services page

The underlying technology supporting the applications on VST-VRT is Container Services.

The System menu includes a Container Services page. In this page, you can see an overview of all
the applications on VST-VRT. Do not use this page to configure or manage applications. Instead, use
the separate application pages. Click on the menu item for the application.

Caution:  The VST-VRT supports one instance of each application. Attempting to use this page to

activate more instances of applications can result in overloading VST-VRT’s resources
and unpredictable behaviour.

The Container Services page is intended for advanced users who understand the systems
resources. For configuration, regular users should only use the specific menu items for
each application they need to configure. If you use this page, then monitor the total
storage, memory and CPU items in the Compute Node section. If any of these change to
red, then you are close to using all the system resources.

Note that the IP address field in the Compute Node Panel on this page is for a Network Attached
Compute node. On VST-VRT, this field is empty. The deployed applications run on the local device
itself, not on a network attached node.
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Restore an application after VST-VRT restart

We recommend saving any VST-VRT configuration that you want to retain as soon as you have
made it, before VST-VRT reboots. The Save button is orange when there is unsaved configuration,
and blue when configuration has been saved. Click it to save.

However, if VST-VRT restarts after an application has been activated but before the VST-VRT
configuration has been saved, you can still restore the application and its configuration without
having to begin again.

To restore one or more such applications:

1. When VST-VRT has restarted, navigate to the application page from the VST-VRT menu.

2. In the application page, click the Restore button to the right of the application in the Deployed
Application panel.

AL Allied Telesis VST-VRT A10358F201700001 Up time: 2 Admin

@ Dashboard

Vista Manager

Network Infrastructure

% User Management Vista Manager is a graphical network monitoring and management tool for Allied Telesis Management Framework
networks. Enjoy complete network monitoring from the dashboard—including network details, status, event information
and a topology map, where critical issues are highlighted for timely resolution. Intuitive access to powerful features like
service and performance monitoring, control of wired and wireless devices, and automation tools, makes networking easy.

System

For more information contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
www.alliedtelesis.com/contact

Vista Manager h

AMF Cloud Image server poll interval: Disabled -

Deployed Application
SNMP Plug-in CPU Load (%) Memory (MB) Storage (MB) State

The application is restored to the configuration it had before the restart. This may take a few
minutes.

3. To start the application, click the Start button to its right.

4. Save the VST-VRT configuration by clicking the Save button.

Upgrading software

To upgrade the VST-VRT operating software, use the procedures in the Release Note for the new
version of VST-VRT. This describes how to:

1. Upgrade the VST-VRT operating system and GUI via the virtual machine

2. Upgrade the applications by using the VST-VRT GUI.
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Caution:  Be sure to use the upgrade procedure in the release note for the version you are
upgrading to. The software and procedures for upgrade differ between some versions.
Using an upgrade procedure that does not match the version may cause unintended
results and potentially lead to loss of application data.
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