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	About this Guide

	This guide briefly describes the Border Gateway Protocol 4+(BGP4+) in general terms and how to configure a variety of IPv6 routing scenarios using BGP4+ on AlliedWare Plus™. This guide is intended for audiences with a good understanding of network routing protocols and device configuration.

	The discussion begins with an overview of the BGP4+ protocol and related RFCs, how it operates, and where it is normally implemented. This is followed by a basic set-up guide which also outlines inter-operation with other vendors, basic and advanced set-up instructions for BGP peering, and how to verify BGP settings using appropriate AlliedWare Plus show commands. This section rounds off with a description of BGP and BGP4+ terms used throughout the guide. The guide then provides a variety of BGP4+ configuration scenarios. Each scenario includes a simple network diagram, step-by-step configuration instructions, and examples of command output verifying the configuration.
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	Which products, software version and license does it apply to?

	These configurations apply to AlliedWare Plus software version 5.4.3-2.5 and above, for the following Allied Telesis switches:

	
		SwitchBlade x8100 Series

		SwitchBlade x8100 Series with - CFC400, CFC960 controller and Premium license, AlliedWare Plus software version 5.4.4 only

		SwitchBlade x908 extended mode, with Advanced L3 license - x610 Series switches with Advanced L3 license

		x900 Series switches with Advanced L3 license



	Chapter 1: BGP Overview

	Border Gateway Protocol (BGP for IPv4 and BGP4+ for IPv6) is an exterior gateway protocol (EGP). The purpose of BGP is to advertise, learn, and choose the best paths via the Internet. The BGP4 protocol, defined in RFC 4271, is an external routing protocol used to connect different Autonomous Systems (AS). The BGP4 protocol was updated by RFC 4760 which added support for Multi-protocol Extensions for BGP, including IPv6 address families and other types of addresses. The use of BGP in IPv6 networks is defined in RFC.

	The term BGP4+ is used to refer to BGP deployment involving IPv6 networks. 

	BGP4+ operation

	Like BGP, BGP4+ operates at OSI Layer 4 over TCP. Peering sessions are formed between BGP and BGP4+ capable devices, to destination port 179. Once a TCP session has been established, the two BGP devices negotiate the peering by checking the BGP OPEN message.

	The OPEN message contains information such as the BGP version, Autonomous System Number (ASN), hold time, and BGP Identifier. Once the peering has been negotiated, BGP scans the Routing Information Base (RIB) and generates UPDATE messages which are sent to the adjacent peer. The UPDATE message contains information such as the BGP attributes and NLRI (Next Layer Reachability Information), which are the prefixes the BGP4+ speaker is advertising. The BGP peering session is maintained with the use of BGP KEEPALIVE messages.

	[image: BGP4+Operation]

	BGP maintains three routing tables:

	
		Adj-RIB-IN (Adjacent Routing Information Base Incoming): This table contains unprocessed routing information, received in UPDATE messages from other BGP speakers. By default, the information contained in the Adj-RIB-In is discarded after the routes are processed and selected routes sent to the Loc-RIB. AlliedWare Plus BGP can retain a copy of the Adj-RIB-In in memory using the command: neighbor \'7b<ipv6-addr> | <peer-group>\'7d soft-reconfiguration inbound



	
		To view the Adj-RIB-In per neighbor, use the command: show bgp ipv6 neighbors <ipv6-addr> received-routes



	
		Loc-RIB (Local Routing Information Base): This table contains routing information from the Adj-RIBs-In which have been passed through the local inbound routing policy.



	
		To view all routes in the Loc-RIB use the command: show bgp ipv6

		To view a specific route in the Loc-RIB use the command: show bgp ipv6 <ipv6-addr>.

		To view a specific set of routes in the Loc-RIB received from a neighbor, use the command: show bgp ipv6 neighbors <ipv6-addr> routes



	
		Adj-RIB-OUT (Adjacent Routing Information Base Outgoing), NLRI sent to a neighbor. This table contains the routes for advertisement to peers, which have passed through the local outbound routing policy.



	
		To view the Adj-RIB-Out per neighbor, use the command: show bgp ipv6 neighbors <ipv6-addr> advertised-routes



	The BGP4+ routing protocol features in brief

	
		Prefixes (routes) are based on path and local routing policy information.

		Prefix information consists of the destination, a gateway, and the entire path to the destination.

		Distribution of prefix information is reliable, as exchanges are transported over the TCP protocol between peering devices via TCP port 179.

		There is no dynamic discovery of BGP peers. Peers are statically configured and they do not have to be directly connected to each other via same network segment to be able to peer to each other.

		The decision on which is the best routing path is influenced by filtering policies and prefix selections made by other routers and the BGP best path selection algorithm.



	 BGP4+ show commands

	Here's a diagram showing the process of a route coming into/going out of the BGP Loc-RIB. The diagram indicates which show commands to use and when to use them. 

	This diagram shows the steps and commands relevant to the BGP Loc-RIB Inbound policy Engine.

	[image: BGP_showcommands1]
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	This diagram shows the steps and commands relevant to the BGP Loc-RIB Outbound Policy Engine.

	Notes on BGP4+ show commands

	show bgp ipv6 neighbors <IPv6 addr> received-routes

	
		Inbound soft reconfiguration MUST be enabled first.

		This command shows ALL routes received from a BGP peer BEFORE filtering occurs. (Contents in the Adj-RIB-In per neighbor.)

		Both accepted and rejected routes are displayed.



	show bgp ipv6 neighbors <IPv6 addr> routes

	
		This command shows routes received from a BGP peer AFTER filtering has occurred. (Contents in the Loc-RIB from a selected neighbor.)

		Only accepted routes are displayed.



	show bgp ipv6

	This command shows routes that have been installed in BGP's Loc-RIB (BGP table).

	show bgp ipv6 <IPv6 Prefix>

	
		This command shows detailed information about a prefix installed in the BGP table. Information includes: Next hop, Attributes, Validity, Best selected route, and Last update.



	show bgp ipv6 neighbors <IPv6 addr> advertised-routes

	
		This command shows routes which have been allowed after filtering and advertised to the specified BGP peer. (Adj-RIB-Out contents per neighbor.)



	BGP4+ implementation

	BGP4+ can be deployed for routing between different autonomous systems (inter-AS routing), as well as routing within the same autonomous system (intra-AS routing). BGP4+ routers operating in inter-AS routing networks are known as External BGP (eBGP) peers, where as BGP4+ routers operating in intra-AS routing networks are known as Internal BGP (iBGP) peers.

	Inter-operation with other vendors

	By default AlliedWare Plus configures BGP in extended mode, and follows many settings that are compulsory or recommended in the RFCs.

	Extended mode

	Using extended mode, BGP4 and BGP4+ communities are allowed to be sent and received by default. This could cause problems in some networks if unauthorized BGP peers are advertising BGP communities in order to adjust routing decisions.

	Recommended

	
		When required, configure the AlliedWare Plus device to use the standard BGP configuration type mode.

		Changing modes requires the device be rebooted.

		When the device reboots, it will load with the standard BGP settings commonly used by most vendors.



	SW1(config)#bgp config-type standard

	SW1(config)#exit

	SW1#reload

	reboot system? (y/n): y

	Disabling automatic IPv4 information exchange

	
		Use the command below to disable the exchange of IPv4 prefixes with a peer. By default BGP will exchange IPv4 prefixes including via an IPv6 peering session. It is recommended that this is configured before any neighbors are configured.



	SW1(config-router)#no bgp default ipv4-unicast

	AlliedWare Plus timers

	
		The AS origination interval timer may not be available to adjust on other vendors equipment.



	
	- If it is desired to maintain common timer policies across the AS, the recommendation is to leave it at the default 15 seconds.

	- Here is an example of restoring the AS origination interval to 15 seconds:



	 SW1(config-router)#no neighbor 2001:db8:10::2 as-origination-interval

	Other vendor inter-operation

	
		Some vendors default to using a route advertisement interval of 0 seconds for iBGP peers.

		AlliedWare Plus uses a 5 second route advertisement interval for iBGP peers, as recommended in RFC4271.

		Some vendors may use a 60 second keepalive timer and a 180 second holdtimer.

		AlliedWare Plus uses a 30 second keepalive timer and a 90 second holdtimer.



	To maintain consistency across peers you may wish to adjust the timers to match.

	Redistribution of BGP routes into OSPF

	Some vendors follow RFC 1403 and set the default seed metric to 1 when redistributing BGP routes into OSPFv2 and OSPFv3. The methods used in RFC 1403 are not widely used on the Internet and as such it has been proposed to reclassify the RFC to Historic by RFC 3166.

	AlliedWare Plus follows RFC 3166 which means that BGP routes redistributed into OSPF will have a default metric of 20 (the same as all other route types redistributed into OSPF). The following commands can be used to change the default metric for OSPF routes redistributed into BGP.

	IPv4

	awplus(config)#router ospf

	awplus(config-router)#redistribute bgp metric 1

	IPv6

	awplus(config)#router ipv6 ospf

	awplus(config-router)#redistribute bgp metric 1

	More information:

	http://tools.ietf.org/html/rfc1403

	http://tools.ietf.org/html/rfc3166

	BGP and BGP4+ terminology

	The table below provides descriptions of BGP and BGP4+ terms used through this guide:

	[image: eBk_BGP_terminology1]

	[image: eBk_BGP_terminology2]

	[image: eBk_BGP_terminology3]

	BGP path attributes

	An important part of the BGP protocol operation is the set of attributes associated with prefixes. Each BGP update message contains a set of attributes. These attributes describe some of the properties of the routes, and can be used in making decisions about which routes to accept and which to reject.

	[image: Path_Attributes]    

	The BGP best path algorithm and invalid paths

	BGP devices often have more than one path to the same destination. The best path algorithm compares the first valid path with the next valid path in the list and decides which is the best route to go into the IP routing table.

	The following list outlines the conditions where a path is not a valid candidate:

	
		A Speakers own ASN appears in the AS_PATH advertised from an external BGP peer. (The command neighbor allowas-in allows a speaker's own ASN to appear in the AS_PATH.)

		The Next-Hop is unreachable. A Path cannot be selected as best path if the Next-Hop cannot be resolved.

		BGP Synchronization is enabled and no matching prefix exists in the routing table for an internal BGP path. (Path is “not synchronized”.)

		Paths which appear in the show bgp ipv6 neighbors received-routes command output and are not installed in the BGP table. (The result of neighbor soft-reconfiguration being enabled and the route is denied by inbound BGP policy.)

		Paths which have been dampened (to suppress flapping routes).



	Once the path is known to be valid, it steps through the best path algorithm as described in the following table:

	[image: Step_Attribute]

	BGP Multipath

	BGP paths are considered as equal cost paths, if they require steps 9 to12 of the BGP best path algorithm to break the tie. BGP equal cost path candidates must have an identical far left ASN in the AS_PATH. (Both paths must be received from the same neighboring AS.)

	The number of equal cost paths installed in the routing table, is determined based on the number of equal cost paths available and the number permitted to be selected. BGP equal cost path candidates are marked as “multipath-candidate” and equal cost path candidates which are installed to the Routing Information Base are marked as “installed”.

	Note: Even though BGP paths are considered (and can be used) as equal cost paths after step 8, only one becomes the best path as steps 9-12 are used to break the tie.

	Example: Viewing a route with multiple equal cost paths:

	
		In this example we can see that there are three equal paths determined by BGP.

		Only two of these are installed as the max-paths ebgp 2 command has been set to only allow two paths to be installed.

		Out of these paths, only one is still considered “best”.



	[image: output1]

	Note: This simulation setup consisted of two AlliedWare Plus Layer 3 switches and three BGP peering sessions to simulate BGP equal cost paths.

	 Chapter 2: BGP4+ Basic Setup

	This chapter covers the following topics:

	
		BGP sessions between two devices

		Disabling exchange of IPv4 prefixes over an IPv6 peering

		Enabling IPv6 information exchange to an IPv6 peering

		Establishing a BGP neighborship using the IPv6 link-local address

		Establishing a BGP neighborship using VLAN interfaces

		Setting up BGP neighbors using loopback interfaces as the update source

		Advanced setup options for BGP sessions

		Verification of BGP settings



	BGP sessions between two devices

	Peering types

	
		Internal peering (iBGP)

		External peering (eBGP)



	 Here is an example of iBGP peering.

	[image: neighborship_forming_iBGP]

	 

	[image: Output1]

	 Here is an example of eBGP peering.

	[image: neighborship_forming_eBGP]
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	Peering methods

	Depending on the desired solution, the following solutions can be used for the peering:

	
		Loopback interface global IPv6 address.

		VLAN interface global IPv6 address.

		VLAN interface link-local IPv6 address.



	Which BGP peering method to use?

	Looking at the available peering methods available, network engineers should take care to select which peering method would be the best to use for each situation.

	When to use IPv6 Link Local Address for peering:

	
		When an eBGP peer is directly connected on the link.

		When conserving IPv6 address space and IPv6 hardware table entries.



	Here is an example using each BGP devices VLAN interface link-local address for BGP peering.
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	Advantages

	
		IPv6 address space and entries are conserved.

		Public IPv6 addresses are not wasted for BGP sessions on private links.



	Considerations

	
		Peers must be directly connected on the link.

		May not be suitable for public links.

		Exit interface must be defined for Link Local peering.



	When to use VLAN interface with IPv6 Global Unicast Address for BGP peering:

	
		When an eBGP peering is conducted that may span several hops.

		When a single interface is used for the peering only.



	Here is an example using each BGP devices VLAN interface global unicast address for eBGP peering. 

	[image: Output4]

	Advantages

	
		Peering may be achieved to an eBGP peer, which is more than one hop away.

		This peering method is suitable for both iBGP and eBGP sessions as well as public and private links.



	Considerations

	
		Redundancy must be achieved via another layer using link aggregation, as a VLAN interface does not have the same level of resiliency as a loopback interface.

		If multiple paths exist to a peering device, it is inefficient to setup several BGP sessions to the neighboring device to achieve redundancy. This results in multiple sessions being maintained as well as routes advertised and received on each session. In this circumstance, peer the devices using the Loopback interfaces.



	When to use Loopback interface with IPv6 Global Unicast Address for BGP peering:

	
		This peering method builds on top of the capabilities offered by peering with Layer 3 VLAN interfaces.

		When there are multiple equal cost routes used by the BGP session to reach a neighbor's loopback interface.



	Advantages

	
		This peering method introduces redundancy and resiliency as the loopback interface never goes down. Using a loopback interface which is reachable via redundant links, allows for remote peers to re-route BGP messages to the local speaker without having to tear the session down.

		When redundant equal cost routes to reach the neighbor's loopback interface exist, the BGP session (and traffic) can be load balanced across both links recursively.

		This peering method is suitable for both iBGP and eBGP sessions as well as public and private links.



	Considerations

	
		Deployment in iBGP may be advantageous due to a more meshed environment.

		An IGP route to the peer loopback subnet must exist to allow peering session between loopback interfaces to establish.



	Deployment in eBGP may be advantageous when redundant paths or equal cost links are available.

	Here is an example using each BGP devices loopback interface global unicast address for eBGP peering.
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	Disabling exchange of IPv4 prefixes over an IPv6 peering

	Neighbors and peer groups defined under the BGP routing process are considered as IPv4 unicast neighbors and will exchange IPv4 prefixes via the IPv6 the peering by default.

	To prevent this happening, two solutions are available:

	Solution #1: Disable exchange of IPv4 information per ipV6 peer or ipV6 peer group.

	In the example below, exchange of IPv4 information will be disabled to the IPv6 neighbor 2001:db8:10::2.

	IPv4 information will still be exchanged with the configured IPv4 neighbor 192.168.10.2.

	 Example:
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	Solution #2: Disable exchange of IPv4 information by default.

	This solution changes the default exchange of IPv4 information to neighbors or peer groups, from enabled to disabled. Each neighbor or peer group configured for which exchange of IPv4 information is desired, must be manually activated in the BGP router configuration mode.

	Note: This must be configured first before IPv4 and IPv6 neighbors are defined. The command will only disable IPv4 information exchange for neighbors configured after this command has been applied.

	If the command no bgp default ipv6-unicast is applied after peers have been configured, Allied Ware Plus assumes that existing peers are already permitted for the exchange of IPv4 prefixes. You must then manually disable IPv4 information exchange per preconfigured IPv6 peer. (As seen in Solution #1.)

	Hidden configuration

	Some commands in the running configuration which enable certain behaviors are hidden by default.

	
		When bgp default-ipv4-unicast is enabled (default), the "neighbor <neighbor addr / peer group> activate" is hidden.

		When bgp default-ipv4-unicast is disabled, the “no neighbor <peer address> activate” is hidden.



	For example, when bgp default-ipv4-unicast is disabled, the "no neighbor 192.168.10.2 activate" command is hidden in the running configuration, as it is now the default.
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	 We must manually enable the IPv4 unicast information exchange to the IPv4 peer.

	[image: Output8]

	Enabling IPv6 information exchange to an IPv6 peer

	[image: Neighbor_activate]

	 Use

	The neighbor activate command enables information (routes) exchange to a specified peer in the corresponding address family.

	Objective

	
		Activate BGP4+ information exchange to a peer (attributes, communities, end of RIB marker etc.).

		This simulation assumes that there is already prefixes being advertised into BGP.



	
		Specify a BGP multiprotocol neighbor.



	BGP_SW1(config)#router bgp 300

	BGP_SW1(config-router)#no bgp default ipv4-unicast

	BGP_SW1(config-router)#neighbor 2001:db8:b::1 remote-as 200
 

	
		Activate BGP4+ information exchange to the peer.



	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#neighbor 2001:db8:b::1 ac

	Verify by viewing the:

	
		BGP neighbor connections (check PfxRcd counter).

		BGP table (check prefixes from peer have populated the table).

		BGP neighbor information (check accepted and announced prefix counters). 
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	Establishing a BGP neighborship using the IPv6 link-local address

	[image: neighborship_forming_staticall_specify_interface_new]

	Objective

	Form a BGP neighborship between two AlliedWare Plus devices.

	
		Configure the BGP Router-ID.



	SW1(config)#router bgp 100

	SW1(config-router)#bgp router-id 1.1.1.1

	SW2(config)#router bgp 200

	SW2(config-router)#bgp router-id 2.2.2.2

	
		Define the BGP neighbor.



	SW1(config-router)#neighbor fe80::2 remote-as 200

	SW2(config-router)#neighbor fe80::1 remote-as 100

	
		Set the interface used to reach the link-local BGP neighbor.



	SW1(config-router)#neighbor fe80::2 interface vlan10

	SW2(config-router)#neighbor fe80::1 interface vlan10

	
		Enable the exchange of information to each BGP neighbor.



	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor fe80::2 activate

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor fe80::1 activate

	Verify

	
		Verify by viewing the BGP neighbours on each peer.

		Notice the next hop global address is the link local address of the peer.
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	Establish a BGP neighborship using VLAN interfaces

	Scenario

	[image: neighborship_forming]

	Objective

	Form a BGP neighborship between two AlliedWare Plus switches.

	
		Create a VLAN to use for the BGP neighborship.



	BGP_SW2(config)#vlan database

	BGP_SW2(config-vlan)#vlan 40

	BGP_SW2(config-vlan)#exit
 

	BGP_SW3(config)#vlan database

	BGP_SW3(config-vlan)#vlan 4

	BGP_SW3(config-vlan)#exit

	
		Create VLAN 40 on each switch and apply IPv6 addressing.



	BGP_SW2(config)#interface vlan40

	BGP_SW2(config-if)#ipv6 address 2001:db8:40::1/64

	BGP_SW2(config)#interface lo

	BGP_SW2(config-if)#ipv6 address 2001:db8:2::1/64
 

	BGP_SW3(config)#interface vlan40

	BGP_SW3(config-if)#ipv6 address 2001:db8:40::2/64

	
		Associate the VLAN with an access port or trunk.



	Use the switchport in access mode, if only this VLAN is required on the link.

	BGP_SW2(config)#interface port1.0.2

	BGP_SW2(config-if)#switchport

	BGP_SW2(config-if)#switchport mode access

	BGP_SW2(config-if)#switchport access vlan 40
 

	BGP_SW3(config)#interface port1.0.2

	BGP_SW3(config-if)#switchport

	BGP_SW3(config-if)#switchport mode access

	BGP_SW3(config-if)#switchport access vlan 40

	Use the 802.1Q trunk if additional VLANs will be required on the link.

	BGP_SW2(config)#interface port1.0.2

	BGP_SW2(config-if)#switchport mode trunk

	BGP_SW2(config-if)#switchport trunk allowed vlan add 40

	BGP_SW2(config-if)#switchport trunk native vlan none
 

	BGP_SW3(config)#interface port1.0.2

	BGP_SW3(config-if)#switchport mode trunk

	BGP_SW3(config-if)#switchport trunk allowed vlan add 40

	BGP_SW3(config-if)#switchport trunk native vlan none

	
		Setup BGP processing.



	
		Configure a BGP router ID and assign the neighbor as being in an external AS.

		Under the IPv6 address family, activate the neighbor to enable the exchange of information.



	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#bgp router-id 2.2.2.2

	BGP_SW2(config-router)#no bgp default ipv4-unicast

	BGP_SW2(config-router)#neighbor 2001:db8:40::2 remote-as 300

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:40::2 activate

	BGP_SW3(config) #router bgp 300

	BGP_SW3(config-router)#bgp router-id 3.3.3.3

	BGP_SW3(config-router)#no bgp default ipv4-unicast

	BGP_SW3(config-router)#neighbor 2001:db8:40::1 remote-as 200

	BGP_SW3(config-router)#address-family ipv6

	BGP_SW3(config-router-af)#neighbor 2001:db8:40::1 activate

	Additional hops

	The IPv6 forwarding (unicast routing) command must be configured if additional hops are added to the network.

	Verify using the commands:

	
		show bgp ipv6 neighbors 

		show bgp ipv6 summary
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	Setting up BGP neighbors using loopback interfaces as the update source

	Scenario

	[image: neighborship_forming]

	Objective

	Form a BGP adjacency between two AlliedWare Plus switches.

	
		Create a VLAN to use for the BGP session to transit.



	BGP_SW2(config)#vlan database

	BGP_SW2(config-vlan)#vlan 40

	BGP_SW2(config-vlan)#exit

	BGP_SW3(config)#vlan database

	BGP_SW3(config-vlan)#vlan 40

	BGP_SW3(config-vlan)#exit

	
		Create VLAN 40, apply IPv6 addressing to VLAN 40 and loopback in each switch.



	BGP_SW2(config)#interface vlan40  

	BGP_SW2(config-if)#ipv6 address 2001:db8:40::1/64

	BGP_SW2(config)#interface lo  

	BGP_SW2(config-if)#ipv6 address 2001:db8:2::1/64

	BGP_SW3(config)#interface vlan40  

	BGP_SW3(config-if)#ipv6 address 2001:db8:40::2/64

	BGP_SW3(config)#interface lo  

	BGP_SW3(config-if)#ipv6 address 2001:db8:3::1/64

	
		Associate the VLAN with an access port or trunk.



	Use the switchport in access mode if only this VLAN is required on the link.

	BGP_SW2(config)#interface port1.0.2

	BGP_SW2(config-if)#switchport

	BGP_SW2(config-if)#switchport mode access

	BGP_SW2(config-if)#switchport access vlan 40

	BGP_SW3(config)#interface port1.0.2

	BGP_SW3(config-if)#switchport

	BGP_SW3(config-if)#switchport mode access

	BGP_SW3(config-if)#switchport access vlan 40

	Use the 802.1Q trunk if additional VLANs will be required on the link.

	BGP_SW2(config)#interface port1.0.2

	BGP_SW2(config-if)#switchport mode trunk

	BGP_SW2(config-if)#switchport trunk allowed vlan add 40

	BGP_SW2(config-if)#switchport trunk native vlan none

	BGP_SW3(config)#interface port1.0.2

	BGP_SW3(config-if)#switchport mode trunk

	BGP_SW3(config-if)#switchport trunk allowed vlan add 40

	BGP_SW3(config-if)#switchport trunk native vlan none

	
		Setup static routes to enable loopback interfaces to be reachable on each switch.



	
		The best practise is to use the link-local address as the Next Hop because it will not change.

		Because the link-local address is used as the Next Hop, the exit interface must also be specified.



	BGP_SW2(config)#ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan40

	BGP_SW3(config)#ipv6 route 2001:db8:2::1/128 fe80::209:41ff:fefb:c323 vlan40

	
		Setup BGP.



	
		Configure a BGP router ID and assign the neighbor as being in an external AS.

		eBGP multihop must be used if the neighbor external to the AS is not directly connected.

		The loopback is to be set as the update source for BGP.

		Under the IPv6 address family, activate the neighbor to enable the exchange of information.



	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#bgp router-id 2.2.2.2

	BGP_SW2(config-router)#no bgp default ipv4-unicast

	BGP_SW2(config-router)#neighbor 2001:db8:3::1 remote-as 300

	BGP_SW2(config-router)#neighbor 2001:db8:3::1 ebgp-multihop 2

	BGP_SW2(config-router)#neighbor 2001:db8:3::1 update-source lo

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:3::2 activate

	BGP_SW3(config)#router bgp 300

	BGP_SW3(config-router)#bgp router-id 3.3.3.3

	BGP_SW1(config-router)#no bgp default ipv4-unicast

	BGP_SW2(config-router)#neighbor 2001:db8:2::1 remote-as 200

	BGP_SW2(config-router)#neighbor 2001:db8:2::1 ebgp-multihop 2

	BGP_SW2(config-router)#neighbor 2001:db8:2::1 update-source lo

	BGP_SW3(config-router)#address-family ipv6

	BGP_SW3(config-router-af)#neighbor 2001:db8:2::1 activate

	Additional hops

	IPv6 forwarding (unicast routing) must be configured if additional hops are added to the network.

	Verify using the commands:

	
		show bgp ipv6 neighbors

		show bgp ipv6 summary
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	Advanced setup options for BGP sessions

	Description

	It is advisable to add descriptions to defined neighbors so anyone using the switch can see who the device is BGP peered to/with.

	Example

	SW1(config-router)#neighbor 2001:db8:10::2 description ISP#1

	Timers

	
		AlliedWare Plus BGP uses the session times as defined / recommended in the RFC.

		These values can be tuned or changed depending on network requirements.



	AlliedWare Plus default timers

	All values are in accordance with RFC4271.
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	To change keepalive and holdtimers, use the following command:

	SW1(config-router)#neighbor 2001:db8:10::2 timers 20 60

	To change connect timer values per neighbor, use the following command:

	SW1(config-router)#neighbor 2001:db8:10::2 timers connect 60

	To change the AS origination interval per neighbor, use the following command:

	SW1(config-router)#neighbor 2001:db8:10::2 as-origination-interval 10

	To change the route advertisement interval per neighbor, use the following command:

	SW1(config-router)#neighbor 2001:db8:10::2 advertisement-interval 20

	BGP port

	
		The default port used to connect to BGP peers is TCP 179.

		Using AlliedWare Plus you can specify a different destination port for the TCP session.



	SW1(config-router)#neighbor 2001:db8:10::2 port 20000

	Security

	
		By default there is no authentication applied.

		To setup MD5 authentication for the BGP peering session, it must be applied on each peer.



	To setup authentication for a peering example, use the following command:

	SW1(config-router)#neighbor 2001:db8:10::2 password 1234

	Soft reconfiguration

	This older method of clearing routes may be required if the peer doesn’t support route refresh. This method creates a copy of the Adj-RIB-In and stores it in memory. Here is a soft reconfiguration example:

	SW1(config-router)#neighbor 2001:db8:10::2 soft-reconfiguration inbound

	Verification of BGP settings

	Most of the BGP settings can be verified using the show bgp ipv6 neighbors command.

	The command can verify information about the:

	
		Session.

		IPv4 Unicast Address Family.

		IPv6 Unicast Address Family.

		Connection.



	Session information

	
		Neighbor address, ASN information, and if it is an internal or external link.

		BGP version and state.

		Neighbor capabilities for the BGP session.

		Number of messages transmitted and received.



	IPv4 Unicast Address Family information

	
		BGP table version.

		IPv4 AF dependant capabilities.

		Communities.

		Route filters for updates on ingress and egress.

		Number of announced and accepted prefixes.



	IPv6 Unicast Address Family information

	
		BGP table version.

		IPv6 AF dependant capabilities.

		Communities.

		Route filters for updates on ingress and egress.

		Number of announced and accepted prefixes.



	Connection information

	
		Connection counters.

		Graceful restart timer.

		Hop count to the peer.

		Next Hop information.

		Local and external port numbers.



	Example output
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		Redistributing all known OSPFv3 routes into BGP

		Redistributing selected OSPFv3 routes into BGP using a route map with the redistribution statement

		Using a route map with BGP default-originate to advertise a default route conditionally

		Using redistribution to dynamically advertise RIPng routes into BGP

		Using a route map to redistribute specific RIPng routes into BGP



	Chapter 3: Redistribution

	This chapter covers the following topics

	
		Redistributing all known OSPFv3 routes into BGP

		Redistributing selected OSPFv3 routes into BGP using a route map with the redistribution statement

		Using a route map with BGP default-originate to advertise a default route conditionally

		Using redistribution to dynamically advertise RIPng routes into BGP

		Using a route map to redistribute specific RIPng routes into BGP



	Redistribution is used by routing protocols to advertise routes that are learned by some other means, such as by another routing protocol or by static or connected routes. Since all internal routes are imported into BGP, careful filtering is applied to make sure that only routes to be advertised reach the Internet, not everything. The redistribution command injects prefixes from one routing protocol into another routing protocol.

	Redistributing all known OSPFv3 routes into BGP

	Scenario
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	Objective

	Redistribute all known External OSPFv3 routes (2001:db8:11::/64, 2001:db8:12::/64, 2001:db8:13::/64) into BGP.

	Prerequisite

	
		OSPFv3 adjacency must be formed between OSPF_SW1 and BGP_SW1.



	
		BGP_SW1 knows of external networks advertised by OSPFv3 neighbor 2.2.2.2 (OSPF_SW1).
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		Redistribute all known OSPFv3 networks into BGP.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#redistribute ospf
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	Verify by viewing the:

	
		BGP table on BGP_SW2.

		IPv6 routing table on BGP_SW2.
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	Redistributing selected OSPFv3 routes into BGP using a route map with the redistribution statement

	Scenario

	In this scenario, BGP_SW1 is to only advertise External OSPFv3 route 2001:db8:11::/64 into BGP.
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	Objective

	
		Redistribute selected OSPFv3 routes into BGP only.

		OSPFv3 External Routes 2001:db8:12::/64 and 2001:db8:13::/64 are not to be redistributed into BGP.



	Prerequisite

	OSPFv3 adjacency must be formed between OSPF_SW1 and BGP_SW1.

	BGP_SW1 knows of external networks advertised by OSPFv3 neighbor 2.2.2.2 (OSPF_SW1).
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		Create a Prefix List or ACL on BGP_SW1 to permit the 2001:db8:11::/64 prefix.



	Using an ACL:

	BGP_SW1(config)#ipv6 access-list standard OSPFv3_FILTER_LIST permit 2001:db8:11::/64

	OR using a Prefix List:

	BGP_SW1(config)#ipv6 prefix-list OSPFv3_FILTER_LIST seq 10 permit 2001:db8:11::/64

	
		Create a route map to match the ACL or Prefix List.



	Using an ACL:

	BGP_SW1(config)#route-map OSPFv3_REDISTRIBUTE permit 10

	BGP_SW1(config-route-map)#match ipv6 address OSPFv3_FILTER_LIST

	OR using a Prefix List:

	BGP_SW1(config)#route-map OSPFv3_REDISTRIBUTE permit 10\

	BGP_SW1(config-route-map)#match ipv6 address prefix-list OSPFv3_FILTER_LIST

	
		Redistribute OSPFv3 networks permitted by the router into BGP. 



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#redistribute ospf route-map OSPFv3_REDISTRIBUTE

	Verify by viewing the:

	
		BGP table on BGP_SW2 to check for the advertised prefix.

		IPv6 routing table on BGP_SW2.

		Route map on BGP_SW1 to verify only the selected prefix has been redistributed.

		Prefix list counter for bgpd on BGP_SW1.
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	Using a route map with BGP default-originate to advertise a default route conditionally

	Scenario
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	Objective

	
		Advertise a default route into BGP only if a default route ::/0 is advertised by OSPF_SW1 to BGP_SW1.

		Conditionally, IPv6 default route must be present in BGP_SW1 routing table for the route to be advertised.



	Prerequisite

	
		OSPFv3 adjacency must be formed between OSPF_SW1 and BGP_SW1.

		OSPF_SW1 advertises IPv6 default route via OSPFv3 to BGP_SW1.
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		Create an ACL to match the IPv6 default route being advertised by OSPFv3 neighbor OSPF_SW1.



	
		The exact-match parameter is required as we want specifically the all zeros IPv6 default route address.

		If this parameter is not set, the switch considers the route matching any prefix.



	BGP_SW1(config)#ipv6 access-list standard OSPFv3_LIST permit ::/0 exact-match

	
		Create a route map to match on the OSPFv3_LIST.



	In this case we want to match the exact IPv6 default route using the route map.

	BGP_SW1(config)#route-map DEFAULT_ORIGINATE permit 10

	BGP_SW1(config-route-map)#match ipv6 address OSPFv3_LIST

	
		Redistribute OSPFv3 networks permitted by the router into BGP.



	
		A default route will be advertised to BGP neighbor 2001:db8:2::1 (BGP_SW2) if the route map matches on an existing IPv6 default route.

		If no IPv6 default route exists in BGP_SW1's routing table, no default route will be advertised to BGP neighbor BGP_SW2.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#neighbor 2001:db8:2::1 default-originate route-map DEFAULT_ORIGINATE

	Verify by viewing the:

	
		BGP table on BGP_SW2.

		IPv6 routing table on BGP_SW2.



	[image: Output11]

	[image: Output12]       

	Using redistribution to dynamically advertise RIPng routes into BGP
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	Use

	Dynamically advertise RIPng routes into BGP.

	Objective

	Redistribute the RIPng routes in AS 200 into BGP and advertise the prefixes from SW2 in AS 200 to SW1 in AS 100.

	Check SW2 has learned the RIPng routes from SW3 in AS 200:
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		Setup the redistribution of RIPng routes into BGP.



	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#redistribute rip

	Verify

	
		SW2 is advertising the RIPng routes into BGP. (Notice the “?” incomplete Origin)

		By viewing the BGP table on SW1.
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	Using a route map to redistribute specific RIPng routes into BGP
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	Use

	Dynamically advertise specific RIPng routes into BGP.

	Objective

	
		Redistribute the 2001:db8:200::/64 prefix learned via RIPng into BGP.

		Other prefixes should not be redistributed into BGP.



	Check SW2 has learned the RIPng routes from SW3 in AS 200.
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		Setup an IPv6 ACL to permit only the 2001:db8:200::/64 prefix.



	SW2(config)#ipv6 access-list standard REDISITRIBUTION_LIST permit 2001:db8:200::/64

	SW2(config)#ipv6 access-list standard REDISITRIBUTION_LIST deny any

	
		Setup the route map to match on the IPv6 ACL.



	SW2(config)#route-map REDISTRIBUTION_MAP permit 10

	SW2(config-route-map)#match ipv6 address REDISTRIBUTION_LIST

	
		Setup the redistribution of RIPng routes.



	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#redistribute rip route-map REDISTRIBUTION_MAP

	Verify by viewing:

	
		SW2 is advertising the RIPng route 2001:db8:200::/64 into BGP. (Notice the “?” incomplete Origin).

		The BGP routes matching the route map on SW2.

		The BGP table on SW1.
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	Chapter 4: Route Filtering

	This chapter covers the following topics:

	
		Using regular expressions to filter prefixes based on AS path

		Using regular expression to deny prefixes originating from a specific AS in outgoing updates

		Using regular expression to only deny networks originating from a specific AS

		Using regular expression to only permit networks originating from a neighbor AS

		Using regular expression to only permit networks originating from a specific AS

		Using regular expression to only permit networks passing through a specific AS

		Using distribute lists to filter routing updates - Inbound method

		Using distribute lists to filter routing updates - Outbound method

		Using BGP Outbound Route Filtering to dynamically filter outbound updates

		Using Prefix lists to filter routing updates - Inbound method

		Using Prefix lists to filter routing updates - Outbound method

		Using the BGP well-known community attribute (no-advertise) to perform route filtering



	
You can filter BGP and BGP4+ advertisements in various ways with neighbors, including:

	
		Autonomous System path filters applied using the neighbor filter-list command matching on an ip as-path access-list (BGP and BGP4+).

		Distribute lists applied using the neighbor distribute-list command, matching on an access-list (BGP and BGP4+).

		Prefix list applied using the neighbor prefix-list command, matching on a prefix list (BGP and BGP4+).

		Route maps applied using the neighbor route-map command, matching either an access-list, prefix-list or an as-path access-list (BGP and BGP4+).



	If you want to restrict routing information that is learned or advertised, you can selectively filter BGP routing updates to and from neighbors. You can define an access list or a prefix list and apply it to the updates.

	Using regular expressions to filter prefixes based on AS path
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	Note for regular expression matching

	
		Beginning of AS_PATH = newest AS added to the AS path.

		End of AS_PATH = first (originating) AS in the AS path.



	AS Path example

	
		AS Path 200  300  400:

		200 is the beginning of the AS_PATH, 400 is the end and originating AS in the AS_PATH.



	Using regular expression to deny prefixes originating from a specific AS in outgoing updates

	Scenario

	
		BGP_SW1 resides in AS 100.

		BGP_SW2 resides in AS 200.

		BGP_SW3 resides in AS 300.
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	Objective

	
		Prefixes transiting from AS 300 are to be filtered (removed) from outgoing updates when advertised from AS 100 to AS 200.



	To achieve this objective, an AS path ACL is to be applied to BGP_SW1 to filter prefixes originating from AS 300 in the outgoing updates to AS 200.

	View of BGP_SW2's BGP table prior to route filtering
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		Create an AS path containing a regular expression ACL, to deny prefixes being advertised to BGP_SW2 in AS 200 that originate from AS 300.



	BGP_SW1(config)#ip as-path access-list AS_LIST deny ^300$

	BGP_SW1(config)#ip as-path access-list AS_LIST permit .*

	
		Apply the filter list to the 2001:db8:2::1 neighbor to filter prefixes from AS 300 being advertised.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#neighbor 2001:db8:2::1 filter-list AS_LIST out

	
		Clear the BGP session to neighbor 2001:db8:2::1 (BGP_SW2 in AS 200) to apply the change.



	BGP_SW1#clear bgp ipv6 2001:db8:2::1

	Verify by viewing the:

	
		BGP table on BGP_SW2 in AS 200.

		BGP neighbor session on BGP_SW1 in AS 100 (outgoing update AS path filter list).

		AS path ACL on BGP_SW1.

		Filter-list on BGP_SW1.
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	Configuration on BGP_SW1

	BGP_SW1#

	!

	hostname BGP_SW1

	!

	vlan database

	vlan 10,20,30 state enable

	!

	interface port1.0.1

	switchport access vlan 20

	!

	interface port1.0.2

	switchport access vlan 30

	!

	interface port1.0.24

	switchport access vlan 10

	!

	interface lo

	ipv6 address 2001:db8:1::1/64  

	!

	interface vlan10

	ipv6 address 2001:db8:10::1/64

	ipv6 enable

	ipv6 router ospf area 0

	!

	interface vlan20

	ipv6 address 2001:db8:20::1/64  

	!

	interface vlan30

	ipv6 address 2001:db8:30::1/64  

	!

	ipv6 ospf display route single-line

	!

	router ipv6 ospf

	router-id 1.1.1.1

	!

	router bgp 100

	bgp router-id 1.1.1.1

	no bgp default ipv4-unicast

	neighbor 2001:db8:2::1 remote-as 200

	neighbor 2001:db8:2::1 ebgp-multihop 2

	neighbor 2001:db8:2::1 update-source lo

	neighbor 2001:db8:2::1 activate

	neighbor 2001:db8:3::1 remote-as 300

	neighbor 2001:db8:3::1 ebgp-multihop 2

	neighbor 2001:db8:3::1 update-source lo

	neighbor 2001:db8:3::1 activate

	!

	address-family ipv6

	network 2001:db8:11::/64

	network 2001:db8:12::/64

	network 2001:db8:13::/64

	neighbor 2001:db8:2::1 activate

	neighbor 2001:db8:2::1 filter-list AS_LIST out

	neighbor 2001:db8:3::1 activate

	exit-address-family

	!

	ip as-path access-list AS_LIST deny ^300$

	ip as-path access-list AS_LIST permit .*

	!

	ipv6 route 2001:db8:2::1/128 fe80::209:41ff:fefb:c323 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan30

	!

	end

	Using regular expression to only deny networks originating from a specific AS

	Scenario

	Only deny networks that originate from remote AS 300.
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	Use

	Perform route filtering based on the AS_PATH attribute.

	Objective

	On SW1, apply route filtering using the AS_PATH attribute to deny prefixes originating from AS 300 only.

	Example

	SW1’s BGP table prior to route filtering:
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		Create an AS path ACL on SW1 to deny prefixes that originate from remote AS 300.



	
		Prefixes originating from AS 300 are denied.

		Prefixes from any other AS are permitted.



	SW1(config)#ip as-path access-list PERMIT_AS_LIST deny _300$

	SW1(config)#ip as-path access-list PERMIT_AS_LIST permit .*

	
		Create a route map to match on the AS path ACL.



	SW1(config)#route-map PERMIT_AS_MAP permit 10

	SW1(config-route-map)#match as-path PERMIT_AS_LIST

	SW1(config-route-map)#exit

	
		Assign the route map to the peering to apply the route filtering.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:10::2 route-map PERMIT_AS_MAP in

	
		Clear the BGP session to the eBGP neighbor in AS 200 to apply the change.



	SW1#clear bgp ipv6 2001:db8:10::2

	Verify by:

	
		Viewing the BGP table.

		Viewing the successful matches to the route map.

		Using the show bgp ipv6 neighbors command to see the accepted prefix counter and the route map applied to the incoming advertisements.
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	Using regular expression to only permit networks originating from a neighbor AS

	Scenario

	Only permit networks that originated in AS 200.
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	Use

	Perform route filtering based on the AS_PATH attribute.

	Objective

	On SW1 apply route filtering using the AS_PATH attribute to allow only prefixes originating from AS 200.

	Example: SW1's BGP table prior to route filtering
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		Create an AS path ACL on SW1 to permit prefixes with only AS_200 in the AS_PATH.



	
		The AS path must start and end with 200.



	SW1(config)#ip as-path access-list PERMIT_AS_LIST permit ^200$

	
		Create a route map to match on the AS path ACL.



	SW1(config)#route-map PERMIT_AS_MAP permit 10

	SW1(config-route-map)#match as-path PERMIT_AS_LIST

	SW1(config-route-map)#exit

	
		Assign the route map to the peering to apply the route filtering.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:10::2 route-map PERMIT_AS_MAP in

	
		Clear the BGP session on the eBGP neighbor in AS 200 to apply the change.



	SW1#clear bgp ipv6 2001:db8:10::2

	Verify by:

	
		Viewing the BGP table. (Only the prefix originating from AS 200 is now present)

		Viewing the successful matches to the route map.

		Using the show bgp ipv6 neighbors command to see the accepted prefix counter and the route map applied to the incoming advertisements.
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	Using regular expression to only permit networks originating from a specific AS

	Scenario

	Only permit networks that originate from remote AS 300.
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	Use

	Perform route filtering based on the AS_Path attribute.

	Objective

	On SW1 apply route filtering using the AS-PATH attribute to permit prefixes originating from AS 300 only.

	Example
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		Create AS path ACL on SW1 to permit prefixes that originate from remote AS 300.



	The prefix must originate from AS 300 to be permitted.

	SW1(config)#ip as-path access-list PERMIT_AS_LIST permit _300$

	
		Create a route map to match on the AS path ACL.



	SW1(config)#route-map PERMIT_AS_MAP permit 10

	SW1(config-route-map)#match as-path PERMIT_AS_LIST

	SW1(config-route-map)#exit

	
		Assign the route map to the peering to apply the route filtering.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:10::2 route-map PERMIT_AS_MAP in

	
		Clear the BGP session to the eBGP neighbor in AS 200 to apply the change.



	SW1#clear bgp ipv6 2001:db8:10::2   

	Verify by:

	
		Viewing the BGP table. (Only the prefix originating from AS 300 is now present.)

		Viewing the successful matches to the route map.

		Using the show bgp ipv6 neighbors command to view the accepted prefix counter and the route map applied to the incoming advertisements.
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	Using regular expression to only permit networks passing through a specific AS

	Scenario

	Only permit networks that originated or have passed through AS 300.
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	Use

	Perform route filtering based on the AS_PATH attribute.

	Objective

	On SW1 apply route filtering using the AS_PATH attribute to allow only prefixes that originated or have passed through AS 300.

	Example

	SW1’s BGP table prior to route filtering.
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		Create an AS path ACL on SW1 to permit prefixes that pass through AS 300.



	
		The prefix must transit AS 300 to be allowed installation in the BGP table.



	SW1(config)#ip as-path access-list PERMIT_AS_LIST permit _300_

	
		Create a route map to match on the AS path ACL.



	SW1(config)#route-map PERMIT_AS_MAP permit 10

	SW1(config-route-map)#match as-path PERMIT_AS_LIST

	SW1(config-route-map)#exit

	
		Assign the route map to the peering to apply the route filtering.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:10::2 route-map PERMIT_AS_MAP in

	
		Clear the BGP session to the eBGP neighbor in AS 200 to apply the change.



	SW1#clear bgp ipv6 2001:db8:10::2

	Verify by:

	
		Viewing the BGP table. (Only the prefix originating from AS 300 is now present)

		Viewing the successful matches to the route map.

		Using the show bgp ipv6 neighbors command to see the accepted prefix counter and the route map applied to the incoming advertisements.
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	Using distribute lists to filter routing updates - Inbound method

	Scenario
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	Objective

	
		Filter prefixes 2001:db8:11::/64 and 2001:db8:13::/64 from updates received by BGP_SW2.

		Permit all other prefixes that may be advertised from BGP_SW1.



	View of BGP_SW2's BGP table prior to filtering

	Prefixes 2001:db8:11::/64 and 2001:db8:13::/64 are not yet filtered.
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		Configure an ACL on BGP_SW2 denying only the two prefixes defined.



	
		The objective is to deny only the select two prefixes.

		Any other prefixes must be permitted.



	BGP_SW2(config)#ipv6 access-list standard FILTER_IN deny 2001:db8:11::/64

	BGP_SW2(config)#ipv6 access-list standard FILTER_IN deny 2001:db8:13::/64

	BGP_SW2(config)#ipv6 access-list standard FILTER_IN permit any

	
		Apply distribute list to filter the two prefixes from updates sent by neighbor 2001:db8:1::1 (BGP_SW1).



	
		Prefixes matching the deny statements in ACL "FILTER_IN" are not permitted to be installed in the BGP table.

		All other prefixes are allowed.



	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:1::1 distribute-list FILTER_IN in

	
		Clear the BGP neighbor session to apply the filtering.



	BGP_SW2#clear bgp ipv6 2001:db8:1::1

	Verify by viewing the:

	
		BGP table.

		BGP neighborship (FILTER_IN list is applied).

		IPv6 access list.
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Configuration of BGP_SW2

	BGP_SW2#

	!

	hostname BGP_SW2

	!

	ipv6 access-list standard FILTER_IN deny 2001:db8:11::/64

	ipv6 access-list standard FILTER_IN deny 2001:db8:13::/64

	ipv6 access-list standard FILTER_IN permit any

	!

	vlan database

	vlan 20,40 state enable

	!

	interface port1.0.1

	switchport access vlan 20

	!

	interface port1.0.2  

	switchport access vlan 40

	!

	interface lo

	ipv6 address 2001:db8:2::1/64

	!

	interface vlan20

	ipv6 address 2001:db8:20::2/64

	!

	interface vlan40

	ipv6 address 2001:db8:40::1/64

	!

	router bgp 200

	bgp router-id 2.2.2.2

	no bgp default ipv4-unicast

	neighbor 2001:db8:1::1 remote-as 100

	neighbor 2001:db8:1::1 ebgp-multihop 2

	neighbor 2001:db8:1::1 update-source lo

	!

	address-family ipv6

	neighbor 2001:db8:1::1 activate

	neighbor 2001:db8:1::1 distribute-list FILTER_IN in

	exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan40

	!

	end

	Using distribute lists to filter routing updates - Outbound method

	Scenario
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	Objective

	Filter prefixes 2001:db8:11::/64 and 2001:db8:13::/64 being advertised by BGP_SW1 to BGP_SW2.

	Permit all other prefixes that may be advertised by BGP_SW1.

	View of BGP_SW2's BGP table prior to filtering

	Prefixes 2001:db8:11::/64 and 2001:db8:13::/64 are not yet filtered.
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		Configure ACL on BGP_SW1 denying only the two prefixes defined.



	
		Objective is to deny only the select two prefixes.

		Any other prefixes must be permitted.



	BGP_SW1(config)#ipv6 access-list standard FILTER_OUT deny 2001:db8:11::/64

	BGP_SW1(config)#ipv6 access-list standard FILTER_OUT deny 2001:db8:13::/64

	BGP_SW1(config)#ipv6 access-list standard FILTER_OUT permit any

	
		Apply distribute list to filter the two prefixes from updates sent to BGP neighbor BGP_SW2.



	
		Prefixes matching the deny statements in ACL "FILTER_OUT" are not permitted to advertised to BGP_SW2 in BGP Updates.

		All other prefixes are allowed.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#neighbor 2001:db8:2::1 distribute-list FILTER_OUT out

	BGP_SW1(config-router-af)#end

	
		Clear the BGP neighbor session to apply the filtering.



	BGP_SW1#clear bgp ipv6 2001:db8:2::1

	Verify by viewing the:

	
		BGP table.

		BGP neighborship (FILTER_OUT list is applied).

		IPv6 access list.
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	Using BGP Outbound Route Filtering to dynamically filter outbound updates

	Tip: Use Outbound Route Filtering (ORF) before establishing a neighbor adjacency to save bandwidth and processing.

	Scenario

	[image: Route_filtering_4]

	Objective

	
		Use ORF to dynamically filter outbound updates from BGP_SW1 in AS 100 to BGP_SW2 in AS 200.

		BGP_SW2 is the CE (Customer Edge) for AS 200.

		BGP_SW1 is the PE (Provider Edge) for AS 100. (Simulating an ISP for AS 200.)

		BGP_SW2 in AS 200, wants to receive only prefixes 2001:db8:4::/64 (from OSPF_SW1) and ::/0 from BGP_SW3.

		BGP_SW2 is to use ORF to tell BGP_SW1 what prefixes it wants to see, and filter the rest of the prefixes from BGP outbound updates to BGP_SW2.



	View of BGP_SW2's BGP table prior to route filtering
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		Create a prefix list on BGP_SW2 to select the prefixes desired in BGP updates from BGP_SW1 in AS 100.



	BGP_SW2(config)#ipv6 prefix-list UPDATE_LIST seq 10 permit ::/0

	BGP_SW2(config)#ipv6 prefix-list UPDATE_LIST seq 20 permit 2001:db8:4::/64

	
		On BGP_SW2 enable capability to send ORF to neighbor BGP_SW1 and apply the prefix list.



	Prefixes defined in the prefix list "UPDATE_LIST" are to be sent to BGP_SW1 advising these are the only prefixes we want to see.

	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:1::1 capability orf prefix-list send

	BGP_SW2(config-router-af)#neighbor 2001:db8:1::1 prefix-list UPDATE_LIST in

	
		On BGP_SW1 enable capability to receive ORF from neighbor BGP_SW2.



	
		Enabling the ORF receive capability means prefixes requested from BGP_SW2 will be advertised if they are present in BGP_SW1's BGP table.

		Prefixes not present in the ORF list will be filtered from routing updates to BGP_SW2.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#neighbor 2001:db8:2::1 capability orf prefix-list receive

	Verify by viewing the:

	
		BGP table on BGP_SW2, (desired prefixes are present, others are not present).

		Number of prefixes received on BGP_SW2 in BGP updates from BGP_SW, (Prefixes received = 2).

		Neighbor output on BGP_SW2, with show bgp ipv6 neighbors | begin AF command.

		Neighbor output on BGP_SW1, with show bgp ipv6 neighbors | begin AF command.



	Note: Clearing the BGP session is not required as when the ORF capability is configured, the session is reset.
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	BGP_SW1 (PE) configuration

	BGP_SW1#

	!

	hostname BGP_SW1  

	!

	vlan database

	 vlan 10,20,30 state enable

	!

	interface port1.0.1  

	 switchport access vlan 20

	!

	interface port1.0.2  

	 switchport access vlan 30

	!

	interface port1.0.24

	 switchport access vlan 10

	!

	 interface lo

	 ipv6 address 2001:db8:1::1/64

	!

	interface vlan10

	 ipv6 address 2001:db8:10::1/64

	ipv6 router ospf area 0

	!

	interface vlan20

	 ipv6 address 2001:db8:20::1/64

	!

	interface vlan30

	 ipv6 address 2001:db8:30::1/64

	 ipv6 enable

	!

	ipv6 ospf display route single-line

	!

	router ipv6 ospf

	 router-id 1.1.1.1

	!

	router bgp 100

	bgp router-id 1.1.1.1

	 no bgp default ipv4-unicast

	 neighbor 2001:db8:2::1 remote-as 200

	 neighbor 2001:db8:2::1 ebgp-multihop 2

	 neighbor 2001:db8:2::1 update-source lo

	 neighbor 2001:db8:3::1 remote-as 300

	 neighbor 2001:db8:3::1 ebgp-multihop 2

	 neighbor 2001:db8:3::1 update-source lo

	 !

	 address-family ipv6

	 redistribute ospf

	 neighbor 2001:db8:2::1 activate

	 neighbor 2001:db8:2::1 capability orf prefix-list receive

	 neighbor 2001:db8:3::1 activate

	 exit-address-family

	!

	ipv6 route 2001:db8:2::1/128 fe80::209:41ff:fefb:c323 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan30

	!

	end

	 

	BGP_SW2 (CE) configuration

	BGP_SW2#

	!

	hostname BGP_SW2  

	!

	vlan database

	 vlan 20,40 state enable

	!

	interface port1.0.1

	 switchport access vlan 20

	!

	interface port1.0.2

	 switchport access vlan 40  

	!

	interface lo

	 ipv6 address 2001:db8:2::1/64

	!

	interface vlan20

	 ipv6 address 2001:db8:20::2/64

	!

	interface vlan40

	 ipv6 address 2001:db8:40::1/64

	!

	router bgp 200

	bgp router-id 2.2.2.2

	 no bgp default ipv4-unicast

	 neighbor 2001:db8:1::1 remote-as 100

	 neighbor 2001:db8:1::1 ebgp-multihop 2

	 neighbor 2001:db8:1::1 update-source lo

	 !

	 address-family ipv6

	 neighbor 2001:db8:1::1 activate

	 neighbor 2001:db8:1::1 capability orf prefix-list send

	 neighbor 2001:db8:1::1 prefix-list UPDATE_LIST in

	 exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan40

	!

	ipv6 prefix-list UPDATE_LIST seq 10 permit ::/0

	ipv6 prefix-list UPDATE_LIST seq 20 permit 2001:db8:4::/64

	!

	end

	Using Prefix lists to filter routing updates - Inbound method

	Scenario
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	Objective

	
		Filter prefixes 2001:db8:11::/64 and 2001:db8:13::/64 being advertised by BGP_SW1 to BGP_SW2.

		Permit all other prefixes that may be advertised by BGP_SW1.



	View of BGP_SW2's BGP table prior to filtering:
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		Configure a Prefix List on BGP_SW2 denying only the two prefixes defined.



	BGP_SW2(config)#ipv6 prefix-list FILTER_IN seq 10 deny 2001:db8:11::/64

	BGP_SW2(config)#ipv6 prefix-list FILTER_IN seq 20 deny 2001:db8:13::/64

	BGP_SW2(config)#ipv6 prefix-list FILTER_IN seq 30 permit any

	
		Apply the Prefix List to filter the two prefixes from updates sent to BGP_SW2.



	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:1::1 prefix-list FILTER_IN in

	
		Clear the BGP neighbor session to apply the filtering.



	BGP_SW2#clear bgp ipv6 2001:db8:1::1

	Verify by viewing the:

	
		BGP table on BGP_SW2.

		BGP neighborship on BGP_SW2, (FILTER_IN list is applied).

		IPv6 prefix list on BGP_SW2.
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	BGP_SW2 Configuration

	BGP_SW2# 

	!

	hostname BGP_SW2

	!

	vlan database

	 vlan 20,40 state enable

	!

	interface port1.0.1

	 switchport access vlan 20

	!

	interface port1.0.2

	 switchport access vlan 40

	!

	interface lo

	 ipv6 address 2001:db8:2::1/64

	!

	interface vlan20

	 ipv6 address 2001:db8:20::2/64

	!

	interface vlan40

	 ipv6 address 2001:db8:40::1/64  

	!

	router bgp 200

	bgp router-id 2.2.2.2

	  no bgp default ipv4-unicast

	 neighbor 2001:db8:1::1 remote-as 100

	 neighbor 2001:db8:1::1 ebgp-multihop 2

	 neighbor 2001:db8:1::1 update-source lo

	 !

	 address-family ipv6

	 neighbor 2001:db8:1::1 activate

	 neighbor 2001:db8:1::1 prefix-list FILTER_IN in

	 exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan40

	!

	ipv6 prefix-list FILTER_IN seq 10 deny 2001:db8:11::/64

	ipv6 prefix-list FILTER_IN seq 20 deny 2001:db8:13::/64

	ipv6 prefix-list FILTER_IN seq 30 permit any

	!

	end

	Using Prefix lists to filter routing updates - Outbound method

	Scenario
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	Objective

	
		Filter prefixes 2001:db8:11::/64 and 2001:db8:13::/64 being advertised by BGP_SW1 to BGP_SW2.

		Permit all other prefixes that may be advertised by BGP_SW1.



	View of BGP_SW2's BGP table prior to filtering:
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		Configure a Prefix List on BGP_SW1 denying only the two prefixes defined.



	BGP_SW1(config)#ipv6 prefix-list FILTER_OUT seq 10 deny 2001:db8:11::/64

	BGP_SW1(config)#ipv6 prefix-list FILTER_OUT seq 20 deny 2001:db8:13::/64

	BGP_SW1(config)#ipv6 prefix-list FILTER_OUT seq 30 permit any

	
		Apply the Prefix List to filter the two prefixes from updates sent to BGP neighbor BGP_SW2.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#neighbor 2001:db8:2::1 prefix-list FILTER_OUT out

	
		Clear the BGP neighbor session to apply the filtering.



	BGP_SW1#clear bgp ipv6 2001:db8:2::1

	Verify by viewing the:

	
		BGP table on BGP_SW2.

		BGP neighborship on BGP_SW1 (FILTER_OUT list is applied).

		IPv6 prefix list on BGP_SW1.
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	BGP_SW1 configuration

	 

	BGP_SW1#

	!

	hostname BGP_SW1

	!

	vlan database

	 vlan 10,20,30 state enable

	!

	interface port1.0.1

	 switchport access vlan 20

	!

	interface port1.0.2

	 switchport access vlan 30

	!

	interface port1.0.24  

	 switchport access vlan 10

	!

	interface lo

	 ipv6 address 2001:db8:1::1/64

	!

	interface vlan10

	 ipv6 address 2001:db8:10::1/64

	 ipv6 router ospf area 0

	!

	interface vlan20

	 ipv6 address 2001:db8:20::1/64

	!

	interface vlan30

	 ipv6 address 2001:db8:30::1/64

	 ipv6 enable

	!

	ipv6 ospf display route single-line

	!

	router bgp 100

	 bgp router-id 1.1.1.1

	 no bgp default ipv4-unicast

	 neighbor 2001:db8:2::1 remote-as 200

	 neighbor 2001:db8:2::1 ebgp-multihop 2

	 neighbor 2001:db8:2::1 update-source lo

	 neighbor 2001:db8:10::2 remote-as 10

	 !

	 address-family ipv6

	 network 2001:db8:11::/64

	 network 2001:db8:12::/64

	 network 2001:db8:13::/64

	 neighbor 2001:db8:2::1 activate

	 neighbor 2001:db8:2::1 prefix-list FILTER_OUT out

	 neighbor 2001:db8:10::2 activate

	 exit-address-family

	!

	ipv6 route 2001:db8:2::1/128 fe80::209:41ff:fefb:c323 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan30

	!

	ipv6 prefix-list FILTER_OUT seq 10 deny 2001:db8:11::/64

	ipv6 prefix-list FILTER_OUT seq 20 deny 2001:db8:13::/64

	ipv6 prefix-list FILTER_OUT seq 30 permit any

	!

	end

	Using the BGP well-known community attribute 
(no- advertise) to perform route filtering
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	Use

	
		The no-advertise community is one of the predefined, well-known communities.

		The no-advertise community attribute informs the BGP peer not to advertise the route(s) to any peer (IBGP or EBGP peer).



	Implementation example

	A business which wants to only advertise a prefix to a single AS, and does not want the information propagated to any other AS.

	Objective

	Use the no-advertise community attribute to prevent the 2001:db8:30::/64 prefix being advertised by SW2 in AS 200 to SW1 in AS 100.

	View of SW1's BGP table prior to the no-advertise community being advertised:
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		Create an Access List to classify the prefix to have the community value applied.



	 SW3(config)#ipv6 access-list standard NO_ADVERTISE_LIST permit 2001:db8:30::/64

	
		Create a route map to match on the ACL and set the well-known ‘no-advertise’ community value.



	
		Sequence 10 will set the no-advertise community on a successful match of the IPv6 ACL.

		Sequence 20 will permit all other routes.



	SW3(config)#route-map SET_COMMUNITY permit 10

	SW3(config-route-map)#match ipv6 address NO_ADVERTISE_LIST

	SW3(config-route-map)#set community no-advertise

	SW3(config-route-map)#route-map SET_COMMUNITY permit 20

	
		Apply the route map to the external peer.



	SW3(config)#router bgp 300

	SW3(config-router)#address-family ipv6

	SW3(config-router-af)#neighbor 2001:db8:2::1 route-map SET_COMMUNITY out

	
		Clear the session to apply the change.



	SW3#clear bgp ipv6 2001:db8:2::1

	Verify by viewing:

	SW1's BGP table now missing the prefix 2001:db8:30::/64. Prefix matched by the route map is no longer advertised to AS 100.

	
		The routes that match the no-advertise community on SW2.

		The specific prefix learned on SW2 from SW3. Community attribute is present.

		SW3's neighbor information to 2001:db8:2::1.
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	Using the BGP well-known community attribute (no-export) to perform route filtering
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	Use

	
		The no-export community is one of the predefined, well-known communities.

		This well-known community informs the BGP peer not to advertise the route(s) to EBGP peers. The route must be kept within the AS.



	Implementation example

	A business which wants to only advertise a prefix to a single AS, and does not want the information propagated to any other AS.

	Objective

	Use the no-export community value to prevent the 2001:db8:30::/64 prefix being advertised by SW2 in AS 200 to SW1 in AS 100.

	View of SW1's BGP table prior to the no-export community being advertised:
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		Create an Access List to classify the prefix to have the community value applied.



	SW3(config)#ipv6 access-list standard NO_EXPORT_LIST permit 2001:db8:30::/64

	
		Create a Route map to match on the ACL and set the well-known ‘no-export’ community value.



	
		Sequence 10 will set the no-export community on a successful match of the IPv6 ACL.

		Sequence 20 will permit all other routes.



	 

	SW3(config)#route-map SET_COMMUNITY permit 10

	SW3(config-route-map)#match ipv6 address NO_EXPORT_LIST

	SW3(config-route-map)#set community no-export

	SW3(config-route-map)#route-map SET_COMMUNITY permit 20

	
		Apply the route map to the external peer.



	SW3(config)#router bgp 300

	SW3(config-router)#address-family ipv6

	SW3(config-router-af)#neighbor 2001:db8:2::1 route-map SET_COMMUNITY out

	
		Clear the session to apply the change.



	SW3#clear bgp ipv6 2001:db8:2::1

	Verify by viewing:

	
		SW1's BGP table, (prefix matched by the route map is no longer advertised to AS 100).

		The routes that match the no-export community on SW2.

		The specific prefix learned on SW2 from SW3 (community attribute is present).

		SW3's neighbor information to 2001:db8:2::1.



	Chapter 5: Route Aggregation

	This chapter covers the following topics:

	
		BGP route aggregation rules

		Setup basic route aggregation in BGP4+ without suppressing longer prefixes in routing updates

		Setup basic route aggregation in BGP4+ and suppress more specific prefixes from being advertised

		Setup basic route aggregation to aggregate routes received from a neighboring AS

		Setup an unsuppress map to advertise longer prefixes suppressed by an aggregate address



	Route aggregation is used to:

	
		Suppress specific prefixes and advertise a single summary route.

		Decrease the number of prefixes being advertised and reduce routing table size.



	BGP route aggregation rules

	RFC4271 states:

	 "Path Attributes that have different type codes cannot be aggregated together.”

	This means that the paths we want aggregated, must all have the same type of attributes.

	Notable rules regarding MED (metric), ORIGIN and NEXT_HOP PA values for route aggregation
 

	
		MULTI_EXIT_DISC route aggregation rule:



	 "Routes that have different MULTI_EXIT_DISC attributes SHALL NOT be aggregated."

	This means that if different BGP paths contain different MED values, the routes will not be aggregated.

	Note: If multiple route sources require aggregation, (e.g. IGP and connected or static routes), use a route map to set the metric to zero when redistributing the routes into BGP.

	
		ORIGIN route aggregation rule:



	 "If at least one route among routes that are aggregated has ORIGIN with the value INCOMPLETE, then the aggregated route MUST have the ORIGIN attribute with the value INCOMPLETE. Otherwise, if at least one route among routes that are aggregated has ORIGIN with the value EGP, then the aggregated route MUST have the ORIGIN attribute with the value EGP.  In all other cases, the value of the ORIGIN attribute of the aggregated route is IGP.”

	ORIGIN attribute of the aggregated route is set to the highest (least preferred) ORIGIN value out of all the paths being aggregated.  (E.g. set to INCOMPLETE if any route aggregated has INCOMPLETE value, if no INCOMPLETE ORIGIN, then set to EGP if there are any of EGP ORIGIN. Otherwise set to IGP.)

	
		NEXT_HOP Attribute: By default, the AlliedWare Plus BGP implementation will aggregate longer prefixes which have different Next-Hop addresses. To change this behavior, configure bgp aggregate-nexthop-check under the global configuration mode.



	To revert back to the default behaviour, in global configuration mode, use the command:

	no bgp aggregate-nexthop-check

	In summary:

	
		Paths which have different attribute type codes cannot be aggregated.

		Paths which have the same attribute type codes can be aggregated.

		Each route must have identical MED attributes to be aggregated.

		NEXT_HOP must be identical if the bgp aggregate-nexthop-check command is configured.

		ORIGIN attribute of aggregate is set to the least preferred ORIGIN value of the routes being aggregated.



	For more information about route aggregation rules see: http://tools.ietf.org/html/rfc4271#section-9.2.2.2

	Setup basic route aggregation in BGP4+ without suppressing longer prefixes in routing updates

	[image: Aggregatihg_routes]

	Route aggregation is used to:

	
		Aggregate longer prefixes and advertise a summary route.

		Decrease number of prefixes being advertised and reduce routing table size.



	Objective

	
		Use the BGP4+ aggregate-address command under the IPv6 address family to advertise a summary route from SW1.

		More specific prefixes are NOT suppressed in this configuration.



	SW2, SW3, and SW4's BGP tables prior to route aggregation
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		Calculate the summary address with an appropriate subnet mask that matches the subnets to be summarized into a single prefix.



	
		List the prefixes to summarize:



	2001:0db8:000a:0010::/64

	2001:0db8:000a:0020::/64

	2001:0db8:000a:0030::/64

	
		Each digit in an IPv6 address is 4 bits. Each colon-separated segment of the IPv6 address is 16 bits.

		The first three identical segments of each prefix is 2001:0db8:000a, that is 48 bits to be used as part of the summary address.

		As shown in the table below, convert the fourth segment of each of the three Hex prefixes (0010, 0020, 0030) into binary.
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		The leading 10 bits for each of the three segments are identical and can also be used as part of the summary address.

		48 bits + 10 bits gives us a /58 mask for the summary address.



	Summary address = 2001:db8:a::/58

	
		Configure the aggregate-address command on SW1 to advertise a summary route.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#aggregate-address 2001:db8:a::/58

	Verify by viewing the:

	
		BGP table on SW1 to see it has created the summary address.

		BGP table on SW2, SW3 and SW4 to verify the devices have received the summary address and still retain the longer prefixes.

		Specific prefix on SW1 to see it has assigned attributes aggregated and atomic-aggregate.

		Specific prefix on SW2, SW3 and SW4 to verify they know the router which summarized the prefixes.

		Specific prefix along with the longer-prefixes parameter to see the summary and all longer prefixes encompassed by the summary address.
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	Setup basic route aggregation in BGP4+ and suppress more specific prefixes from being advertised
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	Route aggregation is used to:

	
		Aggregate longer prefixes and advertise a single summary route.

		Decrease number of prefixes being advertised and reduce routing table size.



	Objective

	
		Use the BGP4+ aggregate-address command under the IPv6 address family to advertise a summary route from SW1.

		More specific prefixes are suppressed in this configuration.



	SW2, SW3, and SW4's BGP tables prior to route aggregation
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		Calculate the summary address with an appropriate subnet mask that matches the subnets to be summarized into a single prefix.



	
		List the prefixes to summarize:



	2001:0db8:000a:0010::/64

	2001:0db8:000a:0020::/64

	2001:0db8:000a:0030::/64

	
		Each digit in an IPv6 address is 4 bits. Each colon-separated segment of the IPv6 address is 16 bits.

		The first three identical segments of each prefix is 2001:0db8:000a, that is 48 bits to be used as part of the summary address.

		As shown in the table below, convert the fourth segment of each of the three Hex prefixes (0010, 0020, 0030) into binary.
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		The leading 10 bits for each of the three segments are identical and can also be used as part of the summary address.

		48 bits + 10 bits gives us a /58 mask for the summary address.



	Summary address = 2001:db8:a::/58

	
		Configure the aggregate-address command on SW1 to advertise a summary route.



	The summary-only parameter suppressed longer prefixes from being advertised.

	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#aggregate-address 2001:db8:a::/58 summary-only

	Verify by viewing the:

	
		BGP table on SW1 to see it has created the summary address. (Notice the “s” next to the longer prefixes, showing they are suppressed.)

		BGP table on SW2, SW3 and SW4 to verify the devices have received the summary address only.

		Specific prefix on SW1 to see it has assigned attributes aggregated and atomic-aggregate.

		Specific prefix on SW2, SW3 and SW4 to verify they know the router which summarized the prefixes.
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	Setup basic route aggregation to aggregate routes received from a neighboring AS

	Aggregating routes learned from a BGP4+ peer. SW2 will aggregate longer prefixes learned from SW1.

	[image: Aggregatihg_routes]

	Objective

	Use the BGP4+ aggregate-address command under the IPv6 address family on SW2 to aggregate the routes: 2001:db8:a:10::/64, 2001:db8:a:20::/64 and 2001:db8:a:30::/64, learned from SW1 into a single summary route.

	
		Suppress longer prefixes and advertise the summary route to other BGP peers connected to SW2.

		Analyse the potential issue of black hole routing.

		Advertise an AS set for the summary route to include the ASN where the longer prefixes originated.



	Quick guide on BGP aggregation attributes

	AGGREGATOR: identifies the router which summarized the routes.

	ATOMIC-AGGREGATE: Indicates the NLRI should not be de-aggregated.

	AS set

	
		An AS set is an unordered list of ASNs from all of the routes being aggregated.

		This is used to prevent AS loops occurring as the BGP speaker who advertised the longer prefixes will deny the summary route due to seeing its own ASN in the AS_PATH.



	Summary route advertisement conditions

	There must be at least one prefix residing within the summary address, for the summary route to be advertised to peers.

	SW3, and SW4's BGP tables prior to route aggregation
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		Calculate the summary address with an appropriate subnet mask. This single summarized route matches all three prefixes.



	
		List the prefixes to summarize:



	2001:0db8:000a:0010::/64

	2001:0db8:000a:0020::/64

	2001:0db8:000a:0030::/64

	
		Each digit in an IPv6 address is 4 bits. Each colon-separated segment of the IPv6 address is 16 bits.

		The first three identical segments of each prefix is 2001:0db8:000a, that is 48 bits to be used as part of the summary address.

		As shown in the table below, convert the fourth segment of each of the three Hex prefixes (0010, 0020, 0030) into binary.
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		The leading 10 bits for each of the three segments above are identical and can also be used as part of the summary address.

		48 bits +10 bits gives us a /58 mask for the summary address.



	Summary address = 2001:db8:a::/58

	
		Configure the aggregate-address command on SW2 to advertise a summary route.



	
		SW2 will advertise a summary route to peers and suppress the more specific prefixes learned from SW1.

		The summary-only parameter suppresses longer prefixes from being advertised.



	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#aggregate-address 2001:db8:a::/58 summary-only

	
		Verify and explore the potential issue of black hole routing.



	
		We can see SW2 has aggregated the routes and is advertising a summary route. However, a new issue has been created where SW2 will also advertise the summary route back to SW1.

		SW1 will accept and install this prefix as only SW2's ASN is in the AS_PATH. This result occurs because SW1 does not discard the prefix because its own ASN is not in the AS_PATH.
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	Note: SW2 advertises the route as originating from its own AS.
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		SW1 has learned the summary route from SW2.

		AS_PATH shows summary has originated from AS 200.

		SW1 installs the prefix as it believes there is no loop.
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	How a black hole route could form

	If one of the specific prefixes advertised by SW1 are no longer reachable by SW1:

	
		The next best path to that prefix is the less specific summary route learned from SW2.

		SW1 would route traffic for the destination prefix to SW2.

		SW2 will no longer have the longer prefix originally advertised by SW1.

		SW2 will drop traffic destined for the longer prefix.

		A black hole route has formed for all traffic destined to the specific prefix.



	
		Mitigate the potential issue of a black hole route by advertising the AS set.



	Use the as-set parameter on SW2 to advertise an AS set to peers receiving the summary route.

	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#aggregate-address 2001:db8:a::/58 as-set summary-only

	Verify by viewing the BGP table on:

	
		SW1 to view the prefix has been denied.

		SW2 to view the suppressed longer prefixes and that the originating AS is 100.

		SW3 and SW4 to see the originating ASN for the route is included (unordered-shown with the \'7b \'7d ) in the AS_PATH.
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	Verifying with debug

	On SW1 use debug to view BGP has denied the summary route as it contains AS 100 in the AS_PATH.
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	Setup an unsuppress map to advertise longer prefixes suppressed by an aggregate address

	[image: Aggregatihg_routes]

	Route aggregation is used to:

	
		Aggregate longer prefixes and advertise a single summary route.

		Decrease number of prefixes being advertised and reduce routing table size.



	An unsuppress map is used to:

	
		Unsuppress suppressed routes (which have longer prefix masks) to specific peers.

		Advertise more specific prefixes (with the longer masks) to peers.



	Note: The unsuppress map does NOT prevent the summary route being advertised. If this is desired, route filtering must also be applied.

	Objectives

	
		Suppress the longer prefixes being advertised to SW3 from SW2.

		Unsuppress the longer prefixes being advertised to SW4 from SW2.



	SW2, SW3, and SW4's BGP tables prior to route aggregation
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		Calculate the summary address with an appropriate subnet mask that matches the subnets to be summarized into a single prefix.



	List the prefixes to summarize:

	2001:0db8:000a:0010::/64

	2001:0db8:000a:0020::/64

	2001:0db8:000a:0030::/64

	
		Each digit in an IPv6 address is 4 bits. Each colon-separated segment of the IPv6 address is 16 bits.

		The first three identical segments of each prefix is 2001:0db8:000a, that is 48 bits to be used as part of the summary address.

		As shown in the table below, convert the fourth segment of each of the three Hex prefixes (0010, 0020, 0030) into binary.
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		The leading 10 bits for each of the three segments are identical and can also be used as part of the summary address.

		48 bits +10 bits gives us a /58 mask for the summary address.



	Summary address = 2001:db8:a::/58

	
		Configure the aggregate-address command on SW2 to advertise a summary route.



	SW2(config)#router bgp 100

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#aggregate-address 2001:db8:a::/58 as-set summary-only

	
		Configure an unsuppress map.



	
		Create an IPv6 ACL or prefix list to classify the suppressed prefixes.



	SW2(config)#ipv6 prefix-list BGP_UNSUPPRESS_LIST seq 10 permit 2001:db8:a:10::/64

	SW2(config)#ipv6 prefix-list BGP_UNSUPPRESS_LIST seq 20 permit 2001:db8:a:20::/64

	SW2(config)#ipv6 prefix-list BGP_UNSUPPRESS_LIST seq 30 permit 2001:db8:a:30::/64

	
		Create a route map to match on the ACL or prefix list.



	SW2(config)#route-map BGP_UNSUPPRESS_MAP permit 10

	SW2(config-route-map)#match ipv6 address prefix-list BGP_UNSUPPRESS_LIST

	
		Apply the unsuppress map to the peering session to SW4.



	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor 2001:db8:30::2 unsuppress-map BGP_UNSUPPRESS_MAP

	
		Clear the BGP session to SW4 to apply the changes.



	SW2#clear bgp ipv6 2001:db8:30::2

	Verify by viewing the:

	
		BGP table on SW3 and SW4. (SW3 should only have learned the summary route, and SW4 should learn the summary and longer prefixes).

		BGP neighbor information for SW4 on SW2. The unsuppress map route map policy should be present under the IPv6 address family information.

		Matching prefixes for the unsuppress map on SW2.
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	Chapter 6: Path Control

	This chapter covers the following topics:

	
		Using local preference to change the preferred path for selected prefix(es) - Inbound method

		Using local preference to change the preferred path for selected prefix(es) - Outbound method

		Multi-Exit Discriminator (MED)

		Using deterministic-med to ensure MED comparison from the same AS

		Comparing MED from different AS to change the path preference

		Using deterministic-med and always-compare-med together to change the path preference

		Using the BGP backdoor feature to change path preference without altering the default BGP AD

		Using weight to change path preference for all prefix(es) received into a router



	BGP4+ uses an algorithm to compare routes on the basis of local preference. The local preference indicates the preferred path when there are multiple paths to the same destination. The path with the higher preference is preferred.

	You can define a particular path as more preferable or less preferable than other paths by changing the default local preference value of 100.

	The following scenarios present alternative methods to achieve selective path control.

	Using local preference to change the preferred path for selected prefix(es) - Inbound method

	Scenario

	
		BGP_SW1 resides in AS 100.

		BGP_SW2 and BGP_SW3 reside in AS 200.

		The link between BGP_SW1 and BGP_SW2 is unmetered and incurs no additional cost.

		The link between BGP_SW1 and BGP_SW3 is metered and incurs additional usage costs.
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	Objective

	The objective is to ensure the path selected by BGP_SW3 to networks 2001:db8:11::/64, 2001:db8:12::/64 and 2001:db8:13::/64 (11,12,13) originating from AS 100 (OSPF_SW1), is via the unmetered link between BGP_SW1 and BGP_SW2, (incurs no additional cost), instead of via the more direct link via VLAN 30.

	BGP_SW3 learns about the networks 11,12,13 from both BGP peers BGP_SW1 and BGP_SW2. By default, BGP_SW3 chooses the path via eBGP neighbor BGP_SW1. Since the Local Preference values are the same, the tie breaker for routing path selection used is BGP's preference for the eBGP path over the iBGP path - based on the BGP best path selection algorithm.

	To achieve this non-default objective, BGP_SW3 is to apply a local preference value to prefixes received in BGP updates from iBGP neighbor BGP_SW2. Applying a higher local preference on BGP_SW3 for the received prefixes, BGP will then determine the preferred path is via iBGP neighbor BGP_SW2. This will supersede the current preference for eBGP routing over an iBGP routing.

	To achieve this non-default prerequisite

	The BGP next-hop-self option must be configured for iBGP neighbors BGP_SW2 and BGP_SW3. This is because the iBGP neighbors will advertise the externally learned prefixes from AS 100, with the Next-Hop address of the external neighbor BGP_SW1. In this case, we need to use BGP_SW2's address as the Next Hop for prefixes advertised from BGP_SW2 to BGP_SW3 and vice-versa for prefixes advertised from BGP_SW3 to BGP_SW2.

	This should also be configured on BGP_SW3 as well, in case the path to AS 100 via BGP_SW2 goes down.

	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:3::1 next-hop-self 

	BGP_SW2(config-router-af)#end

	BGP_SW2#clear bgp ipv6 *

	 

	BGP_SW3(config)#router bgp 200

	BGP_SW3(config-router)#address-family ipv6

	BGP_SW3(config-router-af)#neighbor 2001:db8:2::1 next-hop-self

	BGP_SW3(config-router-af)#end

	BGP_SW3#clear bgp ipv6 *

	View of BGP_SW3's BGP table PRIOR to Local Preference adjustment

	BGP_SW3 currently uses the eBGP path via the directly connected (metered) link to AS 100, as the Local Preference values are the same. 

	Because the Local Preference values are the same, the tie breaker is BGP's preference for the eBGP path over the iBGP path.

	We want to ensure BGP_SW3 selects the internal path via iBGP neighbor 2001:db8:2::1 (via BGP_SW2) instead of via the eBGP neighbor 2001:db8:1::1 (BGP_SW1).

	Here is the BGP_SW3 table prior to Local Preference adjustment:
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		Create an Access List or a Prefix List to classify the three networks 11,12, and 13.



	Option1: (A more efficient prefix network and length can be defined if desired.)

	BGP_SW3(config)#ipv6 prefix-list REMOTE_NETWORK_LIST seq 10 permit 2001:db8:11::/64

	BGP_SW3(config)#ipv6 prefix-list REMOTE_NETWORK_LIST seq 20 permit 2001:db8:12::/64

	BGP_SW3(config)#ipv6 prefix-list REMOTE_NETWORK_LIST seq 30 permit 2001:db8:13::/64

	
Option 2:

	BGP_SW3(config)#ipv6 access-list standard REMOTE_NETWORK_LIST permit 2001:db8:11::/64

	BGP_SW3(config)#ipv6 access-list standard REMOTE_NETWORK_LIST permit 2001:db8:12::/64

	BGP_SW3(config)#ipv6 access-list standard REMOTE_NETWORK_LIST permit 2001:db8:13::/64

	
		Create a route map to match on the ACL or Prefix List and alter the local preference value for the matching prefix(es).



	
		Sequence 10 will apply local preference value of 150 to prefixes matching the ACL / Prefix List.

		Sequence 20 will permit all other prefixes, leaving the default value unchanged.



	Option 1: (ACL used)

	BGP_SW3(config)#route-map REMOTE_NETWORK permit 10

	BGP_SW3(config-route-map)#match ipv6 address REMOTE_NETWORK_LIST

	BGP_SW3(config-route-map)#set local-preference 150

	BGP_SW3(config-route-map)#route-map REMOTE_NETWORK permit 20

	Option 2: (Prefix List used)

	BGP_SW3(config)#route-map REMOTE_NETWORK permit 10

	BGP_SW3(config-route-map)#match ipv6 address prefix-list REMOTE_NETWORK_LIST

	BGP_SW3(config-route-map)#set local-preference 150

	BGP_SW3(config-route-map)#route-map REMOTE_NETWORK permit 20

	
		Apply the route map for prefixes received in BGP updates on BGP_SW3 in AS 200.



	The route map will apply for prefixes received by iBGP neighbor 2001:db8:2::1.

	BGP_SW3(config)#router bgp 200

	BGP_SW3(config-router)#address-family ipv6

	BGP_SW3(config-router)#neighbor 2001:db8:2::1 route-map REMOTE_NETWORK in

	
		Clear the BGP session to neighbor 2001:db8:2::1 (BGP_SW3 in AS 200) to apply the change.



	BGP_SW2#clear bgp ipv6 2001:db8:3::1

	Verify by:

	
		Using the show bgp ipv6 command and specifying a network to verify specific prefixes.

		Using the BGP table seen on BGP_SW3. Prefixes advertised from BGP_SW2 have a local preference value of 150.

		Using the routing table seen on BGP_SW3.

		Viewing the BGP neighbor output (Route map for incoming advertisements).

		Viewing the route map.

		Viewing the prefix list detail (Hit count per sequence).
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	BGP_SW3 configuration

	BGP_SW3#

	!

	hostname BGP_SW3

	!

	vlan database

	vlan 30,40 state enable

	!

	interface port1.0.1

	switchport access vlan 30

	!

	interface port1.0.2

	switchport access vlan 40

	!

	interface lo

	ipv6 address 2001:db8:3::1/64

	!

	interface vlan30

	ipv6 address 2001:db8:30::2/64

	!

	interface vlan40

	ipv6 address 2001:db8:40::2/64

	!

	router bgp 200

	 bgp router-id 3.3.3.3

	no bgp default ipv4-unicast

	neighbor 2001:db8:1::1 remote-as 100

	neighbor 2001:db8:1::1 ebgp-multihop 2

	neighbor 2001:db8:1::1 update-source lo

	neighbor 2001:db8:2::1 remote-as 200

	neighbor 2001:db8:2::1 update-source lo

	!

	address-family ipv6

	neighbor 2001:db8:1::1 activate

	neighbor 2001:db8:2::1 activate

	neighbor 2001:db8:2::1 next-hop-self

	neighbor 2001:db8:2::1 route-map REMOTE_NETWORK in

	exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan30

	ipv6 route 2001:db8:2::1/128 fe80::209:41ff:fefb:c323 vlan40

	!

	ipv6 prefix-list REMOTE_NETWORK_LIST seq 10 permit 2001:db8:11::/64

	ipv6 prefix-list REMOTE_NETWORK_LIST seq 20 permit 2001:db8:12::/64

	 

	ipv6 prefix-list REMOTE_NETWORK_LIST seq 30 permit 2001:db8:13::/64

	!

	route-map REMOTE_NETWORK permit 10

	match ipv6 address prefix-list REMOTE_NETWORK_LIST

	set local-preference 150

	!

	route-map REMOTE_NETWORK permit 20

	!

	end

	Using local preference to change the preferred path for selected prefix(es) - Outbound method

	Scenario
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		BGP_SW1 resides in AS 100.

		BGP_SW2 and BGP_SW3 reside in AS 200.

		The link between BGP_SW1 and BGP_SW2 is unmetered and incurs no additional cost.

		The link between BGP_SW1 and BGP_SW3 is metered and incurs additional usage costs.



	Objective

	The objective is to ensure the path selected by BGP_SW3 to networks 11,12,13 located in AS 100 is via the link between BGP_SW1 and BGP_SW2. To achieve this objective, BGP_SW2 is to advertise a Local Preference of 150 to iBGP neighbor BGP_SW3 for AS 100 prefixes in BGP Updates.

	By advertising a higher Local Preference for the selected prefixes, BGP will then determine that the internal path via BGP_SW2 is the preferred path. This will supersede the current preference for eBGP route over an iBGP route.

	Prerequisite

	The BGP next-hop-self option must be configured for iBGP neighbors BGP_SW2 and BGP_SW3. This is because the iBGP neighbors will advertise the prefixes learned from BGP_SW1 in AS 100 to each other, with the Next Hop of BGP_SW1. In this case we need to use BGP_SW2's address as the Next Hop for prefixes advertised to BGP_SW3.

	This should also be configured on BGP_SW3 as well, in case the link via BGP_SW2 goes down.

	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:3::1 next-hop-self

	BGP_SW2(config-router-af)#end

	BGP_SW2#clear bgp ipv6 *   

	 

	BGP_SW3(config)#router bgp 200

	BGP_SW3(config-router)#address-family ipv6

	BGP_SW3(config-router-af)#neighbor 2001:db8:2::1 next-hop-self

	BGP_SW3(config-router-af)#end

	BGP_SW3#clear bgp ipv6 *

	View of BGP_SW2's BGP table prior to Local Preference adjustment

	Currently BGP_SW2 takes the desired path via the unmetered link.
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	View of BGP_SW3's BGP table prior to Local Preference adjustment

	BGP_SW3 currently uses the eBGP path via the directly connected (metered) link to AS 100, because the Local Preference values are the same. Because the Local Preference values are the same, the tie breaker is BGP's preference for the eBGP path over the iBGP path.

	We want to make BGP_SW3 take the internal path via iBGP neighbor 2001:db8:2: :1.
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		Create an Access List or a Prefix List to classify prefix 2001:db8:12::/64.



	Option 1:

	BGP_SW2(config)#ipv6 prefix-list REMOTE_NETWORK_LIST seq 10 permit 2001:db8:11::/64

	BGP_SW2(config)#ipv6 prefix-list REMOTE_NETWORK_LIST seq 20 permit 2001:db8:12::/64

	BGP_SW2(config)#ipv6 prefix-list REMOTE_NETWORK_LIST seq 30 permit 2001:db8:13::/64

	Option 2:

	BGP_SW2(config)#ipv6 access-list standard REMOTE_NETWORK_LIST permit 2001:db8:11::/64

	BGP_SW2(config)#ipv6 access-list standard REMOTE_NETWORK_LIST permit 2001:db8:12::/64

	BGP_SW2(config)#ipv6 access-list standard REMOTE_NETWORK_LIST permit 2001:db8:13::/64

	
		Create a Route Map to match on the ACL or Prefix List and apply a weight value for the matching prefix(es).



	
		Sequence 10 will apply a Local Preference value of 150 to prefixes matching the ACL / Prefix List.

		Sequence 20 will permit all other prefixes, leaving the default value unchanged.



	Option 1: (ACL used)

	BGP_SW2(config)#route-map REMOTE_NETWORK permit 10

	BGP_SW2(config-route-map)#match ipv6 address REMOTE_NETWORK_LIST

	BGP_SW2(config-route-map)#set local-preference 150

	BGP_SW2(config-route-map)#route-map REMOTE_NETWORK permit 20

	Option 2: (Prefix List used)

	BGP_SW2(config)#route-map REMOTE_NETWORK permit 10

	BGP_SW2(config-route-map)#match ipv6 address prefix-list REMOTE_NETWORK_LIST

	BGP_SW2(config-route-map)#set local-preference 150

	BGP_SW2(config-route-map)#route-map REMOTE_NETWORK permit 20

	
		Apply Route Map for prefixes advertised to iBGP neighbor BGP_SW3 in AS 200.



	Route map will apply for prefixes advertised to iBGP neighbor 2001:db8:3::1.

	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:3::1 route-map REMOTE_NETWORK out

	
		Clear BGP session to iBGP neighbor 2001:db8:3::1 (BGP_SW3) to apply the change.



	BGP_SW2#clear bgp ipv6 2001:db8:3::1

	Verify using the:

	
		BGP table seen on BGP_SW3. Prefixes advertised from BGP_SW2 have a local preference value of 150.

		Routing table seen on BGP_SW3.

		BGP neighbor 2001:db8:3::1 output seen on BGP_SW2 (Next Hop, Outbound path policy configured, Route map for outgoing advertisements).

		show route-map command on BGP_SW2.

		show ipv6 prefix-list detail command on BGP_SW2.
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	BGP_SW2 configuration

	BGP_SW2#

	!

	hostname BGP_SW2

	!

	vlan database

	vlan 20,40 state enable

	!

	interface port1.0.1

	switchport access vlan 20

	!

	interface port1.0.2

	switchport access vlan 40

	!

	interface lo

	ipv6 address 2001:db8:2::1/64

	!

	interface vlan20

	ipv6 address 2001:db8:20::2/64

	!

	interface vlan40

	ipv6 address 2001:db8:40::1/64

	!

	router bgp 200

	bgp router-id 2.2.2.2

	 no bgp default ipv4-unicast

	neighbor 2001:db8:1::1 remote-as 100

	neighbor 2001:db8:1::1 ebgp-multihop 2

	neighbor 2001:db8:1::1 update-source lo

	neighbor 2001:db8:3::1 remote-as 200

	neighbor 2001:db8:3::1 update-source lo

	!

	address-family ipv6

	neighbor 2001:db8:1::1 activate

	neighbor 2001:db8:3::1 activate

	neighbor 2001:db8:3::1 next-hop-self

	neighbor 2001:db8:3::1 route-map REMOTE_NETWORK out

	exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan40

	!

	ipv6 prefix-list REMOTE_NETWORK_LIST seq 10 permit 2001:db8:11::/64

	ipv6 prefix-list REMOTE_NETWORK_LIST seq 20 permit 2001:db8:12::/64

	ipv6 prefix-list REMOTE_NETWORK_LIST seq 30 permit 2001:db8:13::/64

	!

	route-map REMOTE_NETWORK permit 10

	match ipv6 address prefix-list REMOTE_NETWORK_LIST

	set local-preference 150

	!

	route-map REMOTE_NETWORK permit 20

	!

	end

	BGP_SW3 configuration

	BGP_SW3#

	!

	hostname BGP_SW3

	!

	vlan database

	vlan 30,40 state enable

	!

	interface port1.0.1

	switchport access vlan 30

	!

	interface port1.0.2

	switchport access vlan 40

	!

	interface lo

	ipv6 address 2001:db8:3::1/64

	!

	interface vlan30

	ipv6 address 2001:db8:30::2/64

	!

	interface vlan40

	ipv6 address 2001:db8:40::2/64

	!

	router bgp 200

	 bgp router-id 3.3.3.3

	no bgp default ipv4-unicast

	neighbor 2001:db8:1::1 remote-as 100

	neighbor 2001:db8:1::1 ebgp-multihop 2

	neighbor 2001:db8:1::1 update-source lo

	neighbor 2001:db8:2::1 remote-as 200

	neighbor 2001:db8:2::1 update-source lo

	!

	address-family ipv6

	neighbor 2001:db8:1::1 activate

	neighbor 2001:db8:2::1 activate

	neighbor 2001:db8:2::1 next-hop-self

	exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan30

	ipv6 route 2001:db8:2::1/128 fe80::209:41ff:fefb:c323 vlan40

	!

	end

	Multi-Exit Discriminator (MED)

	When to use MED

	MED can be used to influence the best path when there are multiple entry points into an AS.

	MED deployments

	MED can be implemented in a customer network with multiple access points, and can be advertised to a neighboring AS to hint of the preferred path into the AS. The MED is also known as the external metric of a route. A lower MED value is preferred over a higher MED value.

	For example, a provider may advertise MED to a customer AS to influence the customers best path into the provider's AS.

	[image: C:\Users\carinb\AppData\Roaming\Images\Path Control\BGP_MED_design1.jpg]

	Another example is a customer AS may advertise MED to a provider's AS to influence the best path to destination networks residing in the customers AS.

	[image: BGP_MED_design2]

	Metric

	Metric is used to determine the best path to a neighboring AS. Lower metric is preferred over a higher metric.

	Design considerations

	MED does not force the neighboring AS to send traffic back to the originating AS via the preferred path. MED only hints at the preferred path. The local policies of the neighboring AS BGP routers will determine if the MED will be enacted upon in the best path calculation.

	This section also discusses several possibilities of MED not being compared.

	Scenario 1

	The neighbor AS removes the MED attribute upon receipt of the UPDATE message containing the attribute for the given advertised prefix. Neighboring AS BGP routers will not compare the MED advertised by the originating AS.

	Neighbor AS configuration example

	awplus(config)#router bgp 100

	awplus(config-router)#bgp bestpath med remove-recv-med

	Scenario 2

	Due to the order of which the paths are learned from BGP peers residing in the same neighboring AS, the MED is not compared and the best path from that AS is not selected based on metric.

	Mitigation of the issue

	awplus(config)#router bgp 100

	awplus(config-router)#bgp deterministic-med

	Scenario 3

	MED is received from several peers which reside in different AS. Because MED is not compared between different AS by default, the best path is not selected based on metric.

	Mitigation of the issue

	awplus(config)#router bgp 100

	awplus(config-router)#bgp always-compare-med

	Using deterministic-med to ensure MED comparison from the same AS

	Scenario

	[image: CompareMED_single_AS_change_path]

	
		SW1 in AS 100 learns the prefix 2001:db8:100::/64 from three external peers.

		SW1 must compare the MED from AS 300 external peers to select the best path out of the two.



	BGP algorithm problem

	
		The BGP algorithm can lead to MED not being compared where two routes have an identical AS path to reach a prefix.

		This problem arises when two routes with an identical AS path advertised with MED, are not learned in order.

		BGP's best path algorithm evaluates the most recent path against the path below.

		If the routes are not learned in order, the best path algorithm will not compare the MED, as BGP requires the two routes to be from the same AS in order to conduct the MED evaluation.



	Use  

	BGP Deterministic MED groups routes with an identical AS path regardless of the order learned, ensuring a MED comparison.

	Implementation example

	An AS is receiving routes with MED values from several AS. The AS is dual homed to one or more AS, and must evaluate the received routes MED from the same AS to find the best path from the advertising AS.

	Objective

	Set BGP deterministic-med on SW1 to compare the MED attribute for routes received from BGP peers in AS 300.

	
		Create a route map to set a higher metric for the next preferred path.



	SW2(config)#route-map SET_METRIC permit 10

	SW2(config-route-map)#set metric 150

	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor 2001:db8:10::1 route-map SET_METRIC out

	
		Create a route map to set the lowest metric for the most preferred path.



	SW3(config)#route-map SET_METRIC permit 10

	SW3(config-route-map)#set metric 100 

	SW3(config)#router bgp 300

	SW3(config-router)#address-family ipv6

	SW3(config-router-af)#neighbor 2001:db8:20::1 route-map SET_METRIC out

	
		Create a route map to set the highest metric for the least preferred path.



	SW4(config)#route-map SET_METRIC permit 10

	SW4(config-route-map)#set metric 200 

	SW4(config)#router bgp 300

	SW4(config-router)#address-family ipv6

	SW4(config-router-af)#neighbor 2001:db8:30::1 route-map SET_METRIC out

	
		Set BGP deterministic-med on SW1 to evaluate, and always choose the path with the lowest metric.



	SW1(config)#route bgp 100

	SW1(config-router)#bgp deterministic-med

	The MED will be compared when the next BGP RIB scan is executed, which will re-run the best path algorithm, and the new best route will be selected. No session reset is required.

	Example
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	BGP configuration of SW1
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	BGP configuration of SW2, SW3, SW4 and SW5
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	Comparing MED from different AS to change the path preference

	Scenario

	By default, BGP only compares MED for routes received from the same AS. In some cases, it is desired for MED to be compared for routes received from different AS.
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	Use

	
		The command bgp always-compare-med, requires BGP to compare the MED attribute when choosing paths advertised by different peers in different ASs.



	Implementation example

	
		Multiple providers or enterprise customers agree on a policy for using MED.

		The enterprise customer wants to compare MED for routes received, to determine the best path to the destination.



	Objective

	Enable MED comparison for routes advertised by different AS.

	View of BGP_SW1's BGP table prior to MED adjustment

	
		The current preferred path is via SW3 in AS 300 because it is the oldest path.

		The oldest path is seen by viewing the specific prefix.
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		Create a route map to set the lowest metric for the next preferred path.



	SW2(config)#route-map SET_METRIC permit 10

	SW2(config-route-map)#set metric 100

	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor 2001:db8:10::1 route-map SET_METRIC out

	
		Create a route map to set a lowest metric for the most preferred path.



	SW3(config)#route-map SET_METRIC permit 10

	SW3(config-route-map)#set metric 150

	SW3(config)#router bgp 300

	SW3(config-router)#address-family ipv6

	SW3(config-router-af)#neighbor 2001:db8:20::1 route-map SET_METRIC out

	
		Create a route map to set the highest metric for the least preferred path.



	SW4(config)#route-map SET_METRIC permit 10

	SW4(config-route-map)#set metric 200

	SW4(config)#router bgp 400

	SW4(config-router)#address-family ipv6

	SW4(config-router-af)#neighbor 2001:db8:30::1 route-map SET_METRIC out

	
		Set SW1 to compare MED values from different AS in order to select the best path based on lowest metric



	SW1(config)#router bgp 100

	SW1(config-route-map)#bgp always-compare-med

	The MED will be compared when the next BGP RIB scan is executed, which will re-run the best path algorithm, and the new best route will be selected. No session reset is required.

	Verify by viewing the:

	
		BGP table. We can see SW1 has learned the destination network from the three external BGP peers.

		Specific BGP table prefix entry.
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	BGP configuration of SW1
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	BGP configuration of SW2
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	BGP configuration of SW3
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	BGP configuration of SW4
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	BGP configuration of SW5
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	Using deterministic-med and always-compare-med together to change the path preference

	The process overview explained

	Initially the paths to destination network 2001:db8:100::/64 are not learned in an order which permits MED being compared.

	The BGP best path algorithm compares the first path to the next path. Because MED is not compared, the BGP algorithm moves to the next preference to determine the best path.

	Before bgp deterministic-med is enabled

	Best path is currently the highest metric path via AS 300 based on the path being the oldest entry.

	1: ASPATH 300, MED 200, external

	2: ASPATH 200, MED 150, external

	3: ASPATH 300, MED 100, external

	BGP deterministic-med is then enabled and when the next BGP RIB scan occurs, the best path algorithm is re-run. This time however, entries are sorted by ASN so the metric can be compared.

	The paths from Group 1 are compared based on lowest metric. The best path from Group 1 is the path via AS 300 with the lower metric of 100.

	This best path from Group 1 is then compared to the path in AS 200. Because the metric is not compared between different ASNs by default, the preference then falls to path age. The path via AS 200 is the oldest path out of the two and thus becomes the best route.

	After bgp deterministic-med is enabled: (and before always-compare-med is enabled)

	The best path is now via AS 200 based on the path being the oldest entry when compared to Group 1's best selected path with MED of 100).

	Group 1:

	1: ASPATH 300, MED 100, external, most recent

	3: ASPATH 300, MED 200, external, oldest

	Group 2:

	2: ASPATH 200, MED 150, external, next oldest

	BGP always-compare-med is then enabled and when the next BGP RIP scan occurs, the best path algorithm is re-run. The entries grouped using deterministic-med are compared and the best path from AS 300 is determined as being the route with a metric of 100. This time however when the path is compared to the path in Group 2, the metric is compared. The best path is now the lowest metric path of 100 via AS 300 to reach the destination.

	When bgp always-compare-med is enabled:

	Best path is now via the AS 300 path with a MED of 100, due to the path having the lowest MED out of all paths.

	Group 1:

	1: ASPATH 300, MED 100, external, most recent

	3: ASPATH 300, MED 200, external, oldest

	Group 2:

	2: ASPATH 200, MED 150, external, next oldest

	Example

	
Part 1: When BGP deterministic-med and always-compare-med is off 

	Note:  Always-compare-med is also turned off so MED will not be compared between different AS, it will only be compared from the same AS.

	In this BGP table output following, due to the order in which the prefix was installed, the current best path selected to the 2001:db8:100::/64 prefix uses the highest metric path. This is due to both paths learned via AS 300 were not learned in order for which they could be compared.

	Because the metric was not compared, the path via peer 2001:db8:30::2 is the oldest route and is preferred over the other two routes.
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		The path via peer 2001:db8:30::2 in AS 300 was learned first.

		Then the path via peer 2001:db8:10::2 in AS 200 was learned.

		Finally the path via peer 2001:db8:20::2 in AS 300 was learned.
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	Part 2: Ensuring a comparison of MED from the same AS:

	SW1(config)#router bgp 100

	SW1(config-router)#bgp deterministic-med

	SW1(config-router)#end

	BGP executes a scan of the BGP routing table (Loc-RIB) during the next interval.
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	The best path is now deemed to be via BGP peer 2001:db8:10::2 in AS 200.

	MED has been compared between the two paths from AS 300 and the best route from AS 300 is via the peer 2001:db8:20::1 with a lower metric of 100.

	However, this path is then compared against the path via AS 200. Because always-compare-med is not enabled by default, the next preference again moves to age comparison.

	The path via SW2 is the best path because it is older than the path via SW3 in AS 300.

	Before BGP always-compare-med is enabled

	
		As seen in the output below, BGP deterministic-med has been enabled, but always-compare-med has not.
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	Currently the best path is selected based on oldest route.
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	The current best path is via the BGP peer 2001:db8:20::2, however the desired path is the path with the lowest metric. To achieve this we need to configure bgp always-compare-med, to ensure the comparison of MED between different AS.

	Part 3: When always-compare-med is enabled

	SW1(config-router)#bgp always-compare-med

	BGP executes a scan of the BGP routing table (Loc-RIB) during the next interval and re-runs the best path algorithm.

	22:29:35 SW1 BGP[1499]: [RIB] Scanning BGP RIB...

	The best path to the destination is via peer 2001:db8:20::2 in AS 300. This result has occurred due to the metric being compared between the routes from each AS.

	Because this path has the lowest metric, it is the best path.
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	Using the BGP backdoor feature to change path preference without altering the default BGP AD

	Scenario
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	Objective

	A business acquisition has occurred and a new RIPng network is being established between AS 200 and AS 300.

	
		This new link is much faster with a data rate of 100Mbps.

		The older links which BGP uses have a data rate of only 10Mbps.

		Currently no traffic transits the new RIPng network. Traffic between AS200 and AS300 flows via AS100.

		This is because the default eBGP Administrative Distance is 20, and RIPng is 120. The lower Administrative Distance (AD) wins and the slower eBGP path is preferred.

		The backdoor feature (parameter) must be used to ensure traffic between AS 200 and AS 300 uses the faster RIPng network.

		Using the backdoor feature will avoid changing the default AD for all BGP paths.

		The eBGP path will become the backup path for the network if the RIPng path goes down.



	View of BGP_SW2's BGP, RIPng and routing tables prior to the backdoor route being installed

	All traffic to prefixes in AS 300 will be sent via the slower external path transiting AS 100, as the AD 20 is lower than RIPng's AD of 120. RIPng knows of the prefixes in AS 300.
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		Configure the destination networks using the backdoor parameter.



	
		The backdoor parameter will set the specified network to an AD of 200 instead of 20.

		Since the AD is now higher, the IGP (RIPng) will be the preferred path.

		Only the BGP AD for the prefixes specified below will be modified. The default BGP AD remains unchanged for any other BGP prefixes.



	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#network 2001:db8:31::/64 backdoor

	BGP_SW2(config-router-af)#network 2001:db8:32::/64 backdoor

	BGP_SW2(config-router-af)#network 2001:db8:33::/64 backdoor

	 

	BGP_SW3(config)#router bgp 300

	BGP_SW3(config-router)#address-family ipv6

	BGP_SW3(config-router-af)#network 2001:db8:21::/64 backdoor

	BGP_SW3(config-router-af)#network 2001:db8:22::/64 backdoor

	BGP_SW3(config-router-af)#network 2001:db8:23::/64 backdoor

	Verify

	
		By viewing the routing table on BGP_SW2 and BGP_SW3. (Notice the eBGP paths now have an AD of 200.)

		The RIPng routes are now the best selected routes to reach the destination networks.
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	Configuration of BGP_SW2

	Note: Route filtering has been applied to BGP so the static routes to the neighbor's loopback is not advertised.

	BGP_SW2#

	!

	hostname BGP_SW2

	!

	vlan database

	 vlan 20,40 state enable

	!

	interface port1.0.1  

	 switchport access vlan 20

	!

	interface port1.0.2

	 switchport access vlan 40

	!

	interface lo

	 ipv6 address 2001:db8:2::1/64

	!

	interface vlan20

	 ipv6 address 2001:db8:20::2/64

	!

	interface vlan40

	 ipv6 address 2001:db8:40::1/64

	 ipv6 router rip

	!

	router ipv6 rip

	 redistribute static

	 distribute-list prefix FILTER_OUT out

	!

	router bgp 200

	bgp router-id 2.2.2.2

	 no bgp default ipv4-unicast

	 neighbor 2001:db8:1::1 remote-as 100

	 neighbor 2001:db8:1::1 ebgp-multihop 2

	 neighbor 2001:db8:1::1 update-source lo

	 !

	 address-family ipv6

	 network 2001:db8:31::/64 backdoor

	 network 2001:db8:32::/64 backdoor

	 network 2001:db8:33::/64 backdoor

	 redistribute static

	 neighbor 2001:db8:1::1 activate

	 neighbor 2001:db8:1::1 prefix-list FILTER_OUT out

	 exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan20

	ipv6 route 2001:db8:21::/64 Null

	ipv6 route 2001:db8:22::/64 Null

	ipv6 route 2001:db8:23::/64 Null

	!

	ipv6 prefix-list FILTER_OUT seq 10 deny 2001:db8:1::1/128

	ipv6 prefix-list FILTER_OUT seq 20 permit any

	!

	end

	Configuration of BGP_SW3

	Note: Route filtering has been applied to BGP so the static routes to the neighbor's loopback is not advertised.

	BGP_SW3#

	 

	hostname BGP_SW3

	!

	vlan database

	 vlan 30,40 state enable

	!

	interface port1.0.1

	 switchport access vlan 30

	!

	interface port1.0.2

	 switchport access vlan 40

	!

	interface lo

	 ipv6 address 2001:db8:3::1/64

	!

	interface vlan30

	 ipv6 address 2001:db8:30::2/64

	!

	interface vlan40

	 ipv6 address 2001:db8:40::2/64

	 ipv6 router rip

	!

	router ipv6 rip

	 redistribute static

	 distribute-list prefix FILTER_OUT out

	!

	router bgp 300

	bgp router-id 3.3.3.3

	  no bgp default ipv4-unicast

	 neighbor 2001:db8:1::1 remote-as 100

	 neighbor 2001:db8:1::1 ebgp-multihop 2

	 neighbor 2001:db8:1::1 update-source lo

	 !

	 address-family ipv6

	 network 2001:db8:21::/64 backdoor

	 network 2001:db8:22::/64 backdoor

	 network 2001:db8:23::/64 backdoor

	 redistribute static

	 neighbor 2001:db8:1::1 activate

	 neighbor 2001:db8:1::1 prefix-list FILTER_OUT out

	 exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan30

	ipv6 route 2001:db8:31::/64 Null

	ipv6 route 2001:db8:32::/64 Null

	ipv6 route 2001:db8:33::/64 Null

	!

	ipv6 prefix-list FILTER_OUT seq 10 deny 2001:db8:1::1/128

	ipv6 prefix-list FILTER_OUT seq 20 permit any

	!

	 

	end

	Using weight to change path preference for all prefix(es) received into a router

	Scenario
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		The link between BGP_SW2 and BGP_SW1 is metered, and will incur additional costs.

		The link between BGP_SW2 and BGP_SW3 is not metered.

		The current path from AS200 to prefixes residing in AS 100 is via the metered link.

		The desired path from AS200 to prefixes in AS 100 is via the unmetered link, transiting AS 300.



	Objective

	The objective is for the path from AS200 via AS 300 to be selected in the BGP table as the best path.
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		Set the weight attribute for all prefixes advertised by a BGP neighbor.



	 With the weight attribute, the heavier weight is preferred. All routes advertised by neighbor 2001:db8:3::1 (BGP_SW3 in AS 300) will have a weight value of 200 applied.

	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:3::1 weight 200

	
		Clear the BGP neighbor session to apply the change.



	BGP_SW2#clear bgp ipv6 2001:db8:3::1

	Verify by viewing the:

	
		BGP neighbor output for neighbor 2001:db8:3::1 (weight value is specified).

		BGP table (preferred path and weight value is specified).

		Routing table.



	BGP_SW2#show bgp ipv6 neighbors 2001:db8:3::1
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	Chapter 7: Load Sharing Examples

	This chapter covers the following topics:

	
		Load sharing to a single ISP from a single dual-homed router using the max-paths command

		Using the weight command to achieve load balancing

		Using BGP multi hop to achieve load sharing 

		Using BGP communities to adjust Local Preference



	By default BGP always selects the best path to reach a destination. On occasions when there is more than one exit point or path from an AS, it may be preferred to instead perform non-default load sharing of traffic across the redundant paths whilst both paths are available, and for all traffic to exit the AS via the single available path when other redundant paths are down.

	The following section describes how to configure some load sharing scenarios.

	Load sharing to a single ISP from a single dual-homed router using the max-paths command

	Scenario

	
		SW1 is a customer connected to an ISP (AS 200) with two links for redundancy and load sharing.
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	Default behaviour

	By default BGP will select only one path from the available equal cost paths to install in the Routing Information Base (RIB).

	In solutions where equal cost paths are desired, BGP must select more than one best path to be installed in the RIB.

	The max-paths command overrides the default BGP behaviour, allowing BGP to install up to the maximum defined equal cost paths in the RIB.

	Implementation example

	
		When load sharing across two or more equal cost paths is desired.



	Objective

	
		Configure BGP to install two equal cost paths in the RIB to achieve load sharing.



	View of SW1's route table before max-paths has been configured for BGP. Currently BGP is only installing one path (the best path) in the RIB by default.
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		Configure the max-paths command under the BGP IPv6 Address Family



	
		Up to 64 equal cost paths are supported by AlliedWare Plus.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#max-paths ebgp 2

	Note: Defining the maximum equal cost paths for iBGP can also be achieved by using:

	 SW1(config-router-af)#max-paths ibgp ?

	<2-64> Supported multipath numbers

	Note:To remove the configuration, enter:

	SW1(config-router-af)#no max-paths ebgp

	Verify by viewing the:

	
		Routing table on SW1, (two equal cost paths should be installed).

		Route information for 2001:db8:100::/64, (two next hop addresses should be present for the route).

		BGP route entry. (Note both paths show multipath-candidate, and installed.)
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	Using the weight command to achieve load balancing 

	By changing path preference for selected prefix(es) received into a router

	Scenario

	[image: K:\CSG\Documentation\Books\Books\BGP4+_Config_Guide\Images\Path Control\Path_control_2a.png]

	The link between BGP_SW2 and BGP_SW1 is heavily utilized with all traffic from AS 200 to prefixes 2001:db8:11: :/64, 2001:db8:12: :/64, and 2001:db8:13: :/64 in AS 100 using this link by default.

	Objective

	
		Load sharing is required to more evenly balance the egress traffic from AS 200 towards AS100.

		The desired path to prefix 2001:db8:11::/64 and 2001:db8:13::/64 is the link to AS 100.

		The desired path to prefix 2001:db8:12::/64 is via the alternate link via AS 300.



	View of BGP_SW2's BGP table prior to weight adjustment
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		Create an Access List or a Prefix List to classify prefix 2001:db8:12::/64.



	Option 1:

	BGP_SW2(config)#ipv6 access-list standard REMOTE_NETWORK_LIST permit 2001:db8:12::/64

	Option 2:

	BGP_SW2(config)#ipv6 prefix-list REMOTE_NETWORK_LIST seq 10 permit 2001:db8:12::/64

	
		Create a Route Map to match on the ACL or Prefix List and apply a weight value for the matching prefix(es).



	
		Sequence 10 will apply weight 200 to prefixes matching the ACL / Prefix List.

		Sequence 20 will permit all other prefixes, leaving the default value unchanged.



	Option 1: (ACL used)

	BGP_SW2(config)#route-map REMOTE_NETWORK permit 10

	BGP_SW2(config-route-map)#match ipv6 address REMOTE_NETWORK_LIST

	BGP_SW2(config-route-map)#set weight 200

	BGP_SW2(config-route-map)#route-map REMOTE_NETWORK permit 20

	Option 2: (Prefix list used)

	BGP_SW2(config)#route-map REMOTE_NETWORK permit 10

	BGP_SW2(config-route-map)#match ipv6 address prefix-list REMOTE_NETWORK_LIST

	BGP_SW2(config-route-map)#set weight 200

	BGP_SW2(config-route-map)#route-map REMOTE_NETWORK permit 20

	
		Apply the Route Map for prefixes advertised by BGP_SW3 in AS 300.



	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:3::1 route-map REMOTE_NETWORK in

	
		Clear BGP session to neighbor 2001:db8:3::1 (BGP_SW3 in AS 300).



	BGP_SW2#clear bgp ipv6 2001:db8:3::1

	Verify by viewing the:

	
		BGP neighbor output for neighbor 2001:db8:3::1 (weight value is specified).

		BGP table (preferred path and weight value is specified).

		Routing table.
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	BGP_SW2 configuration

	BGP_SW2#

	!

	hostname BGP_SW2

	!

	vlan database

	vlan 20,40 state enable

	!

	interface port1.0.1

	switchport access vlan 20

	!

	interface port1.0.2

	switchport access vlan 40

	!

	interface lo

	ipv6 address 2001:db8:2::1/64

	!

	interface vlan20

	ipv6 address 2001:db8:20::2/64

	!

	interface vlan40

	ipv6 address 2001:db8:40::1/64

	!

	router bgp 200

	bgp router-id 2.2.2.2

	 no bgp default ipv4-unicast

	neighbor 2001:db8:1::1 remote-as 100

	neighbor 2001:db8:1::1 ebgp-multihop 2

	neighbor 2001:db8:1::1 update-source lo

	neighbor 2001:db8:3::1 remote-as 300

	neighbor 2001:db8:3::1 ebgp-multihop 2

	neighbor 2001:db8:3::1 update-source lo

	!

	address-family ipv6

	neighbor 2001:db8:1::1 activate

	neighbor 2001:db8:3::1 activate

	neighbor 2001:db8:3::1 route-map REMOTE_NETWORK in

	exit-address-family

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan40

	!

	ipv6 prefix-list REMOTE_NETWORK_LIST seq 10 permit 2001:db8:12::/64

	!

	route-map REMOTE_NETWORK permit 10

	match ipv6 address prefix-list REMOTE_NETWORK_LIST

	set weight 200

	!

	route-map REMOTE_NETWORK permit 20

	!

	end

	 

	Using BGP multi hop to achieve load sharing

	Load sharing is accomplished via recursive lookup.

	Scenario
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	Use

	Achieve load sharing when there are equal cost links available to BGP.

	Implementation example

	Configure each BGP peer to use the internal loopback interface as the update source and neighbor address. Each device is connected via two separate links, providing physical link redundancy.

	The loopback interface configured within each device is virtual, without any association to an external interface. The loopback interface is always up and is always reachable, and can be configured with one or more IPv4 or IPv6 addresses.

	In addition to load sharing, peering to the remote loopback prevents unnecessary flapping between the BGP peers, since there is more than one physical path to the remote peer loopback interface.

	Objective

	Setup basic BGP load sharing by using the loopback for the BGP peering, and equal cost paths between the eBGP peers.

	
		Setup VLANs on each switch.



	SW1(config)#vlan database

	SW1(config-vlan)#vlan 10

	SW1(config-vlan)#vlan 20

	 

	SW2(config)#vlan database

	SW2(config-vlan)#vlan 10

	SW2(config-vlan)#vlan 20

	
		Setup IPv6 interfaces.



	SW1(config)#interface vlan10

	SW1(config-if)#ipv6 address 2001:db8:10::1/64

	SW1(config-if)#interface vlan20

	SW1(config-if)#ipv6 address 2001:db8:20::1/64

	 

	SW2(config)#interface vlan10

	SW2(config-if)#ipv6 address 2001:db8:10::2/64

	SW2(config-if)#interface vlan20

	SW2(config-if)#ipv6 address 2001:db8:20::2/64

	
		Assign the switch ports to the VLANs.



	SW1(config)#interface port1.0.11

	SW1(config-if)#switchport access vlan 10

	SW1(config-if)#interface port1.0.12

	SW1(config-if)#switchport access vlan 20

	 

	SW2(config)#interface port1.0.11

	SW2(config-if)#switchport access vlan 10

	SW2(config-if)#interface port1.0.12

	SW2(config-if)#switchport access vlan 20

	
		Setup IPv6 loopback interfaces to use for the BGP peering.



	SW1(config)#interface lo

	SW1(config-if)#ipv6 address 2001:db8:1::1/128

	SW2(config)#interface lo

	SW2(config-if)#ipv6 address 2001:db8:2::1/128

	
		Setup static IPv6 routes to reach the neighbor’s loopback interface.



	Note: It is recommended to use the IPv6 link-local address of the neighbor as the Next Hop address.

	SW1(config)#ipv6 route 2001:db8:2::1/128 fe80::eecd:6dff:fe20:c244 vlan10

	SW1(config)#ipv6 route 2001:db8:2::1/128 fe80::eecd:6dff:fe20:c244 vlan20

	SW2(config)#ipv6 route 2001:db8:1::1/128 fe80::eecd:6dff:fe48:e55b vlan10

	SW2(config)#ipv6 route 2001:db8:1::1/128 fe80::eecd:6dff:fe48:e55b vlan20

	
		Configure BGP to peer using loopback interfaces.



	SW1(config)#router bgp 100

	SW1(config-router)#bgp router-id 1.1.1.1

	SW1(config-router)#no bgp default ipv4-unicast

	SW1(config-router)#neighbor 2001:db8:2::1 remote-as 200

	SW1(config-router)#neighbor 2001:db8:2::1 update-source lo

	SW1(config-router)#neighbor 2001:db8:2::1 ebgp-multihop 2

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:2::1 activate

	 

	SW2(config)#router bgp 200

	SW2(config-router)#bgp router-id 2.2.2.2

	SW2(config-router)#no bgp default ipv4-unicast

	SW2(config-router)#neighbor 2001:db8:1::1 remote-as 100

	SW2(config-router)#neighbor 2001:db8:1::1 update-source lo

	SW2(config-router)#neighbor 2001:db8:1::1 ebgp-multihop 2

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor 2001:db8:1::1 activate

	
		Advertise prefixes to AS 200.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#network 2001:db8:100::/64

	SW1(config-router-af)#network 2001:db8:200::/64

	SW1(config-router-af)#network 2001:db8:300::/64

	Verify

	
		Using a recursive route lookup, AlliedWare Plus can load share traffic flows over the two equal cost links.

		View this using the IPv6 routing table.
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	How it works

	
		Notice the BGP table below only has one Next Hop, (2001:db8:1::1) for each network.

		This is because as far as BGP is concerned, the destination networks are reached via the single Next Hop address, which is the BGP peer's loopback address. So, from BGP perspective there is only a single path to the peer.

		When AlliedWare Plus does a route lookup for the Next Hop address, it knows of two equal cost paths to reach the neighbor loopback address, therefore installing both paths in the FIB. The result is all BGP prefixes learned from the peer are reachable using both recursive paths to the Next Hop address.



	BGP table view
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	Using BGP communities to adjust Local Preference

	Scenario

	The use of BGP communities to control routing policies is defined in RFC 1998.
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		BGP_SW1 is located in AS 100.

		BGP_SW2 and BGP_SW3 is located in AS 200.

		AS 100 is the customer.

		AS 200 is the service provider.



	Objectives

	
		The service provider is able to utilize both links to AS 100 by using the BGP community attribute in conjunction with Local Preference.

		The customer is to announce prefixes with a community attribute, which will inform the service provider which link to use to send data to AS 100.

		Inbound traffic for customer prefixes 2001:db8:11::/64 and 2001:db8:13::/64 are to use the link between BGP_SW1 and BGP_SW3

		Inbound traffic for customer prefixes 2001:db8:12::/64 is to use the link between BGP_SW1 and BGP_SW2.



	Service provider policy

	
		If a prefix is announced with a community attribute of 100:150, then the service provider sets the local preference for those routes as 150.

		If a prefix is announced with a community attribute of 100:100, then the service provider sets the local preference for those routes as 100.



	View of BGP_SW2's and BGP_SW3's BGP table prior to route filtering

	Currently the best path to AS 100 networks is via each switches directly connected link.
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		Create an ACL/Prefix List to classify networks to be matched in route maps on customer BGP_SW1 (AS 100).



	
		Two ACLs or Prefix Lists must be created.

		Each list will be used to match on in the route maps, so the community attribute can be set.

		For this example only ACLs will be used.



	BGP_SW1(config)#ipv6 access-list standard BGP_SW2_PATH_LIST permit 2001:db8:12::/64

	BGP_SW1(config)#ipv6 access-list standard BGP_SW3_PATH_LIST permit 2001:db8:11::/64

	BGP_SW1(config)#ipv6 access-list standard BGP_SW3_PATH_LIST permit 2001:db8:13::/64

	
		Create two route maps to match prefixes in the ACLs or Prefix Lists to set a community value.



	
		Sequence 10 will match prefixes in the preferred path list for the link and set the community attribute value 100:150.

		Sequence 20 will match prefixes in the unpreferred path list for the link and set the community attribute value 100:100.



	BGP_SW1(config)#route-map BGP_SW2_PATH permit 10

	BGP_SW1(config-route-map)#match ipv6 address BGP_SW2_PATH_LIST

	BGP_SW1(config-route-map)#set community 100:150

	 

	BGP_SW1(config-route-map)#route-map BGP_SW2_PATH permit 20

	BGP_SW1(config-route-map)#match ipv6 address BGP_SW3_PATH_LIST

	BGP_SW1(config-route-map)#set community 100:100

	 

	BGP_SW1(config)#route-map BGP_SW3_PATH permit 10

	BGP_SW1(config-route-map)#match ipv6 address BGP_SW3_PATH_LIST

	BGP_SW1(config-route-map)#set community 100:150

	 

	BGP_SW1(config-route-map)#route-map BGP_SW3_PATH permit 20

	BGP_SW1(config-route-map)#match ipv6 address BGP_SW2_PATH_LIST

	BGP_SW1(config-route-map)#set community 100:100

	
		Apply the route map when peering with BGP_SW2 and BGP_SW3.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#address-family ipv6

	BGP_SW1(config-router-af)#neighbor 2001:db8:2::1 send-community

	BGP_SW1(config-router-af)#neighbor 2001:db8:2::1 route-map BGP_SW2_PATH out

	BGP_SW1(config-router-af)#neighbor 2001:db8:3::1 send-community

	BGP_SW1(config-router-af)#neighbor 2001:db8:3::1 route-map BGP_SW3_PATH out

	
		Setup community lists on BGP_SW2 and BGP_SW3.



	BGP_SW2(config)#ip community-list 1 permit 100:150

	BGP_SW2(config)#ip community-list 2 permit 100:100

	BGP_SW3(config)#ip community-list 1 permit 100:150

	BGP_SW3(config)#ip community-list 2 permit 100:100

	
		Setup route maps to match on the community lists and set a local preference on BGP_SW2 and BGP_SW3.



	
		Sequence 10 matches community list 1, and on match will set a local preference of 150.

		Sequence 20 matches community list 2, and on match will set a local preference of 100.

		Sequence 30 will permit all other updates that do not match either list.



	BGP_SW2(config)#route-map BGP_SW2_PATH permit 10

	BGP_SW2(config-route-map)#match community 1

	BGP_SW2(config-route-map)#set local-preference 150  

	BGP_SW2(config-route-map)#route-map BGP_SW2_PATH permit 20

	BGP_SW2(config-route-map)#match community 2

	BGP_SW2(config-route-map)#set local-preference 100  

	BGP_SW2(config-route-map)#route-map BGP_SW2_PATH permit 30

	 

	BGP_SW3(config)#route-map BGP_SW3_PATH permit 10

	BGP_SW3(config-route-map)#match community 1

	BGP_SW3(config-route-map)#set local-preference 150

	 

	BGP_SW3(config-route-map)#route-map BGP_SW3_PATH permit 20

	BGP_SW3(config-route-map)#match community 2

	BGP_SW3(config-route-map)#set local-preference 100

	BGP_SW3(config-route-map)#route-map BGP_SW3_PATH permit 30

	
		Setup apply the route map when peering with BGP_SW1 and set the next- hop-self parameter for iBGP peers.



	BGP_SW2(config)#router bgp 200

	BGP_SW2(config-router)#address-family ipv6

	BGP_SW2(config-router-af)#neighbor 2001:db8:3::1 next-hop-self

	BGP_SW2(config-router-af)#neighbor 2001:db8:1::1 route-map BGP_SW2_PATH in

	 

	BGP_SW3(config)#router bgp 200

	BGP_SW3(config-router)#address-family ipv6

	BGP_SW3(config-router-af)#neighbor 2001:db8:2::1 next-hop-self

	BGP_SW3(config-router-af)#neighbor 2001:db8:1::1 route-map BGP_SW3_PATH in

	Verify by:

	
		Viewing the BGP table on BGP_SW2 and BGP_SW3.



	
		Best path to prefix 2001:db8:12::/64 in AS 100 is via BGP_SW2

		Best path to prefix 2001:db8:11::/64 and 2001:db8:13::/64 in AS 100 is via BGP_SW3



	
		Viewing BGP route maps.

		Viewing BGP neighbor output.
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	BGP_SW1 configuration

	BGP_SW1# 

	!

	hostname BGP_SW1

	!

	ipv6 access-list standard BGP_SW2_PATH_LIST permit 2001:db8:12::/64

	ipv6 access-list standard BGP_SW3_PATH_LIST permit 2001:db8:11::/64

	ipv6 access-list standard BGP_SW3_PATH_LIST permit 2001:db8:13::/64

	!

	vlan database

	 vlan 10,20,30 state enable

	!

	interface port1.0.1

	 switchport access vlan 20

	!

	interface port1.0.2  

	 switchport access vlan 30

	!

	interface port1.0.24

	 switchport access vlan 10  

	!

	interface lo

	 ipv6 address 2001:db8:1::1/64

	!

	interface vlan10

	 ipv6 address 2001:db8:10::1/64

	!

	interface vlan20

	 ipv6 address 2001:db8:20::1/64

	!

	interface vlan30

	 ipv6 address 2001:db8:30::1/64

	 ipv6 enable

	!

	router bgp 100

	bgp router-id 1.1.1.1

	 no bgp default ipv4-unicast

	 neighbor 2001:db8:2::1 remote-as 200

	 neighbor 2001:db8:2::1 ebgp-multihop 2

	 neighbor 2001:db8:2::1 update-source lo

	 neighbor 2001:db8:3::1 remote-as 200

	 neighbor 2001:db8:10::2 remote-as 10

	 !

	 address-family ipv6

	 network 2001:db8:11::/64

	 network 2001:db8:12::/64

	 network 2001:db8:13::/64

	 neighbor 2001:db8:2::1 activate

	 neighbor 2001:db8:2::1 route-map BGP_SW2_PATH out

	 neighbor 2001:db8:3::1 activate

	 neighbor 2001:db8:3::1 route-map BGP_SW3_PATH out

	 neighbor 2001:db8:10::2 activate

	 exit-address-family

	!

	ipv6 route 2001:db8:2::1/128 fe80::209:41ff:fefb:c323 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan30

	!

	route-map BGP_SW2_PATH permit 10

	 match ipv6 address BGP_SW2_PATH_LIST

	 set community 100:150

	!

	route-map BGP_SW2_PATH permit 20

	 match ipv6 address BGP_SW3_PATH_LIST

	 set community 100:100

	!

	route-map BGP_SW3_PATH permit 10

	 match ipv6 address BGP_SW3_PATH_LIST

	 set community 100:150

	!

	route-map BGP_SW3_PATH permit 20

	 match ipv6 address BGP_SW2_PATH_LIST

	 set community 100:100  

	!

	end

	BGP_SW2 configuration

	BGP_SW2#

	!

	hostname BGP_SW2

	!

	vlan database

	 vlan 20,40 state enable

	!

	interface port1.0.1

	 switchport access vlan 20

	!

	interface port1.0.2

	 switchport access vlan 40

	!

	interface lo

	 ipv6 address 2001:db8:2::1/64

	!

	interface vlan20

	 ipv6 address 2001:db8:20::2/64

	!

	interface vlan40

	 ipv6 address 2001:db8:40::1/64

	!

	router bgp 200

	 bgp router-id 2.2.2.2

	 neighbor 2001:db8:1::1 remote-as 100

	 neighbor 2001:db8:1::1 ebgp-multihop 2

	 neighbor 2001:db8:1::1 update-source lo

	 neighbor 2001:db8:3::1 remote-as 200

	 neighbor 2001:db8:3::1 update-source lo

	 !

	 address-family ipv6

	 neighbor 2001:db8:1::1 activate

	 neighbor 2001:db8:1::1 route-map BGP_SW2_PATH in

	 neighbor 2001:db8:3::1 activate

	 neighbor 2001:db8:3::1 next-hop-self

	 exit-address-family  

	!

	ip community-list 1 permit 100:150

	ip community-list 2 permit 100:100

	!

	ipv6 route 2001:db8:1::1/128 fe80::200:cdff:fe2a:eaf1 vlan20

	ipv6 route 2001:db8:3::1/128 fe80::200:cdff:fe2a:e635 vlan40

	!

	route-map BGP_SW2_PATH permit 10

	 match community 1

	 set local-preference 150

	!

	route-map BGP_SW2_PATH permit 20

	 match community 2

	 set local-preference 100

	!

	route-map BGP_SW2_PATH permit 30

	!

	end

	Chapter 8: Session Management Options

	This chapter covers the following topics:

	
		Adjusting the minimum interval between BGP Update messages within an AS

		Limiting the number of permitted prefixes advertised by a neighbor

		Setup dampening for a prefix using a route map

		Using a route map to apply different dampening policies to separate prefixes

		Using BGP synchronization to avoid reachability issues in a transit AS

		Permit routes that originate from a remote AS with the same ASN



	This section describes a number of other useful BGP4+ processes and command options for managing BGP4+ peering sessions.

	Adjusting the minimum interval between BGP Update messages within an AS

	Command: as-origination-interval
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	Use 

	The as-origination-interval command enables the minimum interval between BGP UPDATE messages that report changes within the speakers own AS.

	Difference between route advertisement interval and AS origination interval:

	The route advertisement interval determines the minimum amount of time between BGP UPDATE messages for the advertisement or withdrawal of routes learned from BGP peers.

	The as origination interval determines the minimum amount of time between BGP UPDATE messages sent from the BGP speaker for advertisement or withdrawal of routes originated by the speaker

	Note: This interval only specifies the “minimum” time in seconds.

	More information

	http://tools.ietf.org/html/rfc4271 (section 9.2.1.2)

	Objective

	
		Change the minimum interval between BGP UPDATE messages that report changes within the speaker (A1's) own AS.

		BGP UPDATE messages to iBGP peers should be sent at least 30 seconds apart or more.

		The default as-origination timer is 15 seconds in AlliedWare Plus (as recommended in RFC 4271).



	
		Change the default AS origination.



	BGP_SW1(config)#router bgp 100

	BGP_SW1(config-router)#neighbor 2001:db8:a:10::2 as-origination-interval 30

	Optional - Revert to default value of 15 seconds.

	Simply negate the command to reset the timer to 15 seconds.

	BGP_SW1(config-router)#no neighbor 2001:db8:a:10::2 as-origination-interval

	Verify by:

	
		Viewing the BGP debug.

		Look for the [FSM] AS-Origination Timer Expiry messages



	Notice

	It takes 30 seconds for the AS-Origination Timer to expire for an UPDATE to be sent advertising the originated prefix to be withdrawn.

	In the example, we are originating a route on SW1_BGP. The AS Origination timer must expire before this change internal to the AS can be advertised to iBGP peers.
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	Limiting the number of permitted prefixes advertised by a neighbor

	
		Command: maximum-prefix
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	Objective

	Configure a maximum number of prefixes allowed to be learned by device SW3 from neighbor SW1 in AS 400.

	Use

	Mainly used for eBGP peering, but can be used for iBGP peering too.

	Useful when there is limited memory available on the device, and the number of prefixes learned from a neighbor needs to be limited.

	Note:

	
		The maximum-prefix command will check the number of prefixes advertised from a neighbor.

		If the maximum-prefix value is exceeded, the router will terminate the neighbor session.

		If this happens all prefixes learned will be cleared, and the state will remain Idle until the advertised prefix value drops to a permitted value.

		If the session is taken down because the maximum-prefix limit has been exceeded, you must reset the session using the clear bgp ipv6 command.



	Alternative to session being shutdown when maximum-prefix limit is reached

	
		A warning only message can be sent. The session will not be shutdown.

		Threshold value (percentage). When the number of prefixes reaches the threshold, (percentage of prefix limit), a warning is generated.



	Example 1

	SW3(config-router)#neighbor 2001:db8::1 maximum-prefix 23 ?

	<1-100> threshold-value, 1 to 100 percent

	  warning-only  Only give warning message when limit is exceeded

	 <cr>

	Example 2

	neighbor 2001:db8::1 maximum-prefix 50 50    

	 (When 50% of the max number of prefixes have been learned (50% of 50 – 25) generate a warning.

	View of SW3's BGP table prior to maximum-prefix configuration
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		Set a maximum-prefix value of 7 for the session to neighbor SW1.



	SW3(config)#router bgp 300

	SW3(config-router)#address-family ipv6

	SW3(config-router-af)#neighbor 2001:db8:d::1 maximum-prefix 7

	Verify by viewing the:

	
		BGP table on SW3. (Notice that because the maximum prefixes has been exceeded, the prefixes have been cleared.)

		State of the session to SW1 using the command: show bgp ipv6 summary.
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	Setup dampening for a prefix using a route map
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	Use

	Use a route map to match specific prefixes to setup BGP route dampening.

	Objective

	Using a route map, match and set BGP route dampening for the prefix 2001:db8:100::/64.

	
		Setup an IPv6 ACL to permit the 2001:db8:100::/64 prefix.



	SW1(config)#ipv6 access-list standard DAMPENING_LIST permit 2001:db8:100::/64

	SW1(config)#ipv6 access-list standard DAMPENING_LIST deny any

	
		Setup a route map to match on the IPv6 ACL and set BGP dampening.



	
		Sequence 10 will match on the IPv6 ACL and set BGP dampening for the learned prefix.



	SW1(config)#route-map DAMPENING_MAP permit 10

	SW1(config-route-map)#match ipv6 address DAMPENING_LIST

	SW1(config-route-map)#set dampening

	
		Setup BGP dampening and apply the route map to set dampening only for the specific prefix.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#bgp dampening route-map DAMPENING_MAP

	Verify

	
		Verify on SW1 by viewing the successful match for the route map.

		Only the 2001:db8:100::/64 prefix will have dampening applied.
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	Route flap simulation

	Simulate route flapping to see the flap statistics and dampening.

	Simulation #1

	
		Route flap counter increments.

		Penalty increments with each flap.

		Route is dampened when penalty is greater than the suppress limit.
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	Simulation #2

	If we flap BOTH the 2001:db8:100::/64 and 2001:db8:200::/64 prefixes, dampening is only applied to the 2001:db8:100::/64 prefix.

	
		Notice the 2001:db8:200::/64 prefix is simply removed from the BGP table.

		Notice the 2001:db8:100::/64 prefix has incurred penalty and has history.
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	Using a route map to apply different dampening policies to separate prefixes
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	Use

	Use a route map to match specific prefixes to apply different dampening policies.

	Objective

	
		Using a route map, match and set policy #1 dampening values for the prefixes 2001:db8:100::/64 and 2001:db8:300::/64.

		Using a route map, match and set policy #2 dampening values for the prefix 2001:db8:200::/64.



	Policy #1:

	
		half-life = 10

		reuse = 700

		suppress = 2000

		max suppress time = 60



	Policy #2:

	
		half-life = 15

		reuse = 1000

		suppress = 5000

		max suppress time = 60



	
		Setup IPv6 ACLs to list the permitted prefixes.



	SW1(config)#ipv6 access-list standard DAMP_LIST#1 permit 2001:db8:100::/64

	SW1(config)#ipv6 access-list standard DAMP_LIST#1 permit 2001:db8:300::/64

	SW1(config)#ipv6 access-list standard DAMP_LIST#1 deny any

	SW1(config)#ipv6 access-list standard DAMP_LIST#2 permit 2001:db8:200::/64

	SW1(config)#ipv6 access-list standard DAMP_LIST#1 deny any

	
		Setup a route map to match on the IPv6 ACL and set BGP dampening.



	
		Sequence 10 will match on IPv6 ACL DAMP_LIST#1 and apply the dampening values for policy #1.

		Sequence 20 will match on IPv6 ACL DAMP_LIST#1 and apply the dampening values for policy #2.



	SW1(config)#route-map DAMPENING_MAP permit 10

	SW1(config-route-map)#match ipv6 address DAMP_LIST#1

	SW1(config-route-map)#set dampening 10 700 2000 60

	SW1(config-route-map)#

	SW1(config-route-map)#route-map DAMPENING_MAP permit 20

	SW1(config-route-map)#match ipv6 address DAMP_LIST#2

	SW1(config-route-map)#set dampening 10 1000 5000 60

	
		Setup BGP dampening and apply the route map to set dampening only for the specific prefix.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#bgp dampening route-map DAMPENING_MAP

	Verify

	View the dampening parameters; there should be two different policies present.
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	Using BGP synchronization to avoid reachability issues in a transit AS

	Scenario

	
		iBGP peering exists between SW2 and SW4.

		RIPng is used as the IGP in transit AS 200.
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	Use

	Prevent reachability issues by ensuring BGP does not advertise a route to an external peer, until the route is learned via an IGP.

	BGP synchronization is disabled by default in AlliedWare Plus.

	Implementation example

	A transit AS consists of network devices between BGP speakers, which are not running BGP and therefore use an IGP (such as OSPFv3 or RIPng) to propagate routes through the transit network.

	BGP synchronization rule

	A BGP speaker will not advertise a prefix learned via an iBGP peer to external peers, until the prefix is learned locally or via an IGP first.

	Objective

	Setup BGP synchronization to ensure SW4 learns the 2001:db8:100::/64 prefix via an IGP first, before it advertises the same prefix learned via the iBGP peer (SW2), to the external peer (SW5).

	BGP synchronization problem – BGP synchronization is disabled

	A false sense of reachability is created as SW5 has learned the prefix from SW4, but the destination network is unreachable as SW3 has no route to the destination.

	Part 1

	
		Connectivity fails due to BGP synchronization problem.

		SW1 has advertised the 2001:db8:100::/64 prefix to SW2 in AS 200 via the eBGP peering.

		SW2 has advertised this to SW4 via the iBGP peering.

		SW4 advertised this prefix to SW5 in AS 300 via the eBGP peering.

		SW5 attempts to reach the address 2001:db8:100::1unsuccessfully.
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	Part 2

	Connectivity fails because SW4 sends the traffic destined for 2001:db8:100::1 to the next hop address which resides at SW3, but SW3 does not have a route to the 2001:db8:100::/64 network learned via an IGP or locally.
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	Part 3

	
		Because BGP synchronization is disabled, SW4 still installs the 2001:db8:100::/64 prefix and advertises this to SW5.

		This creates the false sense of reachability.
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		Enable BGP Synchronization.



	SW4(config)#router bgp 200

	SW4(config-router)#address-family ipv6

	SW4(config-router-af)#synchronization

	Verify synchronization is working

	Notice the prefix is no longer present in the SW4 routing table, as there is no local route or IGP route to the destination on SW4.

	Notice SW4 is no longer advertising the unreachable network to external peer SW5.
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		Make the 2001:db8:100::/64 prefix reachable to SW4 via an IGP.



	
		Setup SW2 to redistribute the prefix learned from AS 100 into the IGP used in AS 200 (RIPng).



	SW2(config)#router ipv6 rip

	SW2(config-router)#redistribute bgp

	Verify synchronization is working

	
		By viewing the RIB entry for the 2001:db8:100::/64 prefix via the IGP on SW4.

		By viewing the prefix on SW4 (Notice the “Synchronized” message).

		Notice SW4 has also re-advertised the 2001:db8:100://64 prefix to SW5.

		Notice the address 2001:db8:100::1 is now reachable from SW5 in AS 300.
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	Permit routes that originate from a remote AS with the same ASN
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		Command: allowas-in



	Default behaviour

	By default, BGP discards routes that it identifies as containing an AS loop. By default Branch 1 discards Branch 2 routes learned via ISP peer since Branch 1 and Branch 2 are assigned the same ASN 100.

	“If the AS_PATH attribute of a BGP route contains an AS loop, the BGP route should be excluded from the Phase 2 decision function. AS loop detection is done by scanning the full AS path (as specified in the AS_PATH attribute), and checking that the autonomous system number of the local system does not appear in the AS path. Operations of a BGP speaker that is configured to accept routes with its own autonomous system number in the AS path are outside the scope of this document.” - Section 9.1.2 – RFC 4271

	Use

	
		This command allows BGP to accept routes which contain the BGP Speaker's own AS number in the AS_PATH attribute field.

		You can specify the maximum number of times the BGP Speaker's AS number is permitted to appear in the routes AS_PATH.

		This feature simply overrides the BGP AS loop prevention mechanism.



	Implementation

	When branch offices use the same AS number and transit another AS (e.g. An ISP).

	Objective

	
		Branch 1 should accept routes advertised by Branch 2.

		Because Branch 1's AS number should only appear once in received routes, the allowas-in command will be set to 1.

		For this simulation, we are assuming that Branch 2 is already correctly configured.



	View of SW1's BGP neighbor session information prior to allowas-in configured:

	
		Notice no prefixes have been accepted.

		Debug shows: Update: Prefix 2001:db8:30::/64 denied due to as-path contains our own AS.
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		Configure allowas-in feature on SW1 in Branch 1.



	
		Configure under the IPv6 address family.

		Note, the default value is 3. You may also specify a specific number of times the Speaker's AS is allowed to appear in a routes AS_PATH.



	SW1(config)#router bgp 100

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:2::1 allowas-in

	After "allowas-in" is configured

	Update containing the prefix 2001:db8:30::/64 with the same AS number is now permitted:
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	Verify by viewing the:

	
		BGP table information. Prefix 1001:db8:30::/64 (path 100 200) is now permitted into SW1 route BGP table.

		BGP neighbor information.

		BGP neighbor session summary.
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	Optional:

	Specify how many times BGP Speaker’s AS is permitted to appear in the AS_PATH attribute for a route.

	
		Value range is 1-10 (Default is 3).



	SW1(config-router-af)#neighbor 2001:db8:2::1 allowas-in ?

	<1-10> Number of occurrences of AS number

	Optional:

	Revert to default value.

	Simply negate the command to remove the functionality.

	SW1(config-router-af)#no neighbor 2001:db8:2::1 allowas-in

	Chapter 9: Comparison of BGP Session Reset Methods

	This chapter covers the following topics:

	
		Hard resetting a BGP session

		Soft resetting a BGP neighbor session - inbound

		Soft resetting a BGP neighbor session - outbound

		Performing a “soft” update when Route Refresh is not supported on a BGP4+ peer

		Preventing termination of a BGP session when capability negotiation issues occur

		Example without “dont-capability-negotiate”

		Setup BGP graceful-restart capability for all BGP neighbors

		Using peer groups to simplify administration and conserve processing and memory



	In this chapter we describe the differences between the BGP session reset methods.

	Reset methods

	
		Hard Reset

		Soft Reset:



	
		Soft Reconfiguration – Inbound method #1

		Route Refresh – Inbound method #2

		Soft Reset - Outbound



	Hard reset description

	
		This method will completely tear down the session to the specified neighbor(s).

		The BGP session must be re-established before BGP Updates containing the advertised prefixes will be sent.

		BGP prefixes advertised by the peer(s) being reset are flushed from the BGP table.

		This method may cause traffic disruption.



	Soft reset description

	Inbound method #1: Soft Reconfiguration

	
		This method is the older soft reset option.

		Stores an unfiltered table of received prefixes from a neighbor.

		When the session to a neighbor is cleared “softly” inbound, the switch will use the stored unfiltered table to generate new       updates.

		The new updates are placed in the BGP table.

		The list is generated immediately (visible in the BGP debug).

		This method may be memory intensive.

		This method should only be used when BGP neighbor does not support Route.



	Inbound method #2: Route Refresh

	
		This method involves a ROUTE-REFRESH (RR) message being sent by the requesting device to the BGP peer.

		Upon receiving the RR message, BGP Updates will be sent back to the requesting device containing a new list of prefixes.

		The session is not torn down and traffic is not disrupted.

		This is the recommended Soft Reset inbound method.



	Outbound method: Soft Reset

	
		This method simply involves the BGP device sending a new list of prefixes in BGP Updates to the designated neighbor(s).

		The session is not torn down and there is no traffic disruption.



	Hard resetting a BGP session
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		Command: clear bgp ipv6



	Use

	
		Completely clear the BGP table for all prefixes advertised by a peer.

		Terminate and re-establish a BGP peering to the specified neighbor(s).



	Note: Route refresh is the preferred method, when softly resetting a session.

	Objective

	Hard reset the BGP peering session.

	
		Execute a hard reset of the BGP session.



	BGP_SW1#clear bgp ipv6 2001:db8:b::1

	Note: The command clear bgp ipv6 * can be used to clear all neighbor sessions.

	Verify by viewing the:

	
		BGP session summary, (note the Up/Down time).

		BGP session to the specified neighbor, (note the counters for the session, the last reset time and notification error message).

		Debug for BGP, (note the Finite State Machine, [FSM] State Change messages. Also note the session is torn down, re-established and new prefixes sent and received).
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	Soft resetting a BGP neighbor session - inbound
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		Command: clear bgp ipv6



	Use

	
		Route Refresh softly resets the session by first sending a ROUTE-REFRESH message to the neighbor.

		The neighbor responds by re-sending its prefixes in BGP Update messages.

		The session is not torn down.



	Note: Route Refresh is the preferred method, when softly resetting a session.

	Objective

	Use Route Refresh to softly reset a session to a neighbor inbound.

	
		Execute a soft session reset using Route Refresh.



	Notes:       

	
		Either one of the following commands will perform the same action.

		Due to RFC 2918, the clear bgp ipv6 \'7b * | neighbor\'7d in command will execute a soft reset and not a hard reset.

		Hard resets can only be executed using clear bgp ipv6 \'7b * | neighbor\'7d without the added in / out parameter.



	SW1#clear bgp ipv6 2001:db8:b::1 in

	Or

	SW1#clear bgp ipv6 2001:db8:b::1 soft in

	Verify by viewing the:

	
		BGP prefixes received, (look at the “Last Update” time).

		Neighbor session information on the sending and receiving device, (look at the route refresh counter).

		BGP debug, (note the [ENCODE] Route-Refresh message, and the prefixes received soon after).
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	Soft resetting a BGP neighbor session - outbound
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	Command: clear bgp ipv6

	Use

	Soft reset a session outbound.

	The device resetting softly outbound advertises its prefixes in BGP Updates without tearing down the session.

	Objective

	
		Use soft reset outbound to softly reset a session to a neighbor.



	
		Execute a soft reset outbound.



	Note:

	
		Either one of these commands will perform the same action.

		Hard resets can only be executed using the command clear bgp ipv6 \'7b * | neighbor\'7d without the added in / out parameter.



	SW1#clear bgp ipv6 2001:db8:b::1 out

	OR

	SW1#clear bgp ipv6 2001:db8:b::1 soft out

	Verify by viewing the:

	
		BGP prefixes received on SW2, (look at the “Last Update” time).

		BGP debug on the sending device, (note the [ENCODE] Update MP Reach messages).
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	Performing a “soft” update when Route Refresh is not supported on a BGP4+ peer
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	Command parameter: soft-reconfiguration inbound

	Use

	
		When a BGP neighbor does not support the “Route Refresh” message, soft reconfiguration is used. The command can be used to allow soft updates, instead of tearing the existing session down and establishing a new session to receive new prefix information.

		The soft-reconfiguration inbound command causes the BGP4+ router to retain an unfiltered table of the received prefixes. This is stored in memory on the local device. This is separate from the BGP table.

		The clear bgp ipv6 \'7b * | neighbor address\'7d soft-in command, causes the router to use the unfiltered table in memory to generate new inbound updates, locally on the device. The newly generated prefixes are installed in the BGP table.

		Clearing a session using the soft reconfiguration method avoids the BGP session being reset.



	Note:

	
		All AlliedWare Plus switches that support BGP4+ are capable of Route Refresh. This scenario is used as an example only.

		Route Refresh is recommended if available for BGP4+ peers.

		Configuring soft reconfiguration will take precedence over the route refresh capability for the specified neighbor,  therefore it is recommended engineers carefully consider if this method is required when route refresh is available.

		This method can be memory intensive.



	Objective

	
		Use the soft reconfiguration method in this simulation where Route Refresh is not used.

		Because route refresh is not supported on the neighbor, we cannot receive a new list of prefixes without the session being torn down.

		Soft reconfiguration will be configured on SW1 so prefixes received from the BGP peer neighbor will be stored.

		When the session needs to be cleared, we can do this without tearing down the peering session and interrupting traffic.



	
		Setup soft-recognition inbound on SW1.



	SW1(config)#router bgp 300

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:b::1 soft-reconfiguration inbound

	
		Perform a soft reset on the BGP neighbor connection.



	SW1#clear bgp ipv6 2001:db8:b::1 soft in

	Or

	SW1#clear bgp ipv6 2001:db8:b::1 in

	Verify by viewing the:

	
		show bgp ipv6 neighbors received-routes to view an unfiltered list of all routes received from the peer.

		Prefixes received when updates were generated from the stored list. (Note the last update time).

		Neighbor session information. Notice the Inbound soft reconfiguration is allowed (IPv6 address family). (Also note that because we are using soft reconfiguration, the route refresh counters do not increment).



	Optional: Enable debug of BGP updates to see the immediate soft refresh, using the stored prefixes.
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	Preventing termination of a BGP session when capability negotiation issues occur
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	Command parameter: dont-capability-negotiate

	Function

	The dont-capability-negotiate command, prevents negotiation of BGP capabilities on a BGP speaker by suppressing the Capabilities Optional Parameter in the OPEN message, (Optional Capabilities are removed from the OPEN message).

	When to use this feature:

	
		This feature can be used when a BGP peer does not support capabilities the speaker is advertising and negotiation issues occur.

		Negotiation issues may be either the session terminates and re-establishes or will terminate and require manual intervention to re-establish.



	For more information go to:

	http://tools.ietf.org/html/rfc5492

	Objective:

	
		Prevent termination of BGP session when capability negotiation issues occur.

		In this simulation, the BGP peer was an AlliedWare Plus device that was setup to not advertise capabilities to SW1.

		SW1 is advertising to SW2 that it supports the graceful-restart capability.

		A mismatch occurs every time the session initiates for the first time, and when the session is cleared.



	For an example without dont-capability negotiate, see Example without “dont-capability-negotiate”

	
		Configure dont-capability-negotiate.



	SW1(config)#router bgp 300

	SW1(config-router)#neighbor 2001:db8:b::1 dont-capability-negotiate

	
		Clear the BGP session.



	SW1#clear bgp ipv6 2001:db8:b::1

	Verify by viewing the:

	
		Neighbor session. (Unsupported Optional Parameter of Unsupported Capability message is not present.)

		Debug:



	
		 notice the OPEN message sent – look for “Outgoing [ENCODE] Open:” - no optional capabilities are advertised.

		notice there are no NOTIFICATION negotiation errors or session terminations.



	
		View the OPEN message by sniffing the LAN traffic via a network protocol analyzer tool. There are no optional capabilities advertised to the peer.
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	Example without “dont-capability-negotiate”

	Notice the Notification Error Message
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	Debug example when dont-capability-negotiate is not configured and unsupported optional parameters are advertised by the speaker

	Note:

	
		The OPEN message size sent is 63 bytes instead of 29 bytes. The optional parameters are being advertised by SW1(the speaker).



	14:52:13 A2 BGP[1842]: 2001:db8:5::2-Outgoing [ENCODE] Open: Msg-Size 63

	
		SW1 (the speaker) receives an OPEN message with no optional parameters and is a mismatch.



	14:52:13 A2 BGP[1842]: 2001:db8:5::2-Outgoing [DECODE] Open: Optional param len 0

	
		SW2 terminates the session and re-establishes the session. This time SW1 advertises an OPEN message without the additional parameters. (In accordance with RFC 5492.)



	14:52:13 A2 BGP[1842]: 2001:db8:5::2-Outgoing [ENCODE] Msg-Hdr: Type 1

	14:52:13 A2 BGP[1842]: 2001:db8:5::2-Outgoing [ENCODE] Open: Ver 4 MyAS 100 Holdtime 90

	14:52:13 A2 BGP[1842]: 2001:db8:5::2-Outgoing [ENCODE] Open: Msg-Size 29

	 If dont-capability-negotiate was enabled. This whole process would not be required
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	Setup BGP graceful-restart capability for all BGP neighbors
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	Command: bgp graceful-restart

	BGP Graceful restart function

	Graceful restart allows the data forwarding plane to process and forward packets in the event that the control plane fails.

	RFC 4724, Section 3 states: “The Graceful Restart Capability is a new BGP capability [BP-CAP] that can be used by a BGP speaker to indicate its ability to preserve its forwarding state during BGP restart. It can also be used to convey to its peer its intention of generating the End-of-RIB marker upon the completion of its initial routing updates.” 

	Operation overview

	
		BGP speaker advertises the Graceful Restart Capability to its peer(s).

		BGP speaker sends an “End-of-RIB” to its peer(s), upon initial routing update completion.

		The peers retain their forwarding state for learned BGP prefixes and marks these routes as stale. The BGP peers do not differentiate between the stale routes and other routing information, and continue to use the stale routes when forwarding traffic.

		Upon re-establishment of sessions to BGP peers, the restarting speaker will set the “Restart State” bit in the OPEN message.

		BGP peers advertise routing information to the restarted speaker using UPDATE messages followed by an End-of-RIB marker. When all peers have sent their End-of-RIB marker, the restarted BGP speaker processes the new updates.

		The restarted BGP speaker then performs route selection and updates its routing information, while deleting the older stale entries.

		Once this process is complete, the restarted BGP speaker may then advertise updates to BGP peers, followed by an End-of-RIB marker.



	Graceful-restart End-of-RIB marker for BGP4+

	This is a BGP UPDATE message that contains only the MP_UNREACH_NLRI attribute.

	Use

	
		This command globally enables graceful restart for all BGP peers.

		Use this function to minimize the duration of an outage and reduce route flaps, when the BGP process fails.



	For more information see: http://tools.ietf.org/html/rfc4724

	Other AlliedWare Plus Graceful restart parameters
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	Graceful-reset: Use this parameter to enable graceful restart when a configuration change forces a peer restart, note that graceful-restart must be configured first.

	Restart-time: Use this parameter to set the maximum time that the graceful restart BGP speaker will wait for a peer to come back up. This value is applied to neighbors unless it is overridden by configuring the corresponding value on the neighbor.

	Stalepath-time: Use this parameter to set the maximum time to preserve stale paths from a gracefully restarted neighbor. All stalepaths, unless reinstated after a re-establishment, will be deleted when the stalepath-time expires.

	Objective:

	Perform a BGP graceful restart on SW1.

	
		Enable BGP graceful restart.



	SW1(config-router)#bgp graceful-restart

	SW2(config-router)#bgp graceful-restart

	
		Advertise the graceful restart capability to each BGP peer.



	Note: Initiating this command will perform a hard reset of the BGP session.

	This command advertises the graceful restart capability to a neighbor.

	SW1(config-router)#address-family ipv6

	SW1(config-router-af)#neighbor 2001:db8:b::1 capability graceful-restart

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor 2001:db8:a::1 capability graceful-restart

	Verify by:

	
		Viewing the BGP neighbor information.



	Note the “Graceful restart: advertised, received”

	Note the “Graceful restart status.”

	
		Viewing the routing table on SW1. (Notice the “p” status indicator marking the routes “stale”.)
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		Routes are stale until SW1 has performed route selection and updates the routes
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		New routes have been added as soon as the best paths have been selected.
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	Detailed view of the process

	
		SW1's View:
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		Debug on SW1 ends here because BGP debug stops when daemon is restarted.



	SW2's View:

	
		SW2 sends BGP Updates containing its prefixes once the connection is back up.

		SW2 sends End-of-RIB marker.



	09:50:39 SW2 BGP[1854]: 2001:db8:a::1-Outgoing [ENCODE] Msg-Hdr: Type 2

	09:50:39 SW2 BGP[1854]: 2001:db8:a::1-Outgoing [ENCODE] Update: AFI/SAFI (2/1) Tot-attr-len 7

	09:50:39 SW2 BGP[1854]: 2001:db8:a::1-Outgoing [ENCODE] Update: Msg #58 Size 30

	
		SW2 receives updates from SW1, followed by an End-of-RIB marker.
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	Using peer groups to simplify administration and conserve processing and memory

	Scenario

	Example showing implementations of iBGP and eBGP peer groups.

	[image: K:\CSG\Documentation\Books\Books\BGP4+_Config_Guide\EBook\Images\Special Use\iBGP_peergroups.jpg]

	Use

	
		Optimize CPU and memory resources.

		Make updating more efficient to neighbors which have identical update policies.



	When to use peer groups.

	
		When there are many iBGP or eBGP peers which share the same update policies.

		Alternative method to defining the same policies per peer separately, peers can be grouped into a peer group.

		A single policy can be configured once for the peer group, and will apply to all peers in the group.

		A BGP update needs to be generated only once for the entire peer group, instead of once per neighbor. (RIB requires only one scan)



	Implementation example

	
		A device is to be the Next Hop for iBGP peers (using the next-hop-self command).

		This can be applied to the peer group, instead of per neighbor.

		This simplifies configuration, and the device will be the Next Hop for all iBGP peers in the peer group.



	Limitations

	eBGP and iBGP peers cannot be grouped into the same peer group.

	SW2(config-router-af)#neighbor 2001:db8:10::1 peer-group IBGP-PGROUP

	% Peer with AS 100 cannot be in this peer-group, members must be all internal or all external

	Objective

	
		Setup and configure a BGP peer group for IPv6 iBGP peers.

		SW2 is to be a route reflector and the Next Hop for all iBGP peers.



	Example: Configuring BGP without using peer groups

	
		Configuration is repetitive.

		Policies and configuration are applied sequentially, using more CPU and memory resources.



	SW2(config)#router bgp 200

	SW2(config-router)#neighbor 2001:db8:10::1 remote-as 100

	SW2(config-router)#neighbor 2001:db8:20::2 remote-as 200

	SW2(config-router)#neighbor 2001:db8:30::2 remote-as 200

	SW2(config-router)#neighbor 2001:db8:40::2 remote-as 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor 2001:db8:10::1 activate

	SW2(config-router-af)#neighbor 2001:db8:20::2 activate

	SW2(config-router-af)#neighbor 2001:db8:30::2 activate

	SW2(config-router-af)#neighbor 2001:db8:40::2 activate

	SW2(config-router-af)#neighbor 2001:db8:20::2 next-hop-self

	SW2(config-router-af)#neighbor 2001:db8:30::2 next-hop-self

	SW2(config-router-af)#neighbor 2001:db8:40::2 next-hop-self

	SW2(config-router-af)#neighbor 2001:db8:20::2 route-reflector-client

	SW2(config-router-af)#neighbor 2001:db8:30::2 route-reflector-client

	SW2(config-router-af)#neighbor 2001:db8:40::2 route-reflector-client

	Creating a BGP peer group

	
		Create a peer group for the iBGP peers.



	SW2(config)#router bgp 200

	SW2(config-router)#neighbor IBGP-PGROUP peer-group

	SW2(config-router)#neighbor IBGP-PGROUP remote-as 200

	
		Activate the peer group for the IPv6 address family.



	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#neighbor IBGP-PGROUP activate

	
		Assign peers to the peer group.



	SW2(config-router-af)#neighbor 2001:db8:20::2 peer-group IBGP-PGROUP

	SW2(config-router-af)#neighbor 2001:db8:30::2 peer-group IBGP-PGROUP

	SW2(config-router-af)#neighbor 2001:db8:40::2 peer-group IBGP-PGROUP

	
		Assign group policies for the peer group.



	SW2(config-router-af)#neighbor IBGP-PGROUP next-hop-self

	SW2(config-router-af)#neighbor IBGP-PGROUP route-reflector-client

	Post peer-group configuration

	Notice that instead of the next-hop-self and route-reflector policies applied to each peer, the policies are instead applied to the peer group.
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	Post peer group configuration

	Notice that instead of the next-hop-self and route-reflector policies applied to each peer, the policies are instead applied to the peer group.
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	Verify

	Neighbor session information shows the peer is a member of the iBGP-PGROUP.
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	Additional

	Remove a peer from the peer group.

	SW2(config)#router bgp 200

	SW2(config-router)#address-family ipv6

	SW2(config-router-af)#no neighbor 2001:db8:20::2 peer-group IBGP-PGROUP

	Clear the peer group sessions.

	
		Specify the peer group for which the sessions should be cleared.

		Standard session clearing options are available
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	###

	Additional Information

	For more in-depth details about the commands used in these examples, or the outputs from validation commands, see Chapter 3 of the BGP and BGP4+ Software Reference: BGP & IPv6 (Border Gateway Protocol IPv4 & IPv6) Supplement for x-Series Switches, AlliedWare Plus™ Operating System Version 5.4.3-2.56.

	To find this document, go to alliedtelesis.com and in the Documentation area, enter the word Supplement in the search box.

	How to Note

	The following Allied Telesis How to Note may also be of interest:

	
		How to Use Route Maps and Other Filters to Filter and Alter BGP and OSPF Routes



	To find this document, go to alliedtelesis.com and in the Documentation area, enter the words Route Maps in the search box.

	Additional Allied Telesis Technical Guides

	Other technical guides available from Allied Telesis include:

	LAN Security Guide

	This guide provides a mixture of practical advice on secure configuration of network devices, and explanations of the protocols and technologies that are employed in LAN security.
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	LAN Switching and Troubleshooting Guide

	This guide explains the basics of LAN switching and provides a high-level view of the fundamental components and key protocols used to help smooth data flow.
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	Routing Protocols Guide

	This guide was written for people who already know a reasonable amount about IP network ing, and want to get a deeper understanding of the finer details of routing protocols. 
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	BGP4 Protocol information

	For more information on the BGP4 protocol, refer to: http://www.ietf.org/rfc/rfc4271.txt


images/image-25.jpeg





images/image-249.png
14:52:13 A2 BGP(142]: (NETWORK) Accept Thread: Incoming comn from host.
<2 (-10)

BGP(1842]: 2001:b8:5::2-Outgotng [FSw) State: Active Event: 14

BGP(1842]: 2001:aD8:5::2-Outgotny [FSM] InComnReq: ACCSPELDg. .-

sop(1862 [ETwORK] PD-14, Sock scatus: 0-
sop(1802) ¢ (esw) scace: Accive Evanc: 17
sop(1802] 1 {mcone) weg-har: Typo 1
sop(1802] 4 {micoDE) open: ver & uyas 100
seprisez) tmicone) open: Meg-sizo 63
1452013 A2 sopliseal [rsw) state Change: Active(3)-
>opensent (4)

1452013 A2 BoR (1842

2001:ab8:5+ :2-outgotng [DECODE] Weg-Har: type 1. leagth

20018

2-0utgotag [DECODE] Mg-Har: Requesting

14:52:13 A2 BGP(1842] : 2001:db8:5+:2-outgotng [DECODE] Open: Optional param len
o

1452013 A2 BGP(1842] + 2001:d58:5.:2-Outgotng [FSH] Scate: Opensenc Evenc: 19
54152013 A2 BGP(1842], 200110815, 2 Oucgotng [ENCODE) Mag-Har: Type 4

2001.a58.5. :2-0utgotng (MNCODE] Kespalive: 1 KAlive
meg(s) sent

14:52:13 A2 BGP(1842] + 2001:58:5: :2-0ucgoing [FSH] State Chango: opensant(d)-
>opencontim(s)

1452013 A2 BOP[1842;
2

1652013 A2 BGPI1842]+ 2001:ap8:
immediate Read (2)

1415213 A2 BGP(1842] : % BGP-3-NOTIFICATION: received from 2001:db8:5::2 2/4
(opEn Message Error/Unsupported Optional Paramster.) 0 daca-bytes

14152013 A2 BGP(1842) : 2001:db8:5 : :2-0utgoing [FSN) State: OpenConfirm Event: 25
14:52.13 A2 BGP(1842): 2001:d58:5.:2-Oucgotng [FSH] BGP Nocification recetved
5452013 A2 B0P(1842], 200110815, :2-Oucgotng (sSM] Scate Change:
opencontizm(s)->1dla(1)

14:52.13 A2 BGP(1842] + 2001:58:5. :2-Oucgoing [FSH] Auco-SCart Timer BXpiry
14:52.13 A2 BGPI1842] 2001.58.5. :2-0ucgotng [FSH] State: Idle Svenc: 3
14:52.13 A2 5GP(1842]+ 2001:58:5.2-0ucgotng (FSK] State Change: Idle(l)-
>connact (21

16:52:13 A2 soprien

2001:ab8:5+ 2-outgotng [DECODE] Weg-Har: type 3. length

++2-0utgolng [DBCODE] Meg-Har: Requesting

INETWORK] Accept Thread: Tncomtng conn from host
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SWitshow bgp 1pv6 neighbors 2001:db8:b::l
5GP netghbor 1 2001:db8:b::1, remote AS 200, local AS 300, external link
BGP version d, remote router ID 2.2.2.1
BGP state = Established, up for 00:12:47
Last read 00:12:47, hold time is 90, kespalive interval is 30 seconds
Received 2744 messages, 6 notifications, 0 in queue
Sent 2734 messages, 12 notifications, 0 in queue
Route refresh request: received 0, sent 0
4-Octet ASN Capability: advertised and received
Minimm time between advertisement runs is 30 seconds
update source is 1o
prefixes
For address family: IPv6 Unicast
8P table version 1162, neighbor version 1162
Index 2, Offset 0, Mask Oxd.
AF-dependant capabilities:
Community attribute sent to this neighbor (both)
18 accepted prefixes
7 announced prefixes

Connections established 13; dropped 12
External BGP neighbor may be up to 2 hops away.

Local host: 2001:db:c::1, Local port: 44125

Foreign host: 2001:@b8:b: 11, Foreign port: 179

Nexthop: 3.3.3.1

Nexthop global: 2001:ab8:

Last Reset: 00:12:47, due to BGP Notification sent
Notification Error Message: (Cease/Other Configuration Change.)
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18:54:51 SWL BGP(1718]: 2001:ab8:b:
2001:ab8:1::/64

18:54:51 Wl BGP(1718]: (DAMP] byp_rfd_rt_update(): Route State: NONE, ret=0
18:54:51 SW1 BGP(1718] : 2001:db:b: :1-Outgoing (RIB] Update: ...duplicate route
ignored

18:54:51 SW1 BGP(1718): 2001:ab
2001:ab8:2::/64

18:54:51 SWL BGP(1718): (DAMP) byp_rfd_rt_update(): Route State: NONE, ret=0
18:54:51 SW1 BGP(1718) : 2001:db8:b: :1-Outgoing (RIE] Update: ...duplicate route
ignored

(DAMP] bgp_rfd_rt_update(): Route Stats
2001:db8:b::1-Outgoing [RIB] Update: -

noNE, ret=0
auplicate route

1-Cutgoing [RIE] Update: Received Prefix

1-utgoing (RTB) Update: Received Prefix

18:54:51 Sl BGP(1718): 2001:ab8:
2001:4b8:3::/64

:1-outgotng [RTB] Update: Received Prefix

(DAMP) bgp_rfd_re_update(): Route Stats
18:54:51 SW1 BGP(1718) : 2001:db8:b::1-Outgoing (RIE] Update: .
ignored

18:54:51 SWL BGP[1718]: 2001:db8.
2001 :b8

NoNE, ret=0
awlicate route

1-Outgoing [RIB] Update: Received Prefix

(DAMP] bgp_rfd_rt_update(): Route State: NONE, ret=0
2001:db8:b::1-Outgoing (RIB] Update: -..duplicate route

+ 200100

1-Cutgoing [RIE] Update: Received Prefix

(DAMP] byp_rfd_rt_update(): Route State: NONE, ret=0
18:54:51 SW1 BGP(1718] : 2001:db:b::1-Outgoing (RIB] Update: ...duplicate route
ignored
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BGP neighhor iz £e80::1, remote S 100, local A5 200, external link
BGP version 4, remote router 1D 1.1.1.1
6P otate - Eotablished, up for 00:02:12
Lact read 00:02:12, hold time is 90, keepalive interval ic 30 seconds
Neighbor capabilitie
Route refrech: advertised and received (old and new)
4-Octet SN Capability: adverticed and recsived
ddress family TPvi Unicast: adverticed and raceived

ddress family TPvE Unicast: adverticed and received
Received 11 messages, 0 notifications, 0 in queue
Sent 10 meccages, 1 notifications, 0 in queue

Route refrech request: received 0, sent 0

Minimun tine betwesn advertisement runs is 30 seconds
For addrecs amily: TPvd Unicact

BGP table version 1, neighbor version 1

Index 1, Offset 0, Mack 0x2

Community attribute cent to this neighbor (both)

0 accepted prafixes

0 announced prefixes

For address family: IPvé Unicast

BGP table version 1, neighbor version 1

Index 1, Offset 0. Mack 0x2

Community attribute cent to this neighbor (both)

0 accepted prefixes

0 announced prtixes

Connect ione established 2 dropped 1
Local host: £280::2, Local pere: 34459
Foreign host: £e80::1, Forsign port: 179
Nexthop: 2.2.2.2
Nexthop global: fas0
Nexthop local

BGP connection: shared netwark
Last Reset: 00:02:12, dus to RGP Notification sent

age: (Cease/Other Configuration Change.)

Notification Error Me:
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SWitshow bgp 1pve 2001:db8:ai10::/64
BGP routing table entry for 2001:db8:a:10::/64
Paths: (1 avatlable, best #1, table Default-IP-Routing-Table)
ot advertised to any peer
200 100
2001:ap8. £rom 2001:@b8 @.2.2.1)
Origin 1GP metric 0, localpref 100, valid, external, best
Last update: Wed Jun 4 18:54:51 2013
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Sigclear bgp ipvé 2001:db8:bi:1 soft out
10:36:52 SWL TMISH[12867): clear bgp ipvé 2001:@b8:b::1 soft out
10:36:53 SWL BGP(1718] : 2001:db8:b: :1-Outgoing (FSH] AS-Origination Timer BXpry

10:36:53 WL BGP[1718!
n

10:36:58 sw1 BGP(1718]:
10:36:58 SWL BOP[1718!

1-utgoing [FsM) State: Established Event

1-Outgotng (FSM) Keep-alive-Timer Bxpiry
1-utgoing [FsM) State: Established Event

10:36:58 w1 BGP(1718]
36:58 sl BoP[1718)
msg(s) sent
36:58 st BoR(1718)
£36:59 SW1 BGP(1718) ¢
+36:59 sl BGP(1718

-Outgotng [ENCODE] Msg-Har: Type &
-Outgotng [ENCODE] Keepalive: 28 Falive

-outgeing [FSh] Routeadv Timer Expiry)
1-utgoing [FsM) State: Established Event

£36:50 SHL BOP1718]) : 2001:db8:b: +1-Outgoing [ENCODE] Msg-HAr: Type 2
1-0utgoing (ENCODE] Update MP Reach: Prefix

1-Outgoing (SNCODE] Update MP Reach: Prefix

1-Outgoing (SNCODE] Update MP Reach: Prefix

10:36:59 SW1 BGP(1718]: 2001:db8:b:
2001:ap8rc::1/128

10:36:59 Sl BGR(1718] ¢
2001:ab8:4::/64

10:36:59 SW1 BGP[1718!
Tot-attr-len 91
10:36:59 Sl BGP(1718] ¢
10:36:59 WL BGP(1728]:
10:36:59 SW BGP(1718
2001:b8. /64
10:36:59 SW1 BGP(1718] ¢

1-Outgoing (SNCODE] Update MP Reach: Prefix

1-Outgoing (ENCODE] Update MP Reach: Prefix

1-Outgoing [ENCODE] Update: AFI/SAFT (2/1)

++1-Outgoing (ENCODE] Update: Msg #7 Size 114
-Outgoing [ENCODE] Msg-Har: Type 2
1-Outgoing [ENCODE) Update MP Reach: Prefix

1-Outgoing [ENCODE) Update MP Reach: Prefix

1-Outgoing (ENCODE] Update: AFI/SAFI (2/1)

Tot-actr-len 56
10:36:59 SWL BGP(1718]: 2001:b8

-Outgoing [ENCODE] Update: Msg #8 Size 79
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Swassnow bgp 1pv6 netghbors 2001:ab8ici1
267 nelghbor is 2001:@58.c.:1, remoce AS 300, local AS 200, excernal link
507 varsion 4, ramte roucer 10 3.3.3.1
5G9 state = Escablished, up for 15:09.53
Last read 15:09.53, hold time 1s 90, kecpalive incerval is 30 seconds
Netgnbor capabtlicies:
Rouce rafresh: advartised and recetved (o1 and naw)
4-0ctac Asw capabilicy: advertised and recatved
adaress family Tevé Unicast: advertised and received
Received 2136 mescages, 0 notifications, 0 in queue
Sent. 2141 messages, 0 pocifications. 0 in queue
Route rofresh request: recetved 4, sent 0
Minimn tine batveen advertisement runs iz 30 seconds
pdate source 15 1o
For adaress famtly: 1pvs nicasc
8G9 table vorsion 912. nelghbor version 512
zadex 2, Offser 0, wask oxt
Comminity atcribute sent to this neighbor (both)
8 accapaa protixes
18 announced profixes

connscttons satablished 1; dropped 0
Extermal 5GP neighbor may be up to 2 hops away.

Local Bost. 200L.bab s, Losal pores 175

Foreign host 2001.bd.cs;1, Foreign ports 7361

Nexthop: 2.2.2.1

Nexthop global: 2001:a58:bi i1

Nexthop local: +

26 connction: non shared network

Swisclear bgp 1pvE 2001:ab8:bs:1 1n
09:57:03 Sl IMISH[20222]: cloar bgp 1pv6 300L:ab8:bi 1 in

SW1809:57:03 6l BGPILTIE]: 2001:ab8:b +1-Outgolng [BICODE] Neg-HAT: Typo 5
09:57:03 51 BGPI1718] 2001008 s +1-0utgotng [BNCODE] Routo-Refroshs FR-TYPS
o wegsize 23

09:57.04 Sl BOP[1718]: 2001:d58:b: +1-Oucgoing [FSH] Rouceadv Timer BXpiry)
09.57.04 51 BGF1718]: 001,08 .2+ 11 oucgotng (M) State: Eacabiished Event:
2

109:57.06 Su1 BGP[1718] : 2001:ab8:b::1-0ucgoing (FS] AS-Origination Timer Biry
09.57.06 Sl BGP(1718): [R1B) Scanning 5GP Necwork Rouce:

09.57,06 1 BGF(1718] 2001:b8.b: <1 cucgoing (M) State: Sstablished Bvent:
n

09:57:20 sW1 BGP[L718) : 2001:ab8:b: :1-oucgotng (DECODE] Meg-Har: type 4, length
19

09:57:20 WL BGP[1718): 2001:88:b +1-Outgolng [DBCODE] Msg-Hdr: Requesting
semedtate Read ()

09:57:20 W1 BGPILTLS] : 2001:db8 b 11-Outgong [DBCODE] KALive: Recolved:
09:157:20 51 BGPI1718]  2001:ab8:b:+1-cutgoing [FSK) State: Eetabiished Event:
26

09:57:21 WL BGPILTLS) : [R1B) Scanning BGP Notwork Routes..

09.57.21 51 BGP(IT18]  2001+08 b+ 1-OUGgoLng [FEM] AS-OFigination Timor BXpiry
09:57.21 S¥1 BGP(1718] 2001:ab8:D:+1-0ucgoing (FSH] State: Established Event:
109:57.24 51 BOP[1718) : 2001:ab8:b: :1-Oucgotng (DECODE] Meg-Har: type 2, lengeh
7

[Continued on next pge.]
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sWitshow bap 1pve

BG? table version is 65, local router I is 1.1.

Status codes: s suppressed, A damped, h history,
1< lapelea, s stale

Origin codes: i - 162, e - BGP, ? - incomplete

Metzic

11
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SWikshow byp ipvé meighbors 2001:db8:b::1
BGP neighbor is 2001:4b8:b::1, remote AS 200, local AS 300, external link
BGP version 4, remote router I 2.2.2.1
6P state = Ectablished, up for 15:08:13
Last read 15:08:13, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-Octet ASN Capability: advertised and received
Address family IPVE Unicast: advertised and received
Received 2138 messages, 0 notifications, 0 in queue
Sent 2132 messages, 0 notifications, 0 in queue
Route refresh request: recetved 0, sent &
Minimun tine betveen advertisement runs is 30 seconds

+ 19v6 Unicast
0P table version 910, neighbor version 909
Index 2, Offset 0, Mask Oxd

Community attribute sent to this neighbor (both)
18 accepted prefixes

8 announced prefixes

Connections established 1; dropped 0
External BGP neighbor may be up to 2 hops away.

Local host: 2001:dbf:c::1, Local port: 37381

Foreign host: 2001:ab8:b::1, Foreign port: 179

Nexthop: 3.3.3.1

Nexthop global: 2001:db8;

Nexthop local:

267 connection: non shared metwork

1
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SHesshow bop 1pve

5GP table version is 2, local router ID is 4.4.4.4

Status codes: s suppressed, d damped, h history,
1 - labeled, s stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete

valid, > best, i - internal

Network Metric LocPrf Weight Path
*> 2001:ap8:
220:c26b)
0 200 100 1
<20:c26b)

0 200 100 1
*> 2001:ap8:

0 200 200 ¢
Nusber of prefixes 3
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SWashow bop ipve 2001:db8:ci10::/64

BGP routing table entry for 2001:db8:c:10::/64

Paths: (1 available, best 41, table Default-IP-Routing-Table)
‘Advertised to non peer-group peers:

(.33
origin incomplete metric 0, localpref 100, valid, external, best
Last update: Wed Jun 5 09:36:50 2013
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09:57:24 sl BGR[1718]
imediate Read (118)
09:57:24 5wl BGP(1718]: 2001:ab8:b: :1-Oucgoing [DECODE] Update: Starting UPDATE
decoding. .. Bytes To Read (118), msg_size (118)

09:57:24 Sl BGPI1718): 2001:ab8:b::1-Outgoing [FSM] State: Established Event:
27

09:57:24
2001:a08
09:57:24. (oANP) Dgp_rfd_rt_update(
09:57:24 SW1 BGP(1718]: 2001:ab8:b: +1-outgoing [RIB] Update:
1gnored

09:57:24 Sl BGP[1718]: 2001:ab:
/64

BGP(1718]: [DAP) bgp_rfd_rt_update(): Route State: NONE, ret=0
BGP(1718]: 2001:ab8:b: :1-Outgoing [RIB] Update: ...duplicate route

2001:a

-outgotng [RIB] Update: Recetved Prefix

NONE, Tot=0
auplicate route

-outgotng [RIB] Update: Recetved Prefix

BGP[1718]: 2001:ap8:D:
/68

BGP(1718): [DANP) bgp_rfd_rc_update(): Route State: NONE, ret=0
BGP(1718]: 2001:ab8:b: :1-Outgoing [RTB) Update: ...duplicate route

-outgotng [RIB] Update: Received Prefix

BGP[1718]: 2001:db8:b: +1-Outgoing [RTB] Update: Received Profix
/68

BGR(1718]: [DANP] bgp_rfd_rt_update(): Route Stat
2GP[1718] : 2001:ab8:b: :1-Oucgoing [RIB) Updata: .

NowE, rer=0
auplicate route

BGP[1718]: 2001:db8:b: :1-Outgoing [RIB] Update: Received Profix
/64

BGP[1718]: [DAMP] bgp_rfd_rt_update(): Route State: NONE, ret=0

8GP(1718]: 2001:ab8:b: :1-outgoing [RIB) Update: ...duplicate route

BGP(1718]: 2001:ab8:D: :1-Outgoing [RTB] Update: Received Prefix

© [oAMP] Dgp_rfd_rt_update(
2001:ab8:b:  1-Cutgoing (RI3] Update:

auplicate route

BGP(1718]: 2001:Ab8:D: :1-Outgoing [RIB] Update: Received Prefix
/68

BGP(1718]: [DANP] byp_rfd_rt_updata(): Route Stat

SWL BGP1718] : 2001:db8:b: :1-outgotng [RIS] Update:

NONE, Tot=0
auplicate route

Bap(1718

2001:408:b: :1-Outgoing [RIB] Update: Received Prefix
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SwWidshow bop ipvé meighbors 2001:db8:b::l
16:26:04 C1 IMISH[8960): show byp ipvé meighbors 2001:db8

o1

BP neighbor is 2001:ab8:bs:1, remote AS 200, local AS 300, external link

BG version 4, remote router ID 2.2.2.1
86? state = Established, up for 00:04:20
Last read 00:04:20, hold time is 90, keepalive interval
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-0ctet ASN Capability: advertised and received
Address family IPv6 Unicast: advertised and received
Received 146 messages, 1 notifications, 0 in queue
Sent 162 messages, 2 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimun tine betveen advertissment runs iz 30 seconds
Update source 1s 1o

For address famtly: IPvé Unicast

5GP table version §, neighbor version 6

Tndex 2, Offset 0, Mask Ox¢

Tnbound soft recontiguration allowed

Community attribute sent to this neighbor (both)

18 accepted prefixes

8 announced prefixes
Connections established 4; dropped 3

‘External BGP neighbor may be up to 2 hops away.
Local host: 2001:@b8:c::1, Local port: 179
Foreign host: 2001:@b8:b::1, Foreign port: 35476
Nexthop: 3.3.3.1
Nexthop global: 2001:db8:
Nexthop local
BGP connection: non shared network
Last Reset: 00:04:20, due to BGP Notification sent

1

5 30 seconds

Notificacion Brror Message: (Cease/other Configurstion Change.)]
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SWLeshow bgp 1pve 2001:ab8:a:10::/64
56 routing table entry for 2001:db8:a:10::/64
Paths: (1 available, best #1, table Default-Ip-Routing-Table)
Not advertised to any peer
200 100
2001:aB8 :b::1 £rom 2001:d58 @.2.2.1
Origin IGP metric 0, localpref 100, valid, external, best
Last update: Wed Jun § 0 42013
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SW3gshow bop 1pve

BGP table version is 2, local router ID iz 3.3.2.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: & - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Waight Path

> 2001:a08:a:10:

0 200100 1

0 200 100 1

0 200 200 1
Number of prefixes 3
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SWatshow bap 1pvE

BG? table version is 23, local router ID is 2.2.2.2

Status codes: s suppressed, a damped, h history, * valid, > best, 1 - internal
1= lapelea, s stale

Crigin codss: & - 168, = - 268, 7 - incomplate

Network Metric LocPrf Weight Path

252:5789)
0 1001

o52:0789)
0 100 1

/68
2001:ab8:10,

<52:5789)
0 100 4

Mumber of prefixes 3
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BGP_swi#show bap 1pvé neighbors 2001:ab8ibiil
BGP neighbor is 2001:db8:
BG? version 4, remote router Ip 2.2.2.1
562 state = Established, up for 00:03:54

1, remote A5 200, local AS 300, external link

Last read 00:03:5¢, hold time is 90, keepalive interval is 30 seconds

Neighbor capabilitie
Route refresh: advertised and received (o1d and new)
4-0ctet ASH Capability: advertised and received
Address family Tpv6 Unicast: advertised and received

Received 125 messages, 0 notifications, 0 in queue
Sent 131 messages, 1 notifications, 0 in queue
Route refresh request: received 0, sent 0

Minimm tine between advertisement runs is 30 seconds
update source is 1o

For address family: Ipv6 Unicast

869 table version 54, neighbor version 53

Index 2, Offset 0, Mask Oxd

Community attribute sent to this neighbor (both)
18 accepted prefixes

7 announced prefixes

Connections sstablished 2; dropped 1
External BOP neighbor may be up to 2 hops away.

Local host: 2001.db8:c::l, Local port: 54721

Foreign host: 2001:4b8:b:i1, Forsign pert: 179

Nexthop: 3.3.3.1

Nexthop global: 2001:db8.

Nexthop local

P connection: non shared network

Last Resst: 00:03:54, due to BGP Notification sent

Notification Error Message: (Cease/Other Configuration Change.)
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SWasshow bop 1pve communtty
B6P table version is 4, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, 5 Stale
Origin codes: i - 1G9, & - B3P, 7 - incomplete
Network Next Hop Metric LocPrf Weight Path
> 2001:a8:30::/64

2001:ape

230)
o 0300 &

2(£080: :00cd: 6at : £2

Number of prefixes 1
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SW1tshow bop ipvé neighbors
BGP neighbor ic £e80::2, remote AS 200, local AS 100, external link
5GP version 4, remote router ID 2.2.2.2
BGP ctate = Eotabliched, up for 0000550
Last read 00:00:50, hold time ic 90, kespalive interval is 30 seconds
Neighbor capabilities

Reute refrech: advertised and received (old and new)

4-0ctet RSN Capability: advertioed and received
ddrese family Ievi Unicact: advertised and received

hddress family IPv6 Unicast: advertised and received
Received 7 messages, 1 notificaticns, 0 in queus
Sent 7 mescages, 0 notifications, 0 in queus

Route refrech request: received 0. sent 0

Minimn tins betvesn advertisement rune is 20 seconds
For addrece family: Ipvd Unicast

BGP table version 1, meighbor version 1

Index 1, Offser 0. Mask 0x2

Community attribute sent to thic neighbor (both)

0 accepted prefixes

0 announced prefixss

For addrecc family: IPv6 Unicast

BGP table version 1, meighbor version 1

Index 1, Offser 0. Mask 0x2

Community attribute sent to thic neighbor (both)

0 accepted pretixes

0 announced prefixe:

Connections establiched 2; dropped 1
Local host: £e80::1, Local part: 179
Foreign host: £a80::2, Forsign port: 34459
Nexthop: 1.1.1.1

Hexthop global: £a80::1

Nexthop local: i

£GP connection: shared network

Last Reset: 00:00:50, due to BGP Notification received
Notification Error Message: (Cease/Other Configuration Change.)
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SWitshow bgp 1pve
P table version is 19, local router ID is 1.1.1.1

Status codes: s suppressed, A damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: i - IGP, e - BGP, ? - incomplete
Network Next Hop. Metric LocPrf Weight Path
> 2001:468:20::/68

2001:aps:

o 0200 &
Musber of prefixes 1
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11:11:26 S BGP[1718). [SFL) rouce count decreased to 11
11411126 w1 GR[1718) ¢ [S72) rouce count decreaced to 10

11:11i26 1 BGP(1718). [SFL) rouce count decreased to 3

11011426 S BGP[1718). [SFL) rouce count decreased to §

11011126 S GP(1718) 1 [SPL) rouce count dcreased co 7

11111126 S B3P[1718]. 2001ab8 b+ 1-oucgoing [7eM] Auco-Seart Tumer BXplry
S1011:26 S GP[1718)  2001.ab8 b+ 1-outgolng [raN) State: Idle Fvent: 3
11111126 S GP1718] 1 201,008 b, 1-oucgotng (7sM) State change: 1dle(l)-
>comnect (2)

1011126 SWL BGPI1718) + 2001:058::1-Oucgolng (NETWORK] FD-Ld, Sock Status: 0-
11011126 s GR[1718) ¢ 2001008 [rsu) stater Connect svent: 17
$1:11:26 s 3GP(1718). 200108 {micooe) Hsg-ndr: Type 1
11011126 s BoR[1718) ¢ 2001 008 [mwcoos) opens ver 4 Wyas 300
Holaeims 0

U1.11:36 w1 BGP[1718]: 2001008 b+ 1-oucgotng [mCoDE] Cpen: Weg-Size 61
11111126 Sw1 GP1718] 1 2001.ab8 b :1-0ucgo1ng [7sM) State Change: Comect (2)-
>opensanc (4)

11411626 SW1 GPII718)  [NETWORK) Accept Thread: Tncoming com from host
2001:a8:5:1_(F=15)

S1411426 sl BGPI1718]. 2001.08:bs 1-outgotng (FS¥] Scats
P )

11011026 S BoB{1718) + 2001w
succasatal

T1011:36 S BGP(1718] . 2001.8:b:1-Incoming (NETWORK] FD-LS, Sock Status. 0-
S1011126 SM1 BGP[1718] 1 2001:db8 b s1-Incoming 7SN State: Active Event: 17
11111126 0 Bab(1728] 1 20011ab8 1D+ mneoming [mKoDE) Hag-ar: 2ype 1
S1011:26 S GP[1718] 2001008 b+ 1-Tncomng [BICODE] Open: Ver 4 WyAS 300
Holacine 30

UT.11:36 o1 BGPI1718: 2001.ab8 b+ 1-Tncomtng [=ICoDE] Open: Weg-Size 61
11111126 S GP1718) 1 201,008 b+ 1-Incoming [Fsh) Stace Change: Active(3)-
>opansent (4)

S1711126 s BGP[1718)  2001:ab8 b 1-Tncoming [NETAORK] FOSIS. Sock Status:
107-Transpore andpoinc 1a not comacted

11111:26 S0 B3P(1716] - 2001.@58:bs 1 Tnconing (¢SK] State: opensenc Event: 10
11011126 W1 BGPI1718) ; 2001.1a58,5:1-Tncoming [FsM] Stace Change: opensent (4)-
Saceive(a)

11111126 561 BGP(1718]  2001:a88:b+ 1-0utgotng [DBCODE] Neg-hir: type 1, lengch
@

1131126 s BGP[I718) ¢ 2001008
immediate Read (42)

11111:26 61 BOP(1716] - 2001:4b8 b :1-0utgotng [SBCODE] open: Cptional param len
»

11111126 W1 BGP(1718]. 2001:4b8:b+1-0ucgoing [DBCODE) Open Opc: option TYpe
2. optton ten 6

11011126 sw1 BGP[1718) 1 2001:ab8 :be:1-0ucgoing [DBSODE) Open Caps Cap Cods 1,
cap ten @

11011726 s B0R[1718) 2001008
2, opeion ten 6

11011526 s BGP[1718) ¢ 2001008
cap 1en ¢

11111126 S 339[1718] 2001:ab8:b: :1-outgotng [DECODE] Open Opt: OpLion TYpe
2, opeton ten 2

11,11:26 SWI BGP(1718] + 2001:4081b+ 1 1-0ucgotng (DBCODE] Opan Caps Cap Cods 123,
cop 1en 0

11111126 SW1 BGP(1718] 2001408 :bs:1-0ucgotng [DBSODE] Open Caps KR Cap(o1d)
11111126 sw1 G9[1718)  2001:@b8 b 1-0utgoing [DBCODE) Open Opc+ Option TYpe
2, opeion ten 2

1111126 swi BoR[1718) ¢ 2001008
cap 1en 0

[Oattanet o net gugnl

opensant svent: 14
i-cucgotng [Fsu] Tnconnseq: Tracking...
1 Incontag (Fsw] Tcomnseq: Clone creacion

1-outgotng [05000E) Msg-Hir: Requesting

1-cutgotng [D8CODE) open opt+ opeion TYpe

+1-0utgotng (0800DE) open Cap: Cap Code 1.

1-cucgotng [98CO0E) Open Caps Cap Code 2.
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SW3#show bp ipvé meighbors 2001:db8:2::1
BGP netghbor is 2001:db8:2::1, remote AS 200, local AS 300, external link
BG? version 4, remote router ID 2.2.2.2

5GP state = Bstablished, up for 00:20:55

Last read 0 5, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:

Route refresh: advertised and received (old and new)

4-Octet ASN Capability: advercised and received

Address fanily IPVE Unicast: advertised and received

Received 51 messages, 0 notifications, 0 in queue

Sent 52 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0

Minimm tine betvesn advertissment runs is 20 ssconds
For adiress family: IPvd Unicast

5GP table version 1, neighbor version 1

Index 1, Offest 0, Mask 0x2

Community attribute sent to this neighbor (both)

0 accepted prefixes

0 announced prefixss
For address famtly: IPv6 Unicast

562 table version 22, neighbor version 22

Index 1, Offset 0, Mask 0x2

Community attribute sent to this neighbor (both)
outbound path policy configured

Route map for outgoing advertisements is *SET_COMMUNITY
1 accepted prefixes

1 announced prefixes

Connections established 1; dropped 0
Local host: 2001:db8:2::2, Local port: 179
Foreign host: 2001:db8:2::1, Foreign port: 60209
Nexthop: 3.3.3.3

Nexthop global: 2001:db8:2::2

Nexthop local: fe80: :eecd:6dff: £s20:c23e

BGP connecticn: shared network
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B0P_Swl#clear byp ipvé 2001:db8ib::l
11:11:26 SWL TMISH[12867): clear bup ipvé 2001:db8:
2001:db8:b: :1-0utgodng (FSM) State: Established

11:11:26 SWL BGP(1718]: 2001:b8:b: :1-Outgoing [ENCODE] Meg-Hdr: Type 3
® BGP-3-NOTIFICATION: sending to 2001:db8

(Cease/Other Configuration Change.) 0 data-bytes

11:11:26 SWL BGP(1718]: 2001:@b8:b: :1-Outgoing [FSH) State Chang

Established(6)->Idle (1)

SWL BGP[1718]: [SFL] route count decreased to 24

SWL BGP[1718]: [SFL] route count decreased to 23

WL BGP[1718]: [SFL] route count decreased to 22

SWL BGP[1718]: [SFL] route count decreased to 21

SWL BGP[1718]: [SFL] route count decreased to 20

SWL BGP[1718]: [SFL] route count decreased to 19

SWL BGP[1718]: [SFL] route count decreased to 18

SWL BGP[1718]: [SFL] route count decreased to 17

SWL BGP[1718]: [SFL] route count decreased to 16

SWL BGP[1718]: [SFL] route count decreased to 15

SWL BGP[1718]: [SFL] route count decreased to 14

SWL BGP[1718]: [SFL] route count decreased to 13

11:11:26 SWl BGP(1718]: [SFL] route count decreased to 12

[Continusd on next page]

/6






images/image-93.png
SW2#show bp pve 2001:db8:30::/64
BGP routing table entry for 2001:ab8:30::/64
Paths: (1 available, best #1, table Default-Ip-Routing-Table, not advertised to
any peer)
Not advertised to any peer
300
2001:d08:2: 12 (£680: :secd: 6
(£680: :eeca:6a££ 1 £220:c232)
Origin TGP metric 0, localpref 100, valid, external, best
Community: no-advertise
Last update: Thu Jul 4 21:4

1£e20:c230) from 2001:4b8:2::2 (3.3.3.3)

8 2013
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Sil#show bop ipvé sumary

BGP router identifier 1.1.1.1, local AS number 100
56 table version is 9

1 BGP AS-PATH entries

0 5GP community entries

V S MsgRc MsgSnt ThlVer InoutQ Up/Down  State/PExicd
14 200 165 168 900 o 3 1
Number of neighbors 1
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SWidshow byp ipvé meighbors
BGP neighbor is 2001:db8:2::1, remote AS 200, local AS 100, external link
562 version 4, remots router ID 2.2.2.2
56 state = Etablished, up for 00:21:09
Last read 00:21:09, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-0ctet ASN Capability: advertised and recetved
Address family TPV6 Unicast: advertised and received
Recetved 165 messages, 0 notifications, 0 in queue
Sent 158 messages, 10 notifications, 0 in queue
Route refresh request: received 0, sent 2
Minimun tine betveen advertissment runs is 30 ssconds
Update source 1s lo
For address family: IPvé Unicast
5GP table version 9, neighbor version 9
Index 1, Offset 0, Mask 0x2
Community sttribute sent to this neighbor (both)
1 accepted prefixes
0 announced prefixes

Connections established 10; dropped 9
External BGP neighbor may be up to 255 hops away.

Local host: 2001:4b8:1::1, Local port: 179

Foreign host: 2001:4b8:2::1, Foreign por

Nexthop: 1.1.1.1

Nexthop: 1.1.1.1
Nexthop global: 2001:ab8:

0732

non shared network
00:21:00, due to BGP Notification sent
Notification Brror Message: (Cease/Other Configuration Change.)
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BGP_SWi#show 1pvé prefix-list detail
Prefix-list with the last deletion/insertion: FILTER OUT
1pv6 prefix-list FILTER OUT:

count: 3, range entriss: 0, sequences: 10 - 30

seq 30 permit any (hit count: 0, refcount: 0)

seq 10 deny 2001:db8:11::/64 (hit count: 0, refcount.
55 20 deny 2001:db8:13::/64 (hit count: 0, refcount.
seq 30 permit any (hit count: 0, refcount: 0)

5eq 10 deny 2001:db8:11::/64 (hit count: 0, refcount.
5eq 20 deny 2001:db8:13::/64 (hit count: 0, refcount.
seq 30 permit any (hit count: 0, refcount: 0)

s6q 10 deny 2001:ab8:11::/64 (hit coun
56q 20 deny 2001:ab8:13::/64 (hit count: 1, refcount.
seq 30 permit any (hit count: 1, refcount: 1)

0
0

0
0

0
0

0
o)

3
2)
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SWltshow bop 1pve
5GP table version is 4, local router ID is 1.1.1.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s Stale
origin codes: 1 - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
::/68

2001:ame.

££:£620:c260)
o 0200 1

1££:£220:260)
o 0200 300 1
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BoP_swi#show bgp ipve sumary

6P router identifier 3.3.3.1, local AS number 300

BGP table version is 53
3 B6P AS-PATH smtriss
© 5GP community entries

N 200

35 MegRc Msgsnt ThlVer InoutQ Up/Down State/PExRcd

124 131 530/0  00:03:42 18
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Sl (config) ¥xoutsr bgp 100
S¥L(config-router) #no bgp default ipvd-unicast
Sl (config-router) bneighbor 2001:db8:10::2 rerote-as 100

i (config) #xouter bgp 100
Si2 (config-router) #no bgp default ipvd-unicast
i (config-router) neighbor 2001:db8:10::1 remote-as 100
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SWa#show bgp 1pvE 2001:db8:a::/s8
P routing table entry for 2001:dbS:a::/58
Paths: (1 avatlable, best #1, table Default-IP-Routing-Table)
Aavertised to non peer-group peers:
2001:db8:20::2 2001:a8:30::2
100, (aggregated by 100 1.1.1.1)
2001:dD8:10: 1 (£280: :ccd: 64£E:£e52:5789) from 2001:dbB:10::1 (1.1.1.1)
(£280: :eeca: 6aze: £252:5789)
Origin 168 metric 0, localpref 100, valid, external, atomic-aggregate, best
Last update: Mon Aug § 22:07:31 2013
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SWigshow bgp 1pve 2001:db8:a::/58
6P routing table entry for 2001:dbS:a::/58
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Advertised to non pesr-group peers
2001:d58:10::2
Local, (aggregated by 100 1.1.1.1)
from :: (1.1.1.1)
Origin IGP, localpref 100, weight 32768, valid, aggregated, local,
atomic-aggregate, best
Last update: Mon Aug § 22:06:50 2013
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SWagshow bop 1pve 2001:db8:a::/58
BGP routing table entry for 2001:db8:a::/58
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
200 100, (aggregated by 100 1.1.1.1)
2001:a58:30::1(£280: :cecd: 6AEE: £620:c26b) from 2001:db8:30.
(£280: :eeca:6aze: £220:c26b)
Origin 168 metric 0, localpref 100, valid, external, atomic-aggregate, best
Last update: Mon Aug 5 22:08:26 2013

@2.2.2.2)
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11.11:27 S BP(716): 2001.09:b: 1 1-outgotng (R3] Update: Recetved Prefix
2001a08:0:60: /68

11,1177 Swl 86(1716] ¢ (7] zoute count tncroased €0 10
11110:27 S BGR(LTIS) s 2001008 b1 1-ucgolng [RIB) Updacs
2001080150, /64

11411127 50 BGPLITION: [S7L) rouce count incressed co 11
1111:27 0 Bp(i716): 2001 aban

2001ab8-a:40: /68

11:11:27 0 BEP(I716) ¢ [S7L) route comnt tncreased to 12
111127 20 Ber(1716) So0tabe e i-outgerns (aeE) cpat
10411127 501 BGRLITI6) ¢ [S7L) rouce count increased co 13
11111127 S0 BGP(LTION s 2001:ab8:bs 1-oucgolng (RIB) Updacs
2001021201 /64

11.11:27 50 BP(I716) ¢ [S7L) route comnt tncreased to 16
11111127 S0 P(1716] 1 2001.ab8:b: 1 outgotng (R13] Update: Recetved Prefix
proswsehurtn

10111127 50 BEBITION [S7L) rouce count increased co 15
11111127 6 BGPILTIS). 200110b8:bs1-oucgolng (RIB] Updacs
e

11011127 50 BGRITION [S7L) rouce count incressed co 16
11111127 S¥1 B9P(1718]  2001.858.b.1 1 Outgoing (0BCOE] Msg-ir: type 2, length
L1111:27 S B05(1716) : 2001:b8:b: 1 1-outgotng [DRCO0E] Nag-dr: Requesting
Lmmeatate Resa (113)

1111127 641 BGPILTIO) : 2001.458:bs 1-0ucgoing [DECODE] Updace: Starcing UPDATE
dscoing. . Byces To Read (199), meg_size (113

LLLTLiZ7 S0 BGR(LTI6): 2001:b8+br:1-0utgoing DBCODE] Updace: Requesting
smosiate Resd (19)

LTL11.27 Su1 B5P(1718]  2001:58:b: :1-0utgotng (ORCOE] Msg-aE: type 2, length
T1,11,27 el 0P(7I8). 2001.08:be:1-outgotsg [DRconE) Neg-uir: Sequesting
immoatace Read (€7

1111127 S%1 BGPLLTI6)+ 2001:458:bs 1-Cucgoing [DBCODE] Updace Starcing UPDATE
ecosing. . Byces To Read (1), meg_size (67)

L1127 S0 5G911718) 20011088 b 1-cucgolng (7SK] Stater Bscabliched Bvent:
11.11:27 s B0B(716): 2001.09:b: 1 1-outgotng (R3] Update: Recetved Prefix
e

10111127 4 BGBITI6N [S7L) rouce coun ncreased co 17
11111127 56 BGP(LTION 2001:ab8:bs1-oucgolng (RIB) Updacs
20010801201 /64

11011127 50 BGPLITION s [S7L) rouce count incrassed co 18
11111127 0 BOP(1716] 1 2001881, 1-outgotng (RI3] Update: Recetved Prefix
2001ab8:5110- /68

11.11:27 5 BER(ITI6) ¢ [S7L) route coumt tncreased to 19
11110127 S0 BGPLTI6). 2001:ab8:bs1-oucgolng [RIB] Updacs
11411127 5 BGPITI6N ¢ [S7L) rouce count incressed co 20
1111137 S0 BGPULTIO) s 2001:ab8:bs 1-oucgolng [RIB) Updacs
2001008102 /68

11.11:27 50 B35(1716) ¢ [S7L) route count tncreased to 21
11111127 50 0R(1716] 1 2001.b8:b: 1 outgotng (R13] Update: Recetved Prefix
10111127 50 BGRITI6N: [S7L) rouce coun increased co 22
11111127 6 BGPILTIO) s 2001:ab8:bs 1-oucgolng [RIB) Updacs
i

11:11:27 50 B5(1716) [S7L) route comnt ncressed to 23
11111127 S0 269(1716] . 2001558 .bs -1 outgoing (7oM] Seate: Established svent.
111027 et BopTIE) s 200108 bs 1-oucgotng [R1E) Updacs
11411127 50 BGRLITI6) ¢ [S7L) rouce count increased co 24
11111127 S0 BGPULTION s 2001:ab8:bs 1-oucgolng (RIB) Updacs
2001008 b140: /68

11011227 o1 569(1718]): [s¥L) route count increased to 25

Rocotved preix

Racatved pratix

Racatved pratix

Racatved pratix

Racatved pratix

Racatved pratix
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Sw3sshow bop ipve 2001:dbe:a:
BGP routing table entry for 2001:dbS:a::/58
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not sdvertised to any pesr
200 100, (aggregated by 100 1.1.1.1)
2001:d58:20: 1 (£080: :0ecd: 6AF£: £020:c26b) from 2001:db8:20::1 (2.2.2.2)
(£680: :00cd: 64££: £620:c26b)
origin TGP metric 0, localpref 100, valid, external, atomic-aggregate, best
Last update: Mon Aug 5 22:07:30 2013
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11:11:26 Sl BGP[1718]: 2001:db8:b::1-Outgoing [DECODE] Open Cap: RR Cap(new)
1111126 swl 369(1716] 20010815
2, option ten &
5111126 5¥1 BGP1718): 200118 b 1-Cucgoing (DBCODE] Weg-Ha: Requesting
irmediace fesd (0)
11226 Sl SGP(1718]: 2001.08.b. 1-outgotng (SESODE] KALive: Secesved:
13111126 260 Bopl1718], 2001 1ab81bs:1_ouegeing (BCoDE) Open Cap: Cab Code €5,
cap en ¢
L1111426 S0 BOP(1718] 1 2001.a08:bs11-0ucgotng (¢S] State: cpensanc Evenc: 19
51111126 51 BGP(1716) 200158 b 1-Cucgoing (RICODE] Heg-Hr: Type ¢
11111126 561 20P(1716], 20018 b 1 Outgotng (RCOSE] Keopalive: 110 RALive
=ate) sent
TIT11.26 561 535(1718]  2001.488:5:1-0utgotng (¢S] State Change: opensent 4)-
opencontira(s)
51711126 0 BGP(1716) 20011008 bs 1-0ucgotng (DBCODE) Meg-Har: type
1
51111126 SHISGP(1718] 200118 b 1-Ouegotng (DEC00S] Heg-ids: Requesting
irmediate 5esd (0)
TETIE36 svl SGP(1718]: 2001.08.b. 1-outgotng (oBCoDE] KALive: Secesved:

26 01 B08(1716). 201,580 11 cutgesng (Few) Seate: Opencentiom Evens.

1-cucgotng [0BC0E] Gpen opc: option TYpe

. 1engen
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Swisshow bop 1pve
6P table version is 9, local router ID is 1.1.1.1

Status codes: s suppressed, A damped, h history, * valid, > best, i - intemal
1< iabelea, s stale

Origin codes: 1 - 102, o - B3P, ? - incomplete

Natwerk Next Hop Mtric LocPrf weight Path
> 2001:08:20: /64
2001:ape.
0 201
2001:a8.
0200 300 1

Number of prefixes 2
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SWa2#show bop 1pve
B2 table version is 23, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, b history, * valid, > best, i - internal

1 - labeled, s stale
origin codes: 1 - IGP, e - EGP, ? - incomplete

Network, Next Hop Matric LocPrf Weight Path
> 2001:4b8:a:10: /64
2001:ap8:10, seca:6at:£e52:5789)

o 01004

2001:ap8:10, eecd:6aff: £e52:5789)
o 0100 4
*> 2001:a8. 68
2001:ap8:10, +100cd:64F:£052:5789)

o 0100 4
umber of prefixes 3





images/image-107.png
SWashow bgp 1pve 2001:4b8:a::/S8 longer-prefixes
5GP table version is 83, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - IGP, e - EGP, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 2001:db8:a::/58

2001:db8:10: +1(£680: :aecfl: 64£ £ £252:5780)
o 0100 ¢

umber of prefixes 4
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BGP_SWL#show bgp 1pvé neighbors 2001:db8:2::1
BGP netghbor 1s 2001:ab8::
BGP version 4, remote router ID 2.2.2.2
BGP state = Established, up for 00:01:10

::1, remote As 200, local AS 100, external link

Last read 00:01:10, hold time is 90, keepalive interval is 30 seconds

Neighbor capabilities:
Route refresh: advertised and received (o1d and new)
4-0ctet ASN Capability: advertised and received
Address family TPvé Unicast: advertised and received

Received 476 messages, 0 notifications, 0 in queue
Sent 475 messages, 2 notifications, 0 in queue
Route refresh request: received 0, sent 0

Minimm tine between advertisement runs is 30 seconds

pdate source is 1o

For address family: IPv6 Unicast

6P table version 16, neighbor version 16

Index 1, Offset 0, Mask Ox2

Community attribute sent to this neighbor (both)
Outbound path policy configured

Outgoing update prefix filter list is *FILTER_OUT
0 accepted prefixes

1 announced prefixes

Connections sstablished 2; dropped 1
External BGP neighbor may be up to 2 hops away.

Local host: 2001:db8:1::1, Local port: 179

Foretgn host: 2001:db8:2::1, Forsign port: 56385

Nexthop: 1.1.1.1

Nexthop global: 2001:db8:1::1

Nexthop loca

BGP connection: non shared network

Last Reset: 00:01:10, due to 5GP Notification sent

Notification Error Message: (Cease/Administratively Resst.)
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SwS#traceroute ipvé 2001:ab8:100::1
craceroutes

2001:aB8:100::1
tracerouts to 2001:db8:10

) £rom 2001:d8:40

1 (2001:ab8:100.

) 1.903 ms 2.177 ms 1.901 ms
2 2001:458:30::1 (2001:db8:30::1) 1.846 ms 1.387 ms 0.952 ms
32001:458:20::1 (2001:d58:20::1) 1.824 ms 1.431 ms 1.923 ms
42001:458:100: 11 (2001:d58:100::1) 1.856 ms 1.422 ms 0.935 ms
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BGR_sw2dshow bop 1pvE
BGP table version is 6, local router I is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale
origin codes: i - 167, e - B3, 7 - incomplete

Network Next Hop Mtric LocPrf Weight Path
> 2001:58:12: /64 2001:ab8: o 0100 &

Number of prefixes 1
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SWS#ping 1pvé 2001:ab8:100::1
PING 2001:@8:100::1(2001:@8:100::1) 56 data bytes

64 bytes from 2001:db8. icmp_seq=1 ttl=6l time=2.04 ms
64 bytes trom icmp_seq=2 ttl=61 time=1.30 ms
64 bytes trom icmp_seq=3 ttl=61 time=1.32 ms
64 bytes from 2001:ab8. icmp_seq=4 ttl=61 time=1.32 ms
64 bytes from 2001:4b8:100::1: icmp_seq=S ttl=6l time=1.33 me

2001:db8:100::1 ping statistics -
5 packets transmitted, 5 recetved, 0% packst loss, time d4003ms
et min/avo/max/ndev = 1.303/1.467/2.049/0.294 ns
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BoP_sw2eshow bop 1pvE

86 table version is 2, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s Stale

origin codes: i - 169, e - 568, ? - incomplete

Network Next Hop Metric LocPrf Weight Pach
> 2001:68:11::/64 2001:db8:1::1 o 0100 &
> 2001:4b8:12::/64 2001:db8:1::1 o 0100 &

o 0100 &
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sWisclear bop ipve *
SH1423:52:12 SWl THISH[3018)
23:52:12 SWL BGP(1704): 2001:4b8:2:
35

23:52:12 51 BGR(1704]:
23:52:12 WL BGP[1704.
(Cease/other Contiguration Change. ]
23:52:12 SHL BGP[1704]: 2001:db8:2
Eotablished (5]->Iale (1)
23:52:12 541 BGR(1704]
23:52:12 sl BGP(1704

23:52:12 Su1 BGR(1704]):
Sconnect (2)

2001:ab8:2:

2001:abs:2:
2001:a88:2
2001:ab8:2

23:52:12 501 BGR(1704]:
2001:db8:2::1 (FD16)

23:52:12 SWL BGP[1704]: 2001:db8:2
23:52:12 WL BGP[1704]: 2001:dbi:
23:52:12 Sil BGP(1704]: 2001:dbs:
23:52:12 SL BGP[1704]: 2001:db8:
23:52:12 Sl BGP(1704]: 2001:abd:

[continued on next page...)

* BGP-3-NOTIFIGATION:

[NETHORK] Accept Thread:

clear hop ipvs *

1-Outgoing (FSK) State: Established Bvent:

1-Outgoing [BNCODE] Mag-Hdr: Type 3
sending to 2001:4b8:2:
0 daca-bytes

66

1-Outgoing [FSH) State Change:
i-Outgoing [FSH] Auto-Start Timer Expiry
1-outgoing [FSH] State: Idle Event: 3

1-outgoing [FSH) State Change: Tdle(l)-

Inconing comn Erom host

1-outgoing [FSH] State: Connect Bvent: 14
1-Outgoing [FSM] InconnReq: Accepting.
1-outgoing (NETWORK] FD-16, Sock Status: 0
1-Outgoing [FSH] State: Connect Bvent: 17
1-outgoing [ENCODE] Mog-#r: Type 1
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BGP_Sw2#show ipvé prefix-list detail
Profix-list with the last deletion/insertion: FILTER_IN
1pv6 prefix-list FILTER_IN:

3, range entries: 0, sequences: 10 - 30

/64
deny 2001:ab8:13::/64
52 30 permit any (hit count:

seq 10 deny 2001:db8:11::/64
55q 20 deny 2001:db8:13::/64
52 30 permit any (hit count.

seq 10 deny 2001:4b8:11::/64
Seq 20 deny 2001:ab8:13::/64
seq 30 permit any (hit count:

seq 10 deny 2001:ab8:11::/64 (hit count: 0, refcount: 0)
Seq 20 deny 2001:db8:13::/64 (hit count: 0, refcount: 0)
seq 30 permit any (hit count: 0, refcount: 0)

50 10 deny 2001:ab8:11::/64 (hit count: 1, refcount: 3)
56 20 deny 2001:ab8:13::/64 (hit count: 1, refcount: 2)
seq 30 permit any (hit count: 1, refcount: 1)
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SW1eshow bop 1pve meighbors
BGP neighbor is 2001:4b8:2::1, remote 25 200, local 45 100, axternal link
B6P version 4, remote router Ip 2.2.2.2

BGP ctate = Ectablished, up for 00:00:54

Last read 00:00:54, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:

Route refresh: advertised and received (old and nev]

4-Octet RSN Capability: adverticed and received

2ddress family TPvé Unicact: adverticed and received

Received & meccages, 0 notifications, 0 in queue

Sent 4 messages, 0 notifications, 0 in queue

Route refrech request: received 0, sent 0

Minimm tine betveen advertisement runs is 30 seconds

pdate source o lo
For address family: IPvé Unicast

B6P table version 1, neighbor version 1

Index 1, Offset 0, Mack 0x2

Community attribute sent to this neighbar (borh

0 accepted prefixes

© announced prefixes

Connections established 1; dropped 0
External 5GP neighbor nay be up to 255 hops away

Local host: 2001:4b8:1::1, Local port: 179

Foreign host: 2001:4b8:2::1, Fareign port: 56397

Nexthop: 1.1.1.1

Nexthop global: 2001:4b8:1

Nexthop local:

5GP connection: non shared metwerk
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BOP_sW2#show bp 1pve meighbors 2001:db8:l:il
BGP neighbor 1s 2001:4b8:1::1, remote AS 100, local AS 200, external link
2Gp version 4, remote router ID 1.1.1.1
56p state = Established, up for 00:00:31
Last read 00:00:31, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-0ctet ASN Capability: advertised and received
Address family TPve Unicast: advertised and received
FReceived 539 messages, 1 notifications, 0 in queue
Sent 538 messages, 2 notifications, 0 in queue
Foute refresh request: received 0, sent 0
Minimm tine between advertisement runs is 30 seconds
update source is 1o
For address family: IPvé Unicast
86p table version 6, neighbor version 6
Tndex 1, Offset 0, Mask Ox2
Community attribute sent to this neighbor (both)
Inbound path policy configured
Tncoming update prefix filter list is *FILTERIN
1 accepted prefixes
© announced prefixes

Connections established 4; dropped 3
External BGP neighbor may be up to 2 hops away.

Local host: 2001:db8:2::1, Local port: 55304

Foretgn host: 2001:ab8:1::1, Forsign port: 179

Nexthop: 2.2.2.2

Nexthop global: 2001:dbs:

Nexthop local: ::

BGP connection: non shared network

Last Reset: 00:00:32, due to BGP Notification sent

Notification Error Message: (Cease/Other Configuration Change.)

1
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swS#show bop 1pve
BGP table version is 4, local router ID is 4.4.4.4
Status codes: s suppressed, d damped, h history, * valid, > best,
1 - labeled, S stale

Origin codss: i - IGP, = - EG8, ? - incomplete
Network Next Hop Metric Locerf  Weight
*> 2001:d58:100::/64

2001:ab8:40

(£280: :20cd:6de: £ads:o55b)
o o
Number of prefixes 1

i - impernal

ath

200 100 &
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BOP_SW2#show bgp 1pvé netghbors | begin AT

skipping
AF-dependant capabilities:
utbound Route Filter (ORF) type (64) Prefix-list:
Send-mode: advertised
Receive-mode: received
utbound Route Filter (ORF) type (128) Prefix-list:
Send-mods: sdvertissd
Receivamode: raceived
Outbound Route Filter (ORF): sent;
Community attributs sent to this neighbor (both)
Tnbound path policy configured
Tncoming update prefix filter list is *UPDATE_LIST
2 accepted prefixes
0 announced prefixes

Connections established 3; dropped 2

External BGP neighbor may be up £o 2 hops avay.
2001:a58:2::1, Local port: 179

. Forsign port

s3s46

£ 00:12:56, due to BGP Notification received
Notification Error Message: (Cease/Other Configuration Change.)
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BGP_SW2#show bgp ipvé summary
BGP router identifier 2.2.2.2, local AS number 200
BGP table version is 27

2 BGP AS-PATH entrie:
0 6P commnity entries

Neighbor v AS  MsgRc Msgsnt Thlver Inoucq Up/Down State/PfxRcd
200Lap8i1iin 4 100 2e2 237 270/0  00:10:32 2

Musber of neighbors 1
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23:58:35 WL BGP(1704]: 2001: a8+
74

23:58:35 SWl BOP(1704.
immediate Read (55)
23:58:35 SWL BGP(1704] : 2001:db8:2: :1-Outgoing (DECODE] Update: Starting UPDATE
decoding... Bytes To Read (55), msg_size (55)

23:58:35 SWL BGP(1704]: 2001:db8:2::1-Outgoing [FSM) State: Established Event
27

23:58:35 SW1 BGP[1704]: 2001:4b8:2::1-Outgoing [RIB] Update: Received Prefix
2001:ab8:30: /64

++1-Outgoing (DECODE] Msg-Hdr: type 2, length

2001:ab8:2: :1-Outgoing [DECODE] Meg-Hdr: Requesting
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BGR_sw2dshow bop 1pve
5GP table version is 20, local router D is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale
origin codes: 1 - 167, e - B3, 7 - incomplete

Next Hop Metric LocPrf Weight  Path
/64 2001 a8 o o 10 1

Number of prefixes 1
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23:52:12 SWL BGP(1704]: 2001:0b4:2::1-0utgoing [ENCODE] Opan: Ver 4 MyAS 100
23:52.12 S BGP(IT04] 2001.0b8:3:1-0ucgoing (BICODE] Opan: Hog-Size 1
23152112 W1 BP(I704] 001,408,321 1-0ucdoing [FSW] Scace change: Comnace (2)-
>opensenc (41

23152112 SW1 BGPLLT04) ¢ 2001:a88:2. +1-Cutgoing (DBCODE] Neg-iar: type 1. length
@

2352012 0 Bop(L704]: 20018
irmadtate Resa (21

23:52.12 541 5091704]: 200188121 1-0uego1ng (58CODE] cpen: opeional paran len
23152012 W1 BGR(I704]: 20010081311 1-0ucqoing [DBCODE] Open opc: Opeion TYpe
2, ‘option Len 6

2152112 S0 BGP(I704] 2001:4b8:3:1-0utgotng [DECODE] Open Caps €ap Cods 1,
cap Lan ¢

23153112 s BGP(4704] ¢ 2001008
2. ‘option ten &

23152112 0 BGP(4704] ¢ 2001008
cap en o

23152112 0 Bp(1704]: 2001,
2, cption ten 2

23152112 S¥1 BSP(1704] 1 2001008111 1-0uegotng (38C0DE] open Caps Cap Code 138
cap 1an 0

23152112 SW1 BGP(I704]: 2001:4b8:3::1-0utgotng [DECOE] Open Caps BR Cap(old)
for a1 aadress- families

23152112 s BGP(1704] ¢ 2001008
2. ‘option ten 2

23152112 0 BP(4704] ¢ 2001088
cap 1an 0

23152112 S0 BGPLLT04] . 20018
2315212 S0 BGR(IT04] ;2001
2, cpticn ten

23152112 5wl BGPI1704]: 2001:58:2.+1-0ucgoing (DBODE] Cpan Caps Cap Code €5,
cap 1an ¢

23152112 SW1 BP(I704] 2001:ab8:3:1-0utgoing [FSW] Scace: Cpensen Evanc: 19
23152112 0 BGP(1704] 2001008121 1-outgotng [BICODE] Neg-hdr: Type ¢
23152112 0 BP(1704] 1 2001.d6812; 1 1-outgoing [BICOE] Keepalive: 8 KALve
3 senc

23752112 S¥1 5GP(1704]: 2001582+ 1-0utgotng (7SH] State Change: Opensent ()~
Sopencontizm(s)

23152112 S¥1 BIP(LT0A] 200105813 +1-0utgotng (SECODE] Nag-Har: type 4, lengeh
23152112 S0 BGPLI704]: 2001008131+ 1-0ucqoing [DBCODE] Meg-Wir: Requesting
irmadiace fead (0)

23152112 SW1 BPLI704]+ 2001:b8:3:1-0utgotng [DRCODE] KAlive: Recetved:
23152112 SW1 BGPI1T04]: 20011008 2+ 11-0ucgoing (FSM] Scate: Opencontira Evanc:
2

23152012 0 BGP(4704) - 2001008
Opencontten(5) >gstablined (6)
23152113 561 809(1704] - 2001:0:2: 1-outgoing (FS¥] AS-Origination Tiser BXPLTY

B R T —

-outgotng [9BCOE] Open opt: option Type

-outgotng (9BCOTE] Gpen Caps Cap Code 1.

1-curgotng (oBconE] Gpen ope: Gptien Type

-outgotng [9BCOE] Open opt: option Type

-outgotng (9BCOTE] Gpen Caps Cap Code 2.

1-cutgotng (oBcoDE] Gpon Caps RA Cap (new)

2::1-cutgotng [0BCo0E] Gpan Opt: Gption TYpe

1-cutgotng (7w State change:

23153113 201 sopl1704], 201,08 .21 11 cucgotng (Few] Seate: Eerantioned venc:
23152013 S¥1 BGP1T04): 2001100812+ 11-Cucgoing (FSM] Scace: Escablished Evanc:
3

23152113 W1 BGPLLT04) ¢ 2001:858:2. +1-Cucgoing (DBCODE] Neg-ar: type 3, lengch
i

23152013 s BGP(4704] ¢ 200108
irmadiats Resa (551

2315213 S¥1 BOP(1T04] - 2001.456:2: 1-Outgoing [DSCOE) Update: Starting UFOATE
Gacosing.... syces To Resd (55). mag.aize (551

23052113 Su1 Bap(1704]: 20011058,3- 71 oucgotng (FSM] Seate: Established Evanc:
23152013 511 B0B11TON ¢ 200118121 11-cucgotng (R13) Tpdacer Sretix
2001:88813011/64 dentod due o as-pach concaine cur ovm AS

3-cutgotng (9BCDR) Meg-Hie: Reduesting
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BoP_sw2eshow bop 1pvE

BGP table version is 12, local router ID is 2.2.2.2

Status codes: s suppressed, A damped, h history, * valid, > best, i - internal
1- labeled, s stale

Origin codes: i - 1G9, = - 568, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
“> 2001:db8:11::/64 2001:db8:1: 11 o 0100 ¢
/64 2001:ape: o 0100 &
£/64 2001:ab8: o 0100 &

Number of prefixes 3
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swisshow bop 1pvE

BGP table version is 9, local router D is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - IGP, e - EGP, ? - incomplete

Network, Next Hop Metric LocPrf Weight Path

> 2001:408:30::/64  2001:db8. o 0 2001 00 1

Number of prefixes 1
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Hex Binary
:0010: 0000 0000 0001 0000
:0020: 0000 0000 0010 0000
:0030: 0000 0000 0011 0000
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sWikshow bap 1pve

869 table version is 63, local router ID is 3.3.3.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1< labele, s Stals

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Metric LocPrf Weight Path
*> 2001:ab8
1(£680: :eccd:64e£: £020:c26b)
o 0200 200 ¢
2001:a58:20 220:c26b)
0200 100 1
/60
2001:a58:20 220:c260)
0200 100 1
> 2001:4b8:2:30: /64
2001:ap8:20, ecd:6aeE: £020:c26b)

o 0200 200 1
Muber of prefixes 4
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SWagshow bop 1pve

BGP table version is 63, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, b history, * valid, > best, i - internal
1 labeled, s stale

Grigin codss: i - IGP, = - 268, 7 - incomplate

Natwork Next Hop Metric LocPrf Weight Path
> 2001:4b8:a::/58
2001:458:10: :1(£080.

coca:6ate: £a52:5789)
o 0100 &
> 2001:a88:

*> 2001:ap8:

*> 2001:a88

umber of prefixes 4
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Swdsanow bap 1pve
BGP table version is 63, local router ID is 4.4.4.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s Stale
origin codes: i - 167, e - 56, 7 - incomplete
Network Next Hop. Metric LocPrf Weight Path
> 2001:ab8:a::/58
2001158130+ +1(£680: : e0cd: 4L+ £020:c26b)

) 0200 100 1
cap8:ai10:: /60
2001:d58:30: 1 (£280+ scacd: 6aLE
[
/68
2001:am8:3 seca:gae:
[ 0200 200 &
/68
2001:ab8:30: ecd:6aft: £020:c26b)

[] 0200 100 &
Number of prefixes 4
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SWltshow bop 1pvé dampening paramsters
Gampening route-map DAMPENING MAD
Dampening Control Block(s)

Reachability Half-Life time
Reuse penalty

Suppress penalty

Max suppress time
Un-reachability Kalf-Life time
Max penalty (ceil)

10 min
700
2000
: 60 min
10 min
44800

Min penalty (£loor) 350
Reachability Half-Life tine  : 10 min
Reuse penalty + 1000
suppress penalty + 5000

50 min
10 min
+ 64000
500

Max suppress time
Un-reachability Kalf-Life time
Max penalty (ceil)
Min penalty (floor)
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BOR_sw2#show bap 1pvE
5GP table versicn is 3, local router I is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

1 - labeled, s Stale
Origin codes: i - 167, e - BG, 7 - incomplete

Next Hop. Metric LocPrf Weight Path
2001:ap8:1 20 0100 2
2001:ap8:1 20 0100 2
2001:ab8:1. 20 0100 2
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SWitshow bop 1pve
BGP table version is 5, local router ID is 1.1.1.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale
Origin codes: 1 - IGP, e - EGP, ? - incomplete
Hetwork Metric LocPrf Weight Path
B 2001:db8:100

££:£620:2073)
o 0 2001

2001:458:10::2 (£280+ :e0cd: 64££ 1 £220:2073)
o 0 2001
Number of prefixes 2
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BGP_SW2#show 1pvé access-1ist standard PILTERIN
Named Standard Ipvé access list FILTERIN
10 deny  2001:dbg:11.
20 deny  2001:ab8:13
30 pernit any
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SW3gshow 1pvé route database
IPv6 Routing Table
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP, D - DHCP
TA - OSPF inter area El - OSPF ext. type 1, E2 - OSPF ext. type 2
> - selected route, * - FIB route, p - stale info
Timers: Uptime
> 2001
2001
> 2001
2001
> 2001
> 2001
> fe80,
 fes0,

/64 [120/2] via fas( 227
768 [0/1) via 1+, vian20, 00:02:54

/64 via ::, vian20, 00:02:54

/64 [0/1] via ::, vian3o, 00:03:21

via ::, viando, 00:03:21

{64£E:fa48:255b, vian30, 00:02:55

famamanms
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BGP_swasshow bop ipvé meighbors
BGP neighbor is 2001:d4b8:1::1, remote AS 100, local AS 200, external link
268 version 4, remots router ID 1.1.1.1
BGP state = Established, up for 00:01:36
Last read 00:01:36, hold time is 90, kespalive interval is 30 seconds
Neighbor capabilitiss:
Route refresh: advertised and recetved (o1d and new)
4-Octet ASN Capability: advertised and received
daress family IPv6 Unicast: advertised and received
Received 103 messages, 1 notifications, 0 in queve
Sent 95 messages, 2 notifications, 0 in queue
Foute refresh request: received 0, sent 0
Minimm tine between advertisement runs is 30 seconds
update source is 1o
For address family: Ipve Unicast
BGP table version 9, neighbor version O
Index 1, Offeat 0, Mask 0x2
Community attribute sent to this neighbor (both)
1 accepted prefixes
© announced prefixes

Connections established 4; dropped 3
External BGP neighbor may be up to 2 hops away.

Local host: 2001:db8:2::1, Local port: 179

Foreign host: 2001:db:1::1, Foreign port: 49590

Nexthop: 2.2.2.2

Nexthop global: 2001:d8:2::1

00:01:37, due to BGP Notification received
Notification Error Message: (Cease/Other Configuration Change.)
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SWsHshow bap 1pv6

5GP table version is 2, local router ID is 4.4.4.4

Status codes: s suppressed, d damped, h history, * valid, > best, i -

1- labeled. s stale

Origin codss: i - IGp, & - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 2001:db8:100: /64
2001:a58:40

nternal

(£280: :eecd: 64 £  £ad8:255b)
o 0200 100 1

Number of prefixes 1

SWSH#ping 1pvé 2001:4b8:100::1
PING 2001:dbB:100: :1(2001:db8:100: :1) 56 data bytes
- 2001:@8:100: :1 ping statistics ---
5 packets transmitted, 0 received, 1008 packst loss, time 3999ms
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52_sW2#show bop 1pvE

BGP table version is 9, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1< labeled, s stals

origin codss: & - IGP, & - E6P, ? - incomplate

Metric LocPrf Weight Path
20 0100 7

Number of prefixes 1
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Bo?_sw2esh bop 1pvE

BGP table version is 13, local router I is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: i - IG?, e - BG?, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path
"> 2001:58:11::/64 2001:db8: 20 0100 7
> 2001:4b8:12::/64 2001:db8 20 0100 7
> 2001:4b8:13::/64 2001:db8 20 0100 7

Mumber of prefixes 3
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SWitshow bgp 1pvé dampening flap-statistics
11:01:25 SWL TMISH[16209): show bgp 1pvé dampening flap-statistics

BGP table version is 21, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - IGP, e - E6P, 7 - incomplete

Network From Flaps Duration Reuse  Path

secd:6AEE:£20:0073)
3 00:04:08 00:26:50 2001

Number of prefixes 1
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BG?_sw2#show bgp ipvé neighbors
BGP neighbor is 2001:db8:1::1, remote AS 100, local AS 200, external link
26 version 4, remote routsr 10 1.1.1.1
562 state = Eetablished, up for 00:01:48
Last read 00:01:48, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-Octet ASN Capability: advertised and received
Address family IPV6 Unicast: advertised and received
Received 63 messages, 0 motifications, 0 in qusue
Sent 58 messages, 1 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimm tine between advertisement runs is 30 seconds
update source is lo
For address family: IPvé Unicast
5G9 table version 26, neighbor version 26
Tndex 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
Inbound path policy configured
Inconing update network filter list is *FILTER_IN
1 accepted prefixes
0 announced prefixes

Connections sstablished 2; dropped 1
External BOP neighbor may be up to 2 hops away.

Local host: 2001:4b8:2::1, Local port: 37042

. Foreign port: 179

£ 00:01:49, due to BGP Notification sent
Notification Error Message: (Cease/Other Configuration change.)
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BP_SWLEshow bop 1pvé meighbors 2001:b8:b::l
BSP neighbor fo 2001:db8:b::l, remote 25 200, local 25 300, external link
BGP version 4. remote router ID 2.2.2.1
B6P otate - Established, up for 01:16:50
Last read 01:16:50, hold time Lo 90, keepalive interval iz 30 seconds
Neighbor capabilities
Route rafresh: advertioed and received (old and new)
4-0ctet 2SN Capability: advertised and received
hddrece family IPv6 Unicact: advertised and received
Received 2952 mescages, 8 notifications, 0 in queue
Sent 2939 mescages, 14 notifications, 0 in queue
Route refrech request: received 0. cent O
Hininun tine between advertisement runs is 30 seconds
Update source is lo
For address tamily: IPvé Unicast
BGP table version 1250, neighbor version 1249
Tndex 2, Offoet 0. Mask Oxd
F-dependant capabilities
Community attribute sent to this neighbor (both)
18 accepted prefixes
7 announced prafixes

Connections establiched 15; dropped 14
Sxternal 5GP neighbor may be up to 2 heps avay.

Local host: 2001:4b8:cil, Local port: 51710

Foreign host: 2001:db8:b::1, Foreign port: 179

wexthop: 3.3.3.1

Nexthop globali 2001:4b8:ci1

Nexthop local

P connection: non chared network

Last Reset: 01:16:50, dus to BGP Notification received

Notification Error Nessage: (OPEN Mesoage Error/Uncupported Optional Paramster. |
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BGP_SW2#show bop 1pvE
BGP table version is 26, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, & - internal
1 - labeled, s stale
Origin codes: & - 16, e - BGP, ? - incomplete

Next Hop Metric LocPrf  Weight Path
8:12::/6¢ 2001:ab8:1 20 o 10 2
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SW3ashow bap ipve

BGP tabls version i 2, local router ID iz 3.3.1.

Status codes: s cuppressed, d damped, h history.
1 - labeled. S stals

origin codes: § - 1P, & - 5GP, ? - incmplate

Network Next Wop netric
*> 2001:ab8rari0:s/6d

3
* valia,

Locere

2001:d88:20: 1 (€280 : cccd: 6aEE: €20

o
*> 2001:ab8:ai20::/60

2001548812011 (£080+: cecd: 6aEE: £020

o
b5 2001:db8:ar30::/60

2001:a88:20

o
Number of prefixes 3

1(£2801 s eeca: 6ats: £a20

> best,

<268

i-

weight Path

internal

0 200 100 &

c26m)

0 200 100 5

c26m)

0 200 100 &
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SHL(contig) router bap 100
SHL{contig-routar | sneighbor £80:
SHL{contig-router) fneighbor £80::2 interface vianl0

remota-as 200

Si2(contig) brouter bap 200
Si2{contig-routar) sneighbor £80::1 remote-as 100
Si2{contig-router) fneighbor £80::1 interface vianlo
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SW20show bop 1pve
BGP table version is 16, local router ID is 2.2.2.2
Status codes: o suppressed, d damped, h history, * valid, > best, i - internal
1- labeled, s stale
origin codes: i - 6P, & - EGP, ? - incomplete
Network Next Hop Netric LocPrf Weight Path
*> 2001:ab0:a::/50 12 32760 5
o> 2001:ab8:a:10::/64
2001358510+ :1(£680+

cd:6dEE: £a52:0769)
o 0100 5

> 2001:ab8:0:205:/64
001 :ap 1

oca

o 0100 5

o 0100 5

Humber of prafixes 4
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SWaRshow bop 1pve
5GP table version is 2, local router Ip i 4.4.4.4
Status codec: o suppresced, d damped, h history, * valid, > best, i - internal
1 - labeled, S Stale
L1, el EGR, 7 - incomplete

Network Next op Metric LocPrf Weight Path
"> 2001:ab8:a: &

2001:db8:30: 11 1280+ 1eecd: GAEE: £220:c26h)
o 0 200 100 1

origin codes:

> 2001:4b8:a:20:: /60
2001:ap8:30

ace: £220:26m)

o 0 200 100 &
> 2001:db8:a:30::/64

2001:db5:30: 11 (£280: s 2ccd: GAEE: £220:c26)

o 0200 100 &
Humbex of prefixes 3
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local router 10 iz 1.1.1.1

Status codes: o ouppresced, d damped, h history,
1< labeled, s stale

Origin codes: 1 - 6P, e - EGP,

Natvork

> 2001:ab8:a::/58

*valid, > best, i - internal

2 - incomplete

Metric LocPrf Weight Path
2001:db8:10+ :2(£680+ :0cd :6dEE: £020:c26b)

o 0 200 ¢

Next Hop

*> 2001:db8:ai0::/64

100 32768 &
b5 2001:db8:a:20::/64

100 32768 &
*> 2001:ab8ras

100 32768 &
Number of prafixes 4
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SWekshow 1pv6 route database
IPV6 Routing Table
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP, D - DHCP
Th - OSPF inter area EI - OSPF ext. type 1, E2 - OSPF ext. type 2
> - selected route, * - FIB route, p - stale info
Timers: Uptime
*> 2001
*> 2001
2001
*> 2001
2001
*> 2001
> £e80
+ fes0
a0

[120/3] via fos(
[120/2] via fe8(
[0/1) via :+
via

e5te, vian3o, 00:06:24
e5te, vian3o, 00:06:52

conomommm

¢ table version is 3, local router ID is 4.4.4.4
No BGP prefix exists
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BoP_sw2eshow bop 1pvE

BGP table version is 18, local router ID is 2.2.2.2

Status codes: s suppressed, A damped, h history, * valid, > best, i - internal
1 - labsled, s stale

Origin codes: i - IGP, e - 6P, ? - incomplete

Next. Metric LocPrf Weight Path
2001 o 0100 300 &
2001 20 0100 2
2001 20 0100 2
2001 20 0100 2
2001 20 0100 2
2001 o 0100 300 &
2001 o 0100 300 &
2001 o 0100 300 &

Number of prefixes 8
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SN28show bop pve 2001:db8:a::/58
B6P routing table entry for 2001:dbg:a::/58

Patho: (1 available, best #1, table Default-Ip-Routing-Table)

2dvertised to non pesr-group peers:

2001:db8:10::1 2001:db8:20::2 2001:db8:30::2

Local. (aggregated by 200 2.2.2.2)

from 1 (2.2.2.2)

Origin 167, localpref 100, ueight 32765, valid, aggregated, local, atemic-
aggregate. best

Last update: Mem Aug 5 23:47:19 2013
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SWikshow 1pve route database
IPv6 Routing Table

Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP, D - DHCP
Ih - OSPF inter area BL - OSPF ext. type 1, B2 - OSPF ext. type 2

> - selected route, * - FIB route, p - stale info

acd:6ate: fads:esa, viand0), O
© %> £680::/64 via ::, vian30, 00:03:33
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BP_SW2#show ipvé access-list
Named Standard Ipve access list FILTERIN
10 deny  2001:ab8:11::/64
20 Geny  2001:ab8:13::/64
30 permit any
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SN28show bop 1pve

6P table version is 66, local router 10 is 2.2.2.2

Status codes: o supprecced, d damped, h history, * valid, > best, L - internal
1 - labsled, € Stals

origin codss: i - IoP, e - 5GP, 7 - incomplete

Network Next Wop Metric LocPrf Weight Path

> 2001:ab8 32768 (100) (100) &

> 2001:a88

2001:db8:10: 11 (£280+: cecd: 6AEE: £a52:5739)
o 0100 1
o> 2001:dn8:0:20: /64
106280+ s eaca: sare: £052:5739)
o 0100 1

> 2001:a88 r64

2001:db8:10::1(£280: : aacd: SAEE: £52:5739)
o 01001

Number of prefixes 4
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SWatshow bop 1pve 2001:ab8:100::/64
6P routing table entry for 2001:db8:100::/64
Paths: (1 available, best #1, table Default-Ip-Routing-Table)
Advertised to non peer-group peers:
2001:ap8:40::2
100
2001:d58:20::1 (metric 2) from 2001:4b8:20::1 (2.2.2.2)
Origin 1GP metric 0, localpref 100, valid, internal, synchronized, best
Last update: Wed Jul 10 02:56:18 2013
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SW1tshow bop ipve
2GP table version is 62, local xouter Ip is 1.1.1.1
Status codes: o ouppresced, d damped, h history, * valid, > best, i - internal
1- labeled, s stale

Origin codec: i - IGP, e - BGP. ? - incomplete
Netwerk Nexe Hop Metric LocPrf waight Path
"> 2001:db81a:10::/64

: 100 32768 &
> 2001:db8:a:20:: /64

: 100 32768 &
64
: 100 32768 &

Humber of prefixes 3
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SWegshow ipvé route database

IPv6 Routing Table

Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP, D - DHCP
I - OSPF inter area EI - OSPF ext. type 1, E2 - OSPF ext. type 2

> - selected route, * - FIB route, p - stale info

Timers: Uptime

R > 2001:ab¢ /64 [120/3] via fes(

R i

r /64

c /64 via

= /64 (0/1] via

© *> 2001 bt /64 via ::, vland0, 00:09:16

5

r

c

c

c

2001:ab8:100::/64 [200/0] via 2001:db8:20::1, 00:00:21
> 2001:4b8:100::/64 [120/3) via £080::s0cd:6Aff: fod8:o5de, viand0, 00:00:30
*> £280::/64 via i1, vland0, 00:09:17

* £080::/64 via ::, vlando,
* £e80::/64 via ::, vlando,
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B2_sW2#show bop 1pvE

BGP table version is 27, local router ID is 2.2.2.2

Status codes: s suppressed, 4 damped, h history, * valid, > best, 1 - internal
1 - labeled, s stale

origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
P 2001:ab8:1::1 o © 100 300 1
> 2001:458:4::/64 2001:db8:1::1 20 0100 2

Number of prefixes 2
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SW2eshow bap ipve

5GP table version ic 23, local router Id iz 2.2.2.2

Status codes: o suppresced, d damped, h history, * valid, > best, i - internal
L - labelea, s seale

Origin codes: { - 6P, e - BSP, 7 - incomplete

Natvork Hext Hop atric Locerf weight Path
*> 2001:db8:a110::/60

2001:db5:10: 11 (£280+ scecd: GAEE: £252:5789)

o 0100 5
b5 2001:db8:a:20::/64

2001:ab6:10: 11 (2250,

»789)

o 0100 ¢
*> 2001:aps:a:

055764
2001:ab8:10:

Ligss0: »759)

0100 5
Number of prafixes 3
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SWishow bgp ipve 2001:db8ia::/58
B6P routing table entry for 2001:db8:a::/58
Paths: (1 available, best 41, table Default-IP-Routing-Table)
Mot advertized to sny pesr
200 100, (aggregated by 100 1.1.1.1)
2001:ab8:30::1(£e80: :06ca: 6AEE: £620:c26b) from 2001:db8:30::1 (2.2.2.2)
(£80: :00cd: 6a££: £220:26b)
Origin I6P metric 0, localpref 100, valfid, external, atomic-aggregate, best
Last update: Mon Aug 5 23:11:53 2013
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(2001:db8:12:/64)
(2001:db8:13:764)

unmetered link—y.





images/image-203.png
SWikshow bop 1pve

86p table version is 4, local router ID is 3.3.3.1

Status codes: s suppressed, 4 damped, h history,
1 - labeled, s Stale

origin codes: i - IGP, e - BGP, ? - incomplete
Network Next Hop
= ii/0 2001 :8 o
> 2001+ /68 2001 :ab8:, o
> 2001 /64 2001 :a08 o
552001 /60
2001 :b8 (£e80

o
> 2001:4b8:d::1/128

o
> 2001,

o
> 2001,

o
*> 2001

o
> 2001

o

* valia, » best, i - internal

Metric LocPrf Weight Path

0 400 100 1
0400 2
0400 2

cecd:6at: £020:c230)

00 01
0400 2
0400 2
0400 2
0400

0400 &
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SWitshow bgp 1pvé neighbors
5GP neighbor 1s 2001:@b8:10::2, remote AS 200, local AS 100, external link
BGP version 4, remote router 1D 2.2.2.2
5GP state = Established, up for 00:00:40
Last read 00:00:40, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
oute refresh: advertised and received (old and new)
Octet ASN Capability: advertised and received
Address family TPV6 Unicast: advertised and received
Received 318 messages, 0 notifications, 0 in queue
Sent 293 messages, 7 notifications, 0 in queus
Route refresh request: received 0, sent 0
Minimum tine between advertisement runs is 30 seconds
For address family: IPv6 Unicast
5P table version 2, neighbor version 2
Tndex 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
Tnbound path policy configured
Foute map for incoming advertisements is *PERMIT_AS_MAP
1 accepted prefixes
0 announced prefixes

Connections established 6; dropped 5
Local host: 2001:db8:10::1, Local port: 179

Foreign host: 2001:ab8:10::2, Foreign port: 46459

Nexthop: 1.1.1.1

Nexthop global: 2001:ab8:10: :

Nexthop local: fes0::eecd:6aff:£e52:b780

5GP connection: sharsd network

Last Reset: 00:00:40, due to BGP Notification sent
Notification Error Message: (Cease/Other Configuration Change.)
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163307 AL BoB(29701 ¢
163307 a1 BoR12970) ¢
163311 AL BoR(2970)
163311 AL BGR(1970] ¢
1633115 AL BoR2970] ¢
1633415 AL BoR2970] ¢
1633,8 AL BeR(29701 1
1633118 AL BoR(2970] ¢
1633118 AL Bop(2970] ¢
10:33:18 AL BGRL1970) ¢
163218 AL Bep(2970] ¢
1633118 AL BoR12970] ¢
1633419 AL B0P2970] ¢
1633.21 AL Bep29701 1
163321 AL oR12970] ¢
1633.22 AL Bop2970] ¢
163322 A1 BoR(2970) ¢
163322 AL B0R2970] ¢
163322 AL Bop2970] ¢
16:33:26 AL BoR12970) ¢
1632.25 AL B0P(29701 ¢
14433426 AL nop2970] ¢
1613326 AL BGBUISTOL ¢
16:33,20 AL 0R(29701 1
1613320 AL BoRI2970] ¢
10033:29 M BeB0IST0L ¢
14433420 A1 BGR(2970) ¢

200181015011 /68
14033229 A1 3aR01870) ¢
14633420 AL BGp2970) ¢

2001.58:4:120: 2-0utgotng
2001:a5812:10: 2 outgotng
2001 an812:120: 2-Outgoing
2001108 :2:10+:2-outgoing
2001 :a0812:1201 2-Outgotng
2003081411201 2-Outgetng
2001:a58:2:120: 2 outgoing
200118812110+ :2-outgotng
2001.58,8:20; -2-Outgotng
2001.258:2:10: 2 outgotng

trsuy
trsu)
trsu)
trs)
trsu)
trs)

Routeady Timer Bwizy)
Stace: Stablished Bvent:
Routeadv Tiser Bpiry)
Routeady Tiner Boizy)
State: Estanlished Event:
[FS¥) Roucaady Timer Botry)
[Fs) state: Bscablished Bvenc: 30
[DBCODE) Mag-td: type 4. length 19

(DBCODE) Meg-ax  Request ing tmmediate Read (0)
{DBcoDE) Kalive: Received:

[rsw) seace: Established Bvenc: 26

2

%

[Ri8) Scanning 367 Network Rauto:

2001208141201 :2-Outgoing
2001:a58:2:10: 2 outgoing
2001:a5812:10: 2 cucgotng
2001081211201 2_outgoing
2001081011201 2-0utgetng
2001:25812:10: 2 cutgotng
2001.5810:10: 2-Outgotng
2001158101101 12-0utgotng
2001.25814.10: 2. Outaetng
2003081411201 2-Outgetng
2001:a08:2:10: 2 outgoing
2001108101201 12-0utging
2001158101101 2 Ouegotag

2001108101101 12-0utgotag
2001108810110+ 2-0utgotng

(FS) Routeady Timer Botry)
[Fsu) stace: Bscablished Bvenc: 30

[75H) Koop-alive.Timer Eopiry

[Fs) state: Eatablished Bvenc: 11
[mico0E] Heg-sar: Type &

[BICODE] Keepalives 136 Knlive msg(s) sent
[FS¥) Roucsadv Tiner Boiry)

(55) Stace Batablished Bvent: 3

(PsM) As-origioation Timer Expiry

[75H) State: Satablished Evenc: 33

[FS¥) Roucaady Timer Botry)

[Fs) state: Bscablished Bvenc: 34
(micone) eg-har: ype 2

(miconE] Update Withdrava: Brefix

[ECODE) pdater APE/EAPE (2/1) Tot-atte-len 16
[miconE] Updave: Neg 429 size 39
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SWLeshow bgp ipvé route-map PERMIT_ASIAP

B6P table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, 4 damped, h history, * valid, > best, i - internal
1- labeled, s stale

Origin codes: 1 - IGP, e - EG?, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

:c26b)
0 200300 &

Number of prefixes 1
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SWLeshow bgp 1pvé route-map DAMPENING MAP
BGP table version is 3, local router 1D is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: i - IGP, e - £GP, ? - incomplete
Natwork Next Hop Metric LocPrf Weight Path
*> 2001:d58:100::/64

2001:dp8:10: 2 (28 e :£020:c073)

0200 &

Number of prefixes 1
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Swikshow bop 1pve
86 table version is 3, local router ID is 1.1.1.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale
Origin codes: 1 - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2001:d08:300::/64
2001:db8:10: 12 (£680: :secd: 64

020:c26b)
o 0 200 300 &
Number of prefixes 1
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SW3#show bap ipve

BGP table version is 8, local router ID is 3.3.3.1

Status codes: s suppressed, d damped, h history, * valid, > best,
1- labeled, s stale

Origin codes: i - IGP, e - BG?, 7 - incomplete

1 - incernal

Network next Hop Metric LocPrf Weight Path
12001 408 /64
2001:458 1c:10: 12 (£680: :eecd:64£E: £220:c230)
o 100 0

Number of prafixes 1

SW3Wshow bop ipvs sumary

267 router {dentifier 3.3.3.1, local AS mumber 300
267 table version is 8

1 BGP AS-PATH entries

0 5GP communtty entries

Neighbor v AS MsgRc Msgsmt ThlVer InoutQ Up/Down
2001:ap8:b: 11 s 200 103 166 00/0 never
2001:a8: 2 4 300 s s 50/0  00:03:53
2001:ap8:4: 1 s a0 320 31 00/0  never

State/pxRed
Active
1
Tate-pexce
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SWitshow bop 1pve

267 table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codss: - IGP, e - 269, ? - incomplete

Natwork, Next Hop Metric LocPrf Weight Path

> 2001:4b8:200::/64
2001:ab2. 220:265)
0200 &
> 2001:4b8:300::/64.
2001:ab8, 020:c26b)
0200 300 4
*> 2001:db8:400::/64
2001:ab8, 220:26b)
0200 400 1

Mumber of prefixes 3
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14:32:59 AL BGP[1970): 2001:db8
14:32:50 AL BGP(1970]: 2001:db8:;
Prefix 2001:db8:a:90::/64
14:32:59 AL BGP[1970): 2001:db8
1) Tot-attr-len 64
14:32:59 AL BGP(1970] : 2001:db8;
F
A1 (config-router-af) #no network 2001:db8. 64
18:33:00 AL THTSH[3558]: no network 2001:db8:a:90::/6
14:33:00 AL BGP(1970): [SPL) route count decreased to 24
14:33:03 AL BGP[1970): 2001:4b8:a:10: :2-Outgoing (FSM) Routeadv Timer Expiry)
14:33:03 A1 BGP[1970] : 2001:@b8:a:10: :2-Outgoing [FS) State: Established Event:
i
18:33:04 A1 B6P[1970)
18:33:04 A1 B6P[1970)
18:33:04 A1 B6P[1970)
18:33:04 A1 BGR[1970):
A1 Bop(1970)
A1 5op(1970)
A1 Bop(1970)
A1 Bop(1970)
AL BGP(1970]
A1 BoP(1970)
A1 BGP(1970]
A1 BoP(1970)
A1 BoP(1970)
AL BGP(1970]
A1 B6P(1970)
A1 BoP(1970]

-Outgoing [ENCODE] Msg-Har: Type 2
+2-Outgotng [ENCODE] Update MP Reach:

-Outgotng [ENCODE] Update: AFT/SAFI (2/

-Outgotng [ENCODE] Update: Msg 428 Size

90

[RIz] scanning 5GP RIE.
NG Message Header

VR 10: 0

VRF 1D: 0

Message type: IPv6 Route (32)
Message length: 76

Message ID: 0x00000076

NSM IPV6 route add

Distance: 110
Nexthop: £e80::209:41¢£: fefb:c323 ifindex 310

[NSM] Verifisd NH 2001:db8:a:70::1 with NsM
[RIB] Scanning BGP Network Routes...

[Continued on next page..]
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Swisshow bop ipve

BGP table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete
Network, Next Hop Metric LocPrf Weight Path
*> 2001:db8:300::/64

2001:am

2(£680: :ascd: 6a£E : £020:c26b)

o o 2003004

Number of prefixes 1
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swikshow bap 1pve

BGP table version is 6, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: i - 167, e - EG7, ? - incomplete
Network Next Hop. Metric LocPrf Weight Path

0 200 &
0 200 300 4

0 200 400 &
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SWitshow bop 1pve
86? table version is 12, local router ID is 1.1.1.1

Status codes: s suppressed, 4 damped, h history, * valid,
1 labeled, s Stale
origin codes: i - 167, e - BGP, ? - incomplete

> best, 1 - internal

Netuork, Next Hop Metric Locerf Weight
> 2001:ab8:a::/58 32768
> 2001:4b8:a:10:1/64

i 100 32768
> 2001:468:a:20:1/64

i 100 32768
> 2001:ab8:a:30:1/64

o 100 32768

MNumber of prefixes 4

satn
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SW3sshow bop 1pve

BGP table versicn is 12, local routsr ID is 3.3.3.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop. Metric Locprf Weight Path

> 2001:4b8:a::/58 2001:4b8:20: +1(£680: :ecd: 6ALE :£020:c26)
o 0 200 200 &

Number of prefixes 1
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SWasshow bp 1pve

BGP table version is 12, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 labeled, s Stale

origin codss: & - IGP, & - E6P, ? - incomplate

Natwork Next Hop Metric LocPrf Weight Path
> 2001:ab8:a::/58 2001:4b8:10: +1(£680: :eccd: 6EE: £052:5789)
o 0100 ¢

Nusber of prefixes 1
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SWltshow bop 1pve 2001:ab8:ar:/S8
BGP routing table entry for 2001:db8:a::/S8
Paths: (1 avatlable, best #1, table Default-IP-Routing-Table)

Advertised to non pesr-group peers:

2001:458:10::2

Local, (Rggregated by 100 1.1.1.1)
from :: (1.1.1.1)

origin 167, localpref 100, weight 32768, valid, aggregated, local, atomic-

aggregate, best

Last update: Mon Aug § 23:10:25 2013
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SWidshow bop ipvé dampening flap-statistics
10:59:15 SWL IMISH[16209): show byp ipvé dampening flap-statistics

6P table version is 18, local router ID s 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1- labeled, s stals

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Natwork Flaps  Duration Reuse Path

*> 2001:458:100:

1 o00:01:58 200 4
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sWikshow bgp 1pvé neighbors
5GP neighbor is 2001:@b8:10::2, remote AS 200, local AS 100, external link
6P version 4, remote router 1D 2.2.2.2
6P state = Established, up for 00:00:9
Last read 00:00:29, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Octet ASN Capability: advertised and received
Adaress family 1pv6 Unicast: advertised and received
Received 18 messages, 0 notifications, 0 in queue
Sent 9 messages, 1 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimm tine between advertisement runs is 30 seconds
For address family: IPv6 Unicast
6P table version 3, neighbor version 3
Index 1, Offset 0, Mask Ox2
Community atcribute sent to this neighbor (both)
Inbound path policy configured
Route map for incoming advertisements is *PERMIT_ASMAP
1 accepted prefixes
0 announced prefixes

Connections established 2; dropped 1
Local host: 2001:db8:10::1, Local port: 41720
Foreign host: 2001:db8:10::2, Foreign port: 179
Nexthop: 1.1.1.1

Nexthop global: 2001:db8:10
Nexthop local: £eS0::eecd:6aff:fes2:b7e9
568 comnsction: sharsd metwerk

Last Resst: 00:00:29, due to BGP Netification sent
Notification Error Message: (Cease/Other Configuration Change.)
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Switshow bop 1pve
86? table version is 11, local router ID is 4.4.4
Status codes: s suppressed, 4 damped, h history,
1 - labeled, s Stale
origin codes: i - 167, e - BG, ? - incomplete
Network Next Hop Metric Locerf Weight Pach
cccd:6aee:£e20:c26b)
o 0200 200 &

valid, > best, 1 - internal

umber of prefixes 1
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SWigshow bp ipve 2001:4b8:100::/64
10:57:20 SWL TMISH[16209): show bgp ipvé 2001:db8:100:
BGP routing table entry for 2001:db8:100::/64
Paths: (1 available, no best path)
Not advertised to any peer
200, (history entry)
2001:d58:10::2 (£280: :0cd: 64£E: £620:€073) from 2001:48:10::2 (2.2.2.2)
(£680: :eecd:6at£ :£220:c073)

origin 168 metric 0, localpref 100, sxternal

Dampinfo: penalty 1000, flapped 1 times in 00:00:03

Last update: Thu Jul 11 10:52:11 2013

68
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SWiNshow bp ipvé route-map PERMIT_AS MA®

6P table version is 3, local router ID iz 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: 1 - 10, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
> 2001:a08:300::/64
2001:aD8:10: 12 (£680+ :e0cd: 6AEE  £620:026B)
o 0200 300 1

Number of prefixes 1
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SWikshow byp 1pve 2001:abB:az:/58
BGP routing table entry for 2001:dbS:a::/58
Paths: (1 avatlable, best #1, table Default-Ip-Routing-Table)
Mot advertised to any pesr
200 100, (aggregated by 100 1.1.1.1)

26b) £rom 2001:db8:20.

2.2.2.2)

+ :0ecd: 6afE : £620:c26b)
Origin Top metric 0, localpref 100, valid, external, atomic-aggregate, best
Last update: Mon Aug 5 23:11:00 2013
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SWikshow byp ipvé dampening dampened-paths
11:01:12 SWL IMISH[16209): show bop ipvé dampening dampened-paths
5P table version is 20, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - IGP, e - BGP, ? - incomplete

Network Reuse  Path
*d 2001:458:100.

umber of prefixes 1
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Swl#show byp ipve 2001

BGP routing table entry for 2001:b8:100::/64

Patha: (3 availabls, best #3, table Default-I1P-Routing-Tabls)
dvertised to non peer-group peers:

2001:db8:20::2 2001:4b8:30::2
200
2001 :db8:20: 12 (£280+ 10cd: 6AE£: £220:c26b] from 2001:4b8:20::2 (2.2.2.2)
(€280 :2acd: 5dE£:£220:26b)

Origin IGP metric 0, localpraf 100, valid, external, miltipath-candidate
Last updat: Mon Jan 13 20:38:15 2014

0::2(£280 s s0cd: GAEE: £620:c26b] From 2001:dbB:30::2 (2.2.2.2)
(£80: +acd: 6AEL: £020:¢26b)
origin 1P metric 0, localpref 100, valid, sxternal, multipath-candidate, installed
Last update: Mon Jan 13 20:38:12 2014

200
2001:db8:10+ 12 (£280+ 12ccd: GAEE: £220:c26b) From 2001:4b8:10::2 (2.2.2.2)
(£280; s eecd: 6aEE: £220:026b)

Origin 167 metxic 0, Localpref 100, valid, external, miltipath-candidate, installed, best
Last update: Hon Jan 13 20:28:09 2014
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SWa#show bgp 1pve 2001:db8:as: /S8
6P routing table entry for 2001:@b8:a::/58
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Advertised to non peer-group peers:
2001:d58:20::2 2001:b8:30::2
100, (aggregated by 100 1.1.1.1)
2001:d58:10::1(£280: :00cd: 6AEE: £652:5789) from 2001:db8:10::1 (1.1.1.1)
£080: :cecd:6df :£052:5789)
Origin I0P metric 0, localpref 100, valid, external, atomic-aggregate, best
Last update: Mon Aug 5 23:11:00 2013
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SWitshow bap 1pvE
57 table version is 19, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1- labeled, s stale

Crigin codes: i - 6P, e - BSP, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path

h 2001:a58:100::/6¢

2001:a58:10 <20:c073)
0200 &

Mumber of prefixes 3
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nex | Binary
:0010: | 0000 0000 0001 oooo
:0020: | 0000 0000 oolo o0oo00
:0030: | 0000 0000 0011 oooo
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SWishow bp 1pve
BGP table version is 2, local router ID s 3.3.3.3
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s Stale
origin codes: i - IGP, e - 56, 7 - incomplete
Network Next Hop Metric Lockrf Weight Path
> 2001:458:a:10: /64
2001:d58:20+ 1 (£280+ :ecd: 64t

<20:c26b)
o 0200 200 1

/68
2001:db8:20: 1 (£e80: secd: 6t

0200 100 1
/64
2001:a58:20::1(£280: :e00d: 6aE

0200 100 1

Mumber of prefixes 3
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Swagshow bop 1pvE
BGP table version is 2, local router ID is 4.4.4.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale
Origin codes: 1 - IGP, e - EGP, 7 - incomplete
Network. Metric LocPrf Weight Path
*> 2001 a8
6aEE:£620:026b)
o 0200 100 1

*> 2001:d08:2:20.
sate:£e20:c260)

o 0200 100 1
*> 2001 :ap8.

oca:6att: £220:c260)
o 0200 100 1
Number of prefixes 3
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S (config) #router bap 100
L (config-router) 1o bgp default ipvd-unicast
UL (conf ig-router) neighbor 2001:db8:10::2 remote-as 200

V2 (conf ig) #router bgp 200
V2 (conf ig-router) no bp default ipvi-unicast
U2 (conf ig-router) neighbor 2001:db8:10::1 remote-as 100
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SW2bshow ipv6 route database
1pvS Routing Table

Codas: © - connected, S - static, R - RIP, O - OSPF, B - BG?, D - DHCP
Th - OSPF inter area El - OSPF ext. type i, 52 - GSPF ext. type 2

> - selected route, * - FIB route, p - stale info

80: :0cd:6AL : fad8 1055, vianld, 00:09:37
555, vlanzo, 00:09:37

cechstatt: fais.essh, vianio via
B *> 2001:458:200::/64_[20/0] via 200;
£680::0004: 641 fod8:055b, vianld via £a80: :eecd:6EE:fod8:e5h, viand0), 00:00:10
B *> 2001:458:300::/64 [20/0] via 200;

£680::0004: 64 L1 048 :055b, vianld via £a80: :eecd:GAEE:fed8:eS5h, vian20), 00:00:10
C v fa80../64 via i, vian20, 00:07:59

C+ £a80../64 via 11, vlanlo, 0008:08

© > fes0::/60 via 11, 1o,
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Swikshow bop pve
BGP table version 1s 2, local router I is 1.1.1.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - intermal
Clabeled, s seale
origin codes: i - 168, = - 268, 7 - incomplete
Natwork Next Hop. Metric Locerf weight Path
*> 2001:408:200: /64
2001:d58:10: 12 (£680: :cecd: 64

220:c26b)
o 0 2008
*> 2001:4b8:400

6
2001:a58:10: 2 (£080: +

cecd:6aff: £020:c26)
o 0 200 400 &
Number of prefixes 2






images/image-195.png





images/image-55.png
SWitshow bop 1pve

26 table version is 3, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: 1 - IGP, e - BGP, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path

2001:d58:10: :2 (£280: seecd: 64£E: £620:c265)

o o 2001
> 2001:a58:300: :/64
2001:db8:10: 2 (£280: se0cd: 64££: £220:c265)
o o 200300 &

cccd:6att: £e20:c26b)
o 0 200 400 &






images/image-198.png
BOP_sw2ssnow bop 1pvE
262 table version is 91, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete

Next Hop Metxic LocPrf Weight Path
£:/64 2001:ab8. o 100 0100 &
o 0100 &

/64 2001:ab8 o 100 0100 &
2001:ap8:1::1 o 0100 &

/64 2001:ab8 o 100 0100 &
2001:ape o 0100 &

Nusmber of prefixes 3






images/image-58.png
SWikshow bop ipvé meighbors
BP neighbor is 2001:@b8:10::2, remote AS 200, local AS 100, external link
BG? version 4, remote router ID 2.2.2.2
862 state = Bstablished, up for 00:00:36
Last read 00:00:36, hold time is 90, kespalive interval is 30 seconds
Neighbor capabilitie
Route refresh: advertised and received (old and new)
4-0ctet ASN Capability: advertised and received
Address family TPv6 Unicast: advertised and received
Received 302 messages, 0 notifications, 0 in queue
sent 352 messages, 11 notifications, 0 in queve
Route refresh request: received 0, sent 0
Minimm tine between advercisement runs is 30 seconds
For address family: IPvé Unicast
6P table version 2, neighbor version 2
Index 1, offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
Inbound path policy configured
Route map for incoming advertisements is *PERNIT_AS_MAD
2 accepted prefixes
0 announced prefixes

Connections established 10; aropped 9
Local host: 2001:db8:1(

Foreign host: 2001:ab8:10::2, Foreign port: 179
Nexthop: 1.1.1.1

Nexthop global: 2001:db8:10:

Last Reset:

00:00:36, due to BGP Notification sent
Notification Error Message: (Cease/Other Configuration Change.)
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swagsnow bop 1pve

BGP table version is 5, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop. Metric LocPrf Weight Path
> 2001:468:100::/64

2001: a8 o 0100 &
> 2001:468:200::/64)

2001:abe. o 0100 &
> 2001:a58:300: /64

2001:ap8:15:1 o 0100 &

Number of prefixes 3
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SWLtshow bp 1pvé route-map PERMIT ASMAP
56 table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, § stale

Origin codes: i - IGP, e - 867, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path
> 2001:458:200: :/64

cccd:6aet :£020:c26b)
o o 200 1

2001

5:10::2 (28

*> 2001:ap8:400::/60
ecd:6age: £a20:c260
) o o 2004001

Number of prefixes 2
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SW28show bop ipvé neighbors 2001:d4b8:30::2
BGP neighbor o 2001:4b8:30::2, remote 45 400, local S 200, external Link

BGP version 4. remote router ID 4.4.4.4
BGP stats - Establiched, up for 00:00:55
Last read 00:00:55, hold time ic 90, keepalive interval is 30 seconds
Neighbor capabilities.
Route refrech: advertised and received (old and new)
4-Octet 2SN Capability: adverticed and received
sddrese fanily TPvé Unicast: advertised and received
Received 29 meccages, 0 notifications. 0 in queue
Sent 35 messages, 4 notifications, 0 in queue
Route refrech request: received 0. sent 0
Minimn tine betveen advertisement runs iz 30 ceconds
For addrecs fanily: TPvé Unicast
BGP table version 3, neighbor version 3
Index 3, Offsat 0, Hask 08
Community attribute sent to this neighbor (both)
Outbound path policy configurad
Route map for selective unsuppress is *BCP_UNSUPPRESS NAP
0 accapred prafixes
4 announced prafixes

Connect ione established 4: dropped 3
Local host: 2001:4b8:30::1, Local port: 53823

Foreign host: 2001:4b8:30::2, Foreign pert: 179

Nexthop: 2.2.2.2

Nexthop global: 2001:4b8:30::1

Nexthop local: £eB0::eecd:GAEe: £220:c26h

B6P connection: sharad network

Last Reset: 00:00:55, due to BGP Notification sent
Notification Brror Mescage: (Ceace/Other Configuration Change.)
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BGP_SWL#show bgp 1pv6 neighbors 2001:ab8:2::1
BGP neighbor 1s 2001:4b8:2::1, remote AS 200, local AS 100,
267 version 4, remots router ID 2.2.2.2
267 state = Eetablished, up for 00:13:26

external link

Last read 00:13:26, hold time is 90, keepalive interval is 30 seconds

Neighbor capabilities:
Route refresh: advertised and recetved (o1d and new)
4-Octet ASN Capability: advertised and received
Address family TPv6 Unicast: advertised and received

Received 158 messages, 0 notifications, 0 in queue
Sent 162 messages, 2 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum tine between advertisement runs is 30 seconds
pdate source is 1o

For address family: IPve Unicast
562 table version 25, neighbor version 25
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
utbound path policy configured
Cutgoing update AS path filter list is *AS_LIST
0 accepted prefixes
3 announced prefixes

Connections sstablished 3; dropped 2
External BGP neighbor may be up to 2 hops away.

Local host: 2001.db8:1::1, Local port: 59208

Foreign host: 2001:4b8:2:11, Forsign pert: 179

Nexthop: 1.1.1.1

Nexthop global: 2001:ab8:

Nexthop local

P connection: non shared network

Last Reset: 00:13:27, due to BGP Notification sent

Notification Error Message: (Cease/Other Configuration Change.)
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Wetchow bop ipve
5GP table vercion ic 6, local router I is 4.4.4.4
Status codes: o suppresoed, d damped, h history, * valid, > best, i - internal
1 - labeled, S Stale

Origin codes: I - 6P, = - BSP, ? - incomplete

Network Next Hop Netric LocPrf Weight Path

> 2001:4b8:a:+/58 2001:db8:30+ +1(£e80+:00cd:6AEE: £620:026b)
o 10200 (100) (1003
> 2001:ab0:a:10: /64
2001:a88:30+ +1( £a5 <c260)
o 0200 100 1

> 2001:ab0:a:20: /64
2001:a58:30+ +1(£080+

oca:6aee: £020:c265)
o 0200 100 1
> 2001:ab8:a:30: /64
2001:d58:30+ +1(£680+ :000d: 6AEE +£020:c26b)
o 0200 100 1
Number of prefixes ¢
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Preferred path into Enterprise AS
is via path 2 (in bold)

Return traffic from the Internet into
the Enterprise AS will use path 2.
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B02_sw2gshow bgp 1pvE

569 table version is 5, local router I 1s 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i |- incernal
1 - labeled, s stale

origin coges: 1 - 162, o - BG2, ? - incomplete

Notwork Metric Locprf Weight Pach
*>12001:4b8:11 o 150 01001
. o 10 o001
*> 2001:a08:12 o 150 01001
+>12001:4b8:13 o 150 01001
. 2000:008:1::1 o 10 o100+

B09_sw3show bap 1pvE

5GP table version is 18, local router Ip is 3.3.3.3

Status codes: s suppressed, d damped, h history, * valld, > best, & - internal
1 - lavelea, s stale

origin codas: 1 - 1G9, o - BGP, 7 - incomplate

Katwork Metric Locert Weight pach
*> 2001 :ap8: o 150 01001
+>12001 :08: o 150 01001
. o 100 01004
*> 2001:@08:13::/64 2001:ab8:1::1 o 150 o100+

wurber of profixes 3

BG2_sW2gshow bgp 1pvE route-map BGR_SW2_PATH

5GP table version is 8, local router Ip is 2.2.2.2

status codes: s suppressed, A damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - Iop, o - B3, 7 - incomplete

Natwork Next. Hop Metric LocPrf Weight Pach

+>12001:b8:11: /64 2001:ab8:3::1 0 150 01004
o 100 o001
o 150 01001
o 150 01004
. 200000811+ o 10 o101

nurber of profixes 3

BG2_SW3show bgp 1pv6 route-map BGR_SW3_PATH

5GP table version is 20, local router Id is 3.3.3.3

status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - Iop, o - B3, 7 - incomplete

Metric LocPrf Weight Pach

0 150 01004
o 150 o001
o 100 01001
o 150 01004

mumber of prafixes 3
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¥28chow bop ipvé route-map BOP_UNSUPPRESS AP
BGP table vercion ic 5. local router 1D is 2.2.2.2

o cuppresced, d damped, h history. * valid, > best,
L - labeled, s stale
i< e, e - meE, 2 - incomplets

Status codes

origin codes

Natvork Nexe Hop Matric LocPrf weight Path
o> 2001:ab8:a:10::/64
2001:abe
100 5
o> 2001:db8:a:20::/64
2001:ab8:10
100 5
64
2001:d58:10+ +1(£680+ so0cd:6AEE+ £052:5709)
o 0100 5

Number of prafixes 3

internal
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BOP SWisshow bap ipve

B3P table version is 1243,

Status codas: 8 suy

i

origin codess f -

Natwork
w0

2001:db8 111 /64
2001.db8 2.1 /64
2001:db8 1311 /64
2001:db8 14+ /64

2001:d58 152 /64
2001:d58 1211011

2001.db8 21204+

2001:d58 10130+

20015458 5214011

2001.db8 121504+

2001445840160+ +

2001:d58 5017011

2001+db8 11 1171

2001.db8bi104 s

2001:d58 15120+

20015458 551301+

2001:db8 1b140+

2001:dB8 11 1171,

20015858 50:1041

2001:db8 10204+

2001.db81c1304 1

ppressed,
Labeled, s stale

Next Hop
2001 dbe:bs il
2001 :db8ubs il
2001 :dbesbs il
2001 dbeibs il
2001 b0
2001 dbesbs il
e
2001 dbesbs st
res
2001 dbe s
sos

2001 db6 15
ros

2001 dbesbs sl

P
2001 dbesb

sos
2001 db0 15

ros
2001 dbesbs sl
20
2001 dbesbe it
ros
2001 b0
sos

2001 dbesbs il
ros

2001 dbesbs sl
ras

2001 dbesb

2

ros

r6s

sos

> 2001858 1014011 /04

Nusber of prefixes 23

- tncomplote

local router 1D is 3.3.3.1

d dasped, b history, * valid, > best,

Matric LocPré Waight

o

o
o

100

100

Path

200

200

200

200

200

200

200

200

200

200

200

200

100

100

100

100

100

100

100

2708 7

2768 2

276 &

270 &

intemal
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SWikshow bgp 1pve neighbors
B0P neighbor is 2001:db8:10::2, remote AS 200, local AS 100, external link
5P version 4, remote router 1D 2.2.2.2
P state = Established, up for 00:03:39
Last read 00:03:39, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilitiss:
Route refresh: advertised and received (old and new)
Octet ASN Capability: advertised and received
Address family Ipv6 Unicast: advertised and received
Received 76 messages, 1 notifications, 0 in queue
Sent 73 messages, 2 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimm time between advertisement runs is 30 seconds
For address family: Ipv6 Unicast
5GP table version 28, neighbor version 28
Index 1, Offset 0, Mask 0x2
Commnity atcribute sent to this neighbor (both)
Inbound path policy configured
Route map for incoming advertisenents is 'PERMIT_ASMAP
1 accepted prefixes
0 amncunced prefixes

Connections sstablished 3; dropped 2
Local host: 2001:dbé: 1 179
Foreign host: 2001:b8:10::2, Forsign port: 41270
Nexthop: 1.1.1.1

Nexthop global: 2001:4b8:10: :

£ 00:03:30, due to BGP Notification sent
Notification Error Message: (Cease/Administratively Resst.)
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BGE_sW3kehow bap 1pve

BGP table version o 3, local router 1D is 3.3.3.3

Status codes: o suppresced, d damped, h history, * valid, > best, i - internal
1< labeled, s stale

Origin codes: i - IGP, = - BP, 7 - incomplete

Network Next Hop Netric LocPrf Weight Path
* 12001:db8:11::/64 2001:db8:2: 11 20 10 0100 2
- 2001:4b8: 1511 20 0 100 7
* $2001:ab8:12:5/64 2001:dbB:2: 11 20 10 0100 2
- 2001548811551 20 0100 2
* 52000:ap8:1, 1 20 10 0100 2
- 1 20 0100 2
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SL{contig) #router bp 100
Sl {config-router) ¥no byp default ipvd-unicast

SL{config-router) #neighbor 2001:db8:2::1 remote-as 200
SL{conig-router) ¥neighbor 2001:db8:2::1 update-source
SL{config-router) ¥neighbor 2001:db8:2::1 shgp-multihop

S2(contig) srouter bgp 200
Si2{config-router) ¥no byp default ipvd-unicast

S2{config-router) #neighbor 2001:db8:1::1 remote-as 100
S2{config-router) ¥neighbor 2001:db8:1::1 update-source
S2{config-router) ¥neighbor 2001:db8:1::1 shgp-multihop

1o

1o
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BP_sW3schow bop ipve

BGP table version is 12, local reuter 10 iz 3.3.3.3

Status codes: o cuppressed, d damped, h history, * valid, > hest, & - internal
1 - labeled, S stale

origin codes: i - 1P, & - BaP, 7 - incomplets

Network Next Hop Metric LocPrt Weight Path
©>12001:4b8:11::/64 2001:db8:2::1 20 150 0100 2
. 2001:db8: 1511 20 0100 7
*>42001:db8:12:5/64 2001:db8:2: 11 20 150 0100 2
. 2001:db8: 1551 20 0100 2
©>42001:d88:13:1/64 200150812111 20 150 0100 7
. 200150811 20 0100 2

Humber of prefixes 3
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Loopback ::/0 (Simulating WAN)

Port1.0.12

AS 100

Port1.0.24
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BGP_SW3ashow bop ipvé 2001:ab8:11::/64
6P routing table entry for 2001:db3:11::/60
Patha: (2 available, best 41, table Default-IP-Routing-Table)
dvertised to non pesr-group peers
2001:abs: 1511
2s-patn: 100
2001:db8:2: 1 fxom 2001:db8:2:11 (2.2.2.2)

Origin incomplete metric 20, localprsf 150, valid, internal,

Last update: Wed ay 15 10:11:52 2013
3s-path: 100
2001:db8:1::1 From 2001:db8:1::1 (L1.1.1)
Origin incomplete metric 20, localpraf 100, valid, external
Last update: Wed May 15 10:04:53 2013

best
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BGP_sw3gsnow bap 1pve
B2 table version is 12, local router ID is 3.3.3.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

1 - labeled, s Stale
Origin codes: i - IGP, e - BGP, ? - incomplete

Next. Metxic LocPr Weight
54 2001+ o
2001 o 100
64 2001, o
2001 o 100
64 2001, o
B 2001 o 100

Number of prefixes 3

Path

100
100
100
100
100
100
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SWikshow byp ipve
BGP table version is 22, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 labeled, s stale
origin codes: 1 - IGP, e - BGP, ? - incomplete

Network Metric LocPrf Weight Path

ocd: 6aeE :£220:c26b)
o 2001

0 200 300 &

0 200 400 &
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BP_8W3kshow ipvé prefix-list detail
Prefix-list wich the lact deletion/insertion: REHOTE NETWORK_LIST
ipvs prefix-list RENOTE_NETWORK_LIST:
count: 3, range entries: 0. sequences: 10 - 30
ripd
eq 10 permit 2001:db8:11::/64 (hit count: 0, refeount: 0)
eq 20 permit 2001:db8:12::/64 (hit count: 0. refcount: 0)
eq 30 permit 2001:db8:13::/64 hit refcount: 0)
ipngd:
eq 10 permit 2001:db8:11::/64 hit
eq 20 permit 2001:db8:12::/64 (hit
5eq 30 pernit 2001:db8:13::/64 (hit
oeptd:
eq 10 permit 2001:db8:11::/64 (hit 0. recount: 0)
5eq 20 pernit 2001:db8:12::/64 (hit count: 0, rafcount: 0)
ceq 30 permit 2001:db8:13::/64 (hit count: 0, refcount: 0)
oepted:
eq 10 pernit 2001:dbs:11::/64 (hit
eq 20 permit 2001:db8:12::/64 (hit
30 permit 2001:4b8:13::/64 (hit

refcount: 0)
refcount: 0)
refcount: 0)

refcount: 0)
refcount: 0)

refcount: 0)

10 permit 2001:4b8:11::/64 (hit
20 permit 2001:4b8:12::/64 (hit
30 permit 2001:ab8:13::/64 (hic

refcount: 3)

refcount: 2)
refcount: 1)
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SWigshow bop 1pve

BGP table version is 28, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - IGP, e - EGP, ? - incomplete

Network
*> 2001:458:200:

Metric LocPre Weight Path

ecd: 6AEE: £020:c26b)
o 0200 &

Number of prefixes 1

SWL#show bap 1pv6 route-map PERMIT_AS_MAD

5GP table version is 28, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - IGP, e - EGP, ? - incomplete

Network

Metric LocPrf Weight Path

200 &
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BGP_sW3kshow route-map
Foute-map REMOTE_NETWORK, permit, sequence 10
Hatch clauses:
ipv address prefix-list RENOTE_NETWORK_LIST
Set clauses
Local-preference 150
route-map REMOTE_NETWORK, permit, sequence 20
Hatch clauses:
Set clauses
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TERM

AS number (ASN) A nurber that identies an AS. Freviousy,an ASN vasa 6.0t
number between | and 64511 {publc) and 64512 and 65535
(private) assigned toan AS for the purpose of BGP operation. Snce
RFC 6793, an ASN is now 32-bits (4-bytes) with a range of decial
values between | and 4294967.295.

AS Pach A BGP path atribute thae lsts ASN through which the route has
been advertised

AS_Sequence A type f AS_Path segrent censitng of an crdered It of ASN:
throgh which the roue has been advertsed

Auto summary A routing protocl feture in which a router that conneds to more
than one dassful network advertises sumarged routes for each
entie clasful network when sending updates out nteraces
connected to cther classul networks

Autonomous System A set of rouers side a singe adminitrative authorty, grouped
(As) togstherforthe purpose of controling routing polcies forthe routes
advertied by thet group tothe Iternet.

BGP best parh algorithm The processthet BGP uses to oamine competingBGP aths route)
inits BGP talie. fora snglepref choosing one routeasthe best
route The best pah algorthm resuts ina choiceof asinge route for
cach prefcashat router’s best BGP pah, BGP compares the curent
bestpath gaistthe nex path 1 the It

BGP peer A BGP neighbor A BGP neighbr s arouter running BGP that formed
2 BGP neighbor reationship to exchange BGP Updates.

BGP peer group A configuration construct mwhich mut pl neighbers paremeters can
be confgured as  group o reduce the length ofthe corfigurgion.
BGP perform routing paicy oge againet ane set of Updtes for the
peer group, improving convergence time and reducing the CPU load

BGP synchronization A feature in which internally earned BGP routes mat be
consideredto be abest roue o reach a prefi unles hat same prefx
exits inthe router’s IP ruting able a learned va ancther IGF. such
as OSPF or RIR When synchronzation i erabled. BCP does not
advertise a oute leamed v an BGP peerto exermal peers utilthe
route s lsarnedoly: o viaan IGPand i present nthe rouing table.
When synchrorizatio i disabled, BGP an use and avertise routes
froman BGP peer to extemal peers, which are not presert in the

routing table

BGP rable A table inside a router that holds the path attibutes known by BGP.
onthat router.

Border Gateway An exterce ruting proticol designed to exchangs prefix ferrration

Prococol (BGP) between diferent autoncmous sysems. The rformation inchides

characteristcscalled path atributes, which allow for great fecbity
regarding rouing choices
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ATTRIBUTE in Caps) | VALUE

FACTOR

' WEIGHT Highest value. Note: WEIGHT i not  sandard RFC Path Atrbute. The
WEIGHT attribute isocal o the devie o and is not advertised 10 peers.

2 LOCAL PREF Highest value.

3 Locall Inected Route  Prfer local originaedinected routes

Preference of ocaly oriinsed paths
1. redidrbute command
2 network command

3. sgpregated address command

4 ASPATH Shortest path
5 ORGIN Lowest (i <e <1)
Preference:

1. OGP is lowwer than EGP (Exterior Gatevway Protocol)
2 (EGP i kower thin INCOMPLETE
3. QINCOMPLETE

6 MULTLEXIT_DISC Lowest value.
Note: These commands change how MED & evalusted.

= bgp determinisicmed
 bgpalways compare-med
& g bestpath med missing as worst
= bgpbestpath med confed

7 BGP Neighbor Tpe Prefer paths learmed rom eBGP neighbers over BGP neighbors.
] IGP Metricto Nexthop  Lowest IGP metric to Next-hop.
Note:Paths are considered as BGP equal cost paths i teps-12 are used
to breakihe e
9 Oldest Firt learmed {longest known path.
o Router D, Lowest neghbor router ID.
" CLUSTER LIS Shortest uster st lengh.

n Peer Address Lowest peer IR address
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SW3show bop 1pve
8P table version is 3, local router 10 iz 3.3.3.3
Status codes: o suppresced, d damped, h history, * valid, > bast, L - internal
1- labelea, s stale
Origin codes: i - IGP, o - BGP. ? - incomplete
Natuork Nexe Hop Matric LocPrf Weight Path
> 2001:458:a::/58 2001:4b8:20++1(£080+:00cd:6AEE: £620+26b)
0 0200 (100) (100) &

Number of prafixes 1
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SWltshow ipvé route database
12v Routing Table
Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP. D - DHCP
Ih - OSPF inter area EI - OSPF ext. type 1, E2 - OSPF ext. typs 2
> - selected route, * - FIB route. p - ctale info
Tiners: Uptime
*> 2001:a

c /84 via i:, vianioo, 2a16n08m
€ > 2001:8:10::/64 via i1, vianl0. 2416h06m

© > 2001:458:20::/64 via ::, vian20, 2416h0sm

B > 2001:4b8:100::/64 [20/0) via £e80::eecd:GAEE: £e20:c23e, vian20, 2416h0Tm
c

* £280::/64 via i1, vian20, 2d16h08m
* €280::/64 via ii, vianld, 2a16h08m
* £280::/64 via i1, vianl0, 2416n08m
t> £280::/64 via 11, lo, 2416h08m
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SW2eshow 1pvé route database
IPV6 Routing Table

Codes: C - connected, S - static, R - KIP, O - OSPF, B - BGP, D - DHCP
T - OSPF inter area El - OSPF ext. type 1, E2 - OSPF ext. type 2

> - selected route, * - FIB route, p - stale info

/64 [0/1] via i+, vianio, 15:43:21
0::/64 via 1, vianl0, 15:43:21

/64 [0/1] via 3, vian20, 15:43:21

/64 via ::, vlan20, 15:43:21

/64 [120/2] via £680::secd:6dff: feds:oSte, vian20, 1
£200::/64 [120/2] via £680: :eccd:6dEf: fad8:eSte, vian20, 15:
/64 [120/2] via £e80::secd:6dff: fatB:eSte, vian20, 1

. vianlo, 15:43:21

wlan20, 15:43:28

wlanl0, 1
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Witshow bop ipve

BGP table vercion ic 4, local router 1D is 1.1.1.1

Status codes: o suppreseed, d damped, h history, * valid, > hest, & - internal
L - labeled, s stale

Origin codes: i - IGP, & - BGP, 7 - incomplets

Network Next Hop Metric LocPr Weight Path

*> 2001:db8:100:5/64
2001:4b8:10::2 (£290: : aacd: 6AEE: £220:2073)
2 0200 2
*> 2001:dp8:200::/64
2001:458:10::2 (£280: : amcd: SAEE: £220:2073)
2 0200 2
*> 2001:dp8:300::/60
2001:4b8:10::2 (£280: : smcd: GAEE: £220:2073)
2 0200 2

Number of prafixes 3
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¥1ushow bap 1pve 2001:4681100+:/64
(£230: -anci Gage £a20: 268
Origin 168 metric 0. Localprat 100,valid,external, maltipath-candidate
20011458:20: 2 (€080: cecd: GaLE: £e20:c23e) Erom 2001158120112 (3.3.3.3)
Last updater Fes sun 21 0ardards 2003
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SWa#show bop 1pv6 route-map REDISTRIBUTION_MAP
5GP table version is 931, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

1 - labeled, s stale
origin codes: i - 167, e - EGP, ? - incomplete

Network
*> 2001:458:200:

Metric LocPrf Weight Path

cesse

2 32768 2
Number of prefixes 1

SWikehow bap 1pve
BGP table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

1 - labeled, s stale
origin codes: 1 - 167, e - EG, ? - incomplete

Hetwork Metric LocPrf Weight Path

cecd: 64££ :£020:c073)
2 0 200 7
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EW1eshow ipvé route 2001:db8:100::/64

Routing entry for 2001:db8:100::/64
Known via "bgp", distance 20, metric 0, best

Lact update 00:03:45 ago
*via 2001:48:10::2, viani0
* via 2001:db8:20::2, vian20
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Sw2ushow bop 1pvE

6P table version is 930, local router ID is 2.2.2.2

Status codes: s suppressed,  damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: i - IGP, e - BGP, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:458:200.

ecd:6age: £attiasis

2 12768 2
Number of prefixes 1
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SW3eshow bop ipve 2001:db8:a::/58
BGP routing table entry for 2001:dbsia::/58
Patho: (1 available, best #1, table Default-IP-Routing-Table)
Mot adverticed to any peer
200 (100) (100), (aggregated by 200 2.2.2.2)
2001:db8:20::1(£280: : aacd: 6AEE: £e20:226b] From 2001:dbs:2
eecd: A€ £e20:c260)
Origin 1GP metric 0, localpre 100, valid, external, atomic-aggregate,
Last update: Tue 2ug § 00:46:17 2013

12.2.2.2)
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S (config) #router bap 100
UL (config-router) no bp default ipvd-unicast
UL (config-router) neighbor 2001:db8:10::2 remote-as 200

W2 (config) #routsr bgp 200
V2 (config-router) ¥no bgp default ipvd-unicast
V2 (conf ig-router) neighbor 2001:db8:10: 1 remote-as 100
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BGP_sw2#show bop 1pv6

BGP table version is 3, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: i - 16, e - EGP, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path

"> 2001:08:11::/64 2001:db8:1 20 0100 2
2001:ap8:3 o 0 300 200 2

"> 2001:408:12::/64 2001:db8:1 20 0100 2
2001.ap8:3 o 200 300 200 2

20 0100 2
o 0 300 200 2
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BGP_swidshow bgp ipvé meighbors 2001:db8:2::1
BGP neighbor is 2001:db8:2::1, remote AS 200, local AS 100, external link
86 version 4, remote router 10 2.2.2.2
86? state = Established, up for 00:13:26
Last read 00:13:26, hold time is 90, kespalive interval is 30 seconds
Neighbor capabilities.
Route refresh: advertised and received (old and new)
4-Octet ASN Capability: advertised and received
Address family TPV6 Unicast: advertised and received
Received 158 messages, 0 motifications, 0 in queue
Sent 162 messages, 2 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimun tine betveen advertisement runs is 30 ssconds
Update source 1s 1o
For address family: IPvé Unicast
5GP table version 25, neighbor version 25
Tndex 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
outbound path policy configured
outgotng update AS path filter list is *AS_LIST
0 accepted prefixes
3 announced prefixes

Connections established 3; dropped 2
External BGP neighbor may be Wp to 2 hops away.
Local host: 2001:ab8:1::1, Local port: 59208
Foreign host: 2001:ab8:2::1, Foreign port: 179
Nexthop: 1.1.1.1
Nexthop global: 2001:db8:

00:13:27, due to BGP Notification sent
Notification Srror Message: (Cease/Other Configuration Change.)
Number of prefixes 3
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Preferred path into Service
Provider AS is via path 1 (in bold)

Transmitted traffic from the
Enterprise AS to the Service
Provider will use path 1.

Service
Provider

Enterprise
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BOP_sw26show bgp 1pve neighbors 2001:ab8:3::1
BG netghbor 1s 2001:4b8:3::1, remote AS 300, local AS 200, external link
BGP version 4, remote router 10 3.3.3.3
P state = Established, up for 00:01:52
Last read 00:01:52, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and recetved (o1 and new)
4-0ctet ASN Capability: advertised and received
Address family IPV6 Unicast: advertised and received
Received 136 messages, 1 notifications, 0 in queue
Sent 138 messages, 5 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimm time between advertisement runs is 30 seconds
update source is lo
For address family: IPvé Unicast
3? table version 27, neighbor version 27
Index 2, Offset 0, Mask 0xd
Community attribute sent to this neighbor (both)
Inbound path policy configured
Route map for incoming advertisements is *REMOTE_NETWORK
3 accepted prefizes
2 announced prefixes

Connections established 7; dropped 6

External BGP neighbor may be up to 2 hops away.
Local host: 2001:db8:2::1, Local port: 33369
Foreign host: 2001:db8:3::1, Forsign pere: 179
Nexthop: 2.2.2.2

Nexthop global: 2001:4b8::

£ 00:01:53, due to BGP Notification sent
Notification Error Message: (Cease/Other Configuration Change.)
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BaP_sw2eshow bop 1pve

B6P table version is 18, local router ID is 2.2.2.2

Status codes: s suppressed, A damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Next Hop Metric LocPrf Weight Path

o 0100 &
o 0100 &
*> 2001:db8:13::/64 2001:db8:1::1 o 0100 &

Mumber of prefixes 3
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SWaRshow bop ipve 2001:db8:a: /58
B6P routing table entry for 2001:dbS:a::/58
Patho: (1 available, best 41, table Default-IP-Routing-Table]
Not advertised to any peer
200 (100) (100}, (aggragated by 200 2.2.2.2]
2001:db5:30::1(£280: :cecd: GAEE: £220:c26b) from 2001:4b8:30::1 (2.2.2.2)
(£80: s cacd:6aEE: £220:c26b)
Origin 16P metric 0, localpraf 100, valld, external, atomic-aggragate, best
Last update: Tue fug € 0014705 2013
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tchow bop 1pve

BGP table version ic 3, local router ID is 4.4.4.4

Status codes: o suppresced, d damped, h history, * valid, > best, i - internal
1 labeled. S Stale

Origin codes: i - 1P, & - EGP, ? - incomplets

Network Next Hop Metric LocPrt Weight Path
> 2001:4b8:a+:/58 2001:ab8:30+ +1(£680+:e0cd:6AEE: £620:026b)
o 0200 (100) (100) &

Number of prafixes 1
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560_Swatshow 1pvE route database

1706 Routing Table

Codes: © - comscted, s - static, R - RIP, O - OSPF, B - 5GP, D - DACP
Ix - OSPF tnter area EL - OSPF ext. type 1, B2 - OSPF ext. type 2
> - selected zoute, * - FIB zoute, p - scale info

Tiners: Uptine

"> 2001488:1:11/128 [1/0] via £680::300:cafE:foaseal, vian20, 00:54:4¢
5 20011858131 11/128 [1/0] via £630:1200:cALE:£e2are6s, viandd, 00:54:4d

5 2001.58111:/68 (20/20) via 2001.a8.1::1 (recursive via £630: :200.cAEE: foZasentl)
vian20, 00:22:07
B *> 2001:58:12::/64 [20/0) via 20018 :3:
B "> 2001:ab8:13:1/64 [20/20] via 20011811111 (rocursive via £ad0:1200:cat:fedaseatl),
Viando, 00:22:07

"> 2001:858:20::/64 via c1, viand0, 00:56:37
-5 2001.58:4011 /68 via L., vIando. 00:58.37
+ 2a80. /6 via 1s, viandd, 00154137

1an20., 00:54:37

(rscursive via £680::200:catE: fo2are635), viandd,
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SW20show bap ipve
BGP tabls vercion ic 23, local router ID is 2.2.2.2
Status codes: o cuppressed, d damped, h history, * valid, > best, i - internal
L- labeled, S Stale

origin codes: i - P, & - BGP, 7 - incomplate
Natvork Next Hop Natric LocPre Weight Path
*> 2001:db8:a:10::/60

2001548810511 (£a80: s emca:

252:5789)
o 0100 5
b5 2001:db8:a:20::/64

2001:db8:10: 1 (£250: : amca: 6aE

0100 ¢
*> 2001:ab8:a:

r68
2001:db8:10: 11 (£280:: cccd: 6AEE: £e52:5769)
0 0100 5
Number of prafixes 3
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BGP_Si1tshow bap ipvé summary
EGP routsr identifisr 3.3.3.1, local AS mumber 300
BGP tabls version is 1247

3 BGP AS-PATH =ntriss

© BGP community entries

Hei ghbor v A5 MsgRe Msgent TELver InoutQ Up/Down Stats/PExRed
200.ab8ibiil 4 200 2952 2946 1246 0/0  0l:1%:42 18

Musber of neighbors 1





images/image-5.png
ATTRIBUTE DESCRIPTION

ORGIN Honwthe prefx came to be routed by BGP at the oign AS. The device can ear prefies
from arious sources and then put them into BGP. Sources inchde directy conected
intefaces, manually confgured satic routes, and dynaric nternalor external routing
protocok. Values ar IGP (Inerior Gateway Protocol or local networks interior to the
originating AS), EGP (other EGPs) and INCOMPLETE (redistrbuted into BGP or
learmed by other means). Every update message has ths attrbute.

ASPATH A st ofthe autonomous systems through which the annauncemert for the pref has
passed. As prefxes pass betuween Autonomous Systems, each adds s Autonomous
System Number (ASN) o the begiring ofthe . This meansthe AS_psth can b uzed
10 make routing decisons. Every update message has this atribute,athough it may be
empty

NEXT_HOP The addres ofthe net node to which the device hould send packets o get the packets
closer o the destination. Every update message has tis atrbute.

MULTIEXITDISC Ml Exit Discriminator An arbirary metric asigned 10a route, expressing the optimal
path by which ta reach a prticlarprefxin or behind a particulr AS. One AS setsthe
value and a dfferent AS uses tha value when deciding which pth o choose. The MED
i s known as the external metric ofaroute. A lover MED value i preferred overa

Higher vabie.

LOCAL PREF A metric used in BGP 50 cach host knows which path inside the AS 2 should use to
reach the advertised prefx. eBGP peers do not send this vaue, and ignore i on receip.

ATOMIC_AGGREGATOR  An atribute that allows BGP peers o inform each other about decisons they have made

about overlapping routes I Device A receives overlapping routes, and selects the lss
specic (more general route) ony then i attaches the tomic_sggregate atrbute.
When one of s neighbours receives a preix with the alomic_aggregate atribute set,
thatneighbour must nottake the prefx and de-sgaregate it o any more specic enries

in BGP

AGGREGATOR An attibute that can be atached o an aggregated prefx to specly the AS and Router.
1D of the device that performe the aggregation.

COMMUNITY Where the prfix s relevant t0 and should be advertised to. By defaul, ll prefces

belong to the nternet communiy, which s the comimurity of all BGP peers. Other.
communies have been globall defined that lm the scope of refx advertisement or
export, or you can identify a comemunity by  community nureber

ORIGINATOR 1D The Router D of the iBGP peer that st feared this route. either via an €BGP peer or

by some other means such a importing . This atribute s used by route reflection to
prevent routing oops. BGP peers do not send this vlue, nd ignore it on recepl.

CLUSTER LIST A st ofthe cluster IDs of route refectors who have reflected the corresponding
Foute(s) wihin this AS. Thisatribute isused by route reflection to prevent routg loops.
€BGP peers do not send this value, and ignore t on receipt.
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00:46:34 Sl BGR[1500]: 2001:d88:10
12

00:46:34 S BGR[15001:
innediate Read (93]
00:46:34 WL BGP[1500]: 2001:db8:10: :2-Outgoing (DECODE] Update: Starting UPDATE
decoding. .Bytes To Read (93), meg_size (93)

00:46:3¢ Sl BGP(1500): 2001:4b8:10;:2-Outgoing [FSH) State: Ectabliched Bvent:
2

00:46:34
2001:ab9.

2-0utgoing [DECODE] Meg-Hdr: type 2, length

2001:db8:10::2-0utgoing (DECODE] Mog-Hdr: Requesting

1 BCPI15001: 2001:4b8:10: :2-Outgoing (RIB] Updats
758 denied dus to as-path contains our own AS

Profix
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2001:db8:300::/64

2001:db8:200::/64

2001:db8:400::/64
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SWaRshow bop ipve

BGP table vercion ic 2, local router ID ic 4.4.4.4

Status codes: o cuppressed, d damped, h histery, * valid, > best, L - internal
L - labeled, S Stale

Origin codes: i - 1P, & - BGP, 7 - incomplets

Network Next Hop Metric LocPrf Weight Path
*> 2001:db8:a:10:1/60
2001:d58:30: 11 {080+ mecd: 6AEE: £220:c26b)
o 0 200 100 &
b5 2001:db8:a:20::/60
2001:a08:3

Li£a80:seecd: 6AEE: £o20:5268]
o 0 200 100 &

*> 2001:db8:a:30::/60
2001:ap8:30:

1i£a80: 1 caca: sarE: £020:026b)
o 0 200 100 &
Number of prefixes 3





images/image-191.png
BoP_sw2eshow bop 1pvE
5GP table version is 3, local router ID is 2.2.2.2
* valid, > best,

Status codes: s suppressed, d damped, h history,

1 - labeled, s stale
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network
*> 2001 :ap8:1;

68

> 2001 :4b8:1:

768

> 2001:4b8:13::/64

Number of prefixes 3

Hexe. Metric LocPrf Weight
2001:ap8:1 20 [
2001:ap8:3 o o
2001:ap8:1 20 o
2001:ap8:3 o o
2001:ap8:1 20 o
2001:ap8:3 o o

£ - internal
Path

100 7

300 100 2

100 2

300 100 2

100 2

300 100 2
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BGP_SW2#show bap 1pv6.
0P table version is 7, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal

1 - labsled, s stale
origin codes: i - IGP, e - BP, 7 - incomplete

Network Next Hop
2001:ap8:1::1 ]
2001 :b8.

2001 :b8.
2001:ap8:1::1

Metric LocPrf Weight

Path

100
100
100
100
100
100
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SW3tshow bop 1pve

3P table version is 2, lecal router Ip is 3.3.3.3

Status codes: o ouppresced, d damped, h history, * valid, > best, i - internal
1< labeled, s stale

Origin codec: i - IGP, e - BGP, ? - incomplete

Netverk

Metric LocPrf Weight Pach
"> 2000:ab8:a:

2001:db8:20: 11 (£80: 1 aecd: GAEE: 2201260

] 0 200 100 1
> 2001:db8:a:20:: /60

2001:ap8:21

o 0 200 100 1
> 2001:db81a:30::/64

2001:db8:20: +1(£e80: :2scd: 6L+ £220:c26b)

] 0 200 100 1
Humber of prefixes 3
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EXPRESSION | DEFINITIO! EXAMPLE OF USE

1008 Indicates orignation fom  Prefixes which have AS 100 at the beginning and
neighbor AS 100. the end of the AS_PATH are matched.
_ioo_ Passes through AS 100. Prefxes which have AS 10 in the AS_PATH are
matched.
_100g Indicates an origin of AS 100, Frefixes which have AS 100 at the end of the
AS_PATH are matched.
~log.e Indicatestransmissionfrom AS  Prefixes which have AS 100 at the beginning of
100. the AS_PATH are matched.

Indicates from any AS. Prefices with any AS in the AS_PATH are
matched. (Equivalent of “any” statement in
ACLs).
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SW3tahow bop 1pve

BGP table version is 3, local router ID iz 3.3.3.3

Status codes: o suppresced, d damped, h history, * valid, > best, L - internal
1 - labeled. s Stale

origin codes: i - 16, e - EGP, ? - incamplete

Network Next Hop Metric LocPrf Weight Path
> 2001:4b8:a::/58 2001:ab8:20++1(£e80: saacd:6AEE: £620:026b)
o 0200 (100} (100) &

Number of prefixes 1
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SW28show bop ipve 2001:db8:a::/58
BGP routing table entry for 2001:dbs:a::/58
Patho: (1 available, best #1, table Default-Ip-Routing-Table)
dverticed to non pesr-group peers:
2001:db8:10:51 2001:4b8:20::2 2001148130
(100) (100). (aggregated by 200 2.2.2.2)
from :: (2.2.2.2)
Origin 167, localpref 100, veight 32763, valid, aggragated, local, atomic-
aggregate. best
Lact update: Tus hug § 00:46:21 2013
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BoP_swz#show bap 1pv6

B2 table version is 26, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 labeled, s stale

Origin codes: 1 - 10, o - EGP, ? - incomplete

Mtric LocPrf Weight Path
20 0100 7

B0p_sWz#show 1pvé route

IPvE Routing Table

Codes: C - connected, S - static, R - RIP, O - OSPF, B - BGP, D - DHCP
IA - OSPF inter area El - OSPF ext. type 1, E2 - OSPF ext. type 2

Timers: Uptime

200:caf: fo2azeafl, vian20, 01:00:10
01:00:20

. o,

(recursive via
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2001:db8:11:
2001:db8:12:/64.
2001:0b8:13:/64.
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BOP_sw3gshow 1pvE rip database

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rex - RIP comnect suppressed, Rex - RIP static suppressed.|
© - Comnsctad, S - static, O - OSPF, B - 8GP

Network ext Hop €
£680::200:cAff: fe2azeafl viand0
£680::209:41£¢: Fofbic323  viandd
£680::200:41£¢: fofbic323  viandd
zes0: v1anso

vlanso
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BGP_sWieshow bgp 1pvé route-map OSPPV3_REDISTRIBUTE

80P table version is 56, local router Id is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
1- labeled, s stale

origin codes: 1 - IGP, e - BGP, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path
"> 2001:db8:11::/64 £280+:200:cAEE:£e28:T6 20 32768 2

Number of prefixes 1

BGP_Swi#show ipve prefix-list detail
Prefix-list with the last deletion/insertion: OSPPv3_FILTER LIST
4pv6 prefix-list OSPFY3_FILTER_LIST.

count: 1, range entries: 0, sequences: 10 - 10

ripd
seq 10 permit 2001:db8:11::/64 (hit count

ripngd

seq 10 permit 2001:ab8:11::/6¢ (hit count:

ospea:

seq 10 permit 2001:db8:11::/6¢ (hit count:

ospE6;

seq 10 permit 2001:4b8:11. (hte count:

seq 10 permit 2001:4b8:11. (hte count: 19)
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SWikshow byp 1pve 2001:4b8:100::/64
6P routing table entry for 2001:db8:100::/64
Paths: (3 available, best #2, table Default-Ip-Routing-Table)

Advertised to non peer-group peers:

2001:d58:20+:2 2001:408:30::2
300 400
2001:d58:20: 2 (£280: :00d: 6A£E: £220:c232) from 2001:db8:20::2 (3.3.3.3)

(£680: :eecd: 64£ :£020:230)
Origin IGP metric 100, localpref 100, valid, external
Last update: Wed Dec 11 21:45:26 2013

200 400
2001:ab8:10::2 (£280: :e6cd: 6AEE: £620:c26b) £rom 2001 :dbE

(£680: :sacd: 64£ - £220:26b)
origin IGP metric 150, localpref 100, valid, external, best
Last update: Wed Dec 11 21:45:14 2013

300 400

2001:a58:30: 2 (£280: :000d: 6AEE: £048:2546) from

(£280: :oscd:6dE :£od8:0546)
origin 1GP metric 200, localpref 100, valid,
Last update: Wed Dec 11 2: 9 2013

2 (2.2.2.2)

2 (3.4.4.0)
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SWitshow bap 1pvE

569 table version is 3, local router 10 is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: i - 167, e - 86, 7 - incomplete

Nexe Hop Metric Locerf weight Path
. 6
2001:d58:20: :2 (£080+ s 0001 6a££: £220:c230)
100 0300 400 &
- 2001:a58:10: :2 (£680+ : 0001 6EE: £620:226D)
150 0200 400 1
- 2001:d58:30: :2(£280+ :02cd: 6EE: £a48:2546)

200 0300 400 1

Number of prefixes 1
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watenow runtag-contiy bap
router bgp 200

‘bgp roucer-1d 2.2.2.2

Ro bgp defaule ipvi-untcast
netghbor 2001:b8:10::1 remcce-as
neighbor 2001:58:40::2 remnte-as
aaaress-tantly 1pve

metghbor 2001:458:10::1 activate
naighbor 2001.a58:10: 11 route-map
‘Betgnbor 2001.08.40; 12 activate
exit-adaress-tantly

SWbsnow runntng-contiy bop

zoucer bgp 300
‘hgp roucer-1d 3.3.3.3
o bap defaule ipvi-unicasc
1 remoce-as
2 remoco-as

netgnvor 2001 .a58.5
‘adaress-tamtly 1pve
‘notgnbor 2001 :an8: 2
Roighbor 2001:ab8:20::1 route-map
Rolghbor 2001:ab8:501:2 activate
axt-agarass-tantly

Swtsnow runntag-contiy bap
router bgp 400

bgp roucer-1a 4.4.4.4

o bgp defaule ipvi-unicast
nelghbor 2001:ab8:30: 1 remote-as

nelghbor 2001:ab8:60::2 remote-as
sadress-family 1pv
etghbor 2001:58:30+:1 activate

natgnbor 2001.d58.30, 11 Touts-map
naighbor 2001.458:50::2 activate
Sxit-adaress-tantly

wSHenow runntng-confiy bop

router bgp 500

‘bgp roucer-1d 5.5.5.5

o bop dafaule ipvi-unicasc

‘Batghbor 2001.p6:40:+1 Femoto-as
1 remote-as

‘Batgnbor 2001.58.60: 11 remote-as

sasress-tamly 1pve

‘Batwork 2001:8b8:100: /64
netgnbor 2001:@58:40;.1 activate
Rolghbor 2001:ab8:50::1 activate
natgnbor 2001.408:60;:1 accivata
oxtt-adaross-tantly

100
500

sEx_xEmRIC ouc

100
500

sen_yemRIC ouc

100
500

ser_xEmRIC ouc

200
00
w0
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SWitshow runntng-contig bap

router bgp 100

bop router-1d 1.1.1.1

no bop default ipvd-unicast
bop deterninistic-med
neighbor 2001:db8:10:
neighbor 2001:db8:20.
neighbor 2001:4b8:30:
address-fanily ipve
neighbor 2001:@b8:10::2 activate
neighbor 2001:@b8:20::2 activate
neighbor 2001:@b8:30::2 activate
exit-address-fanily

remota-as 200
remota-as 300
remota-as 400
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swisshow by 1pvE

6P table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Hetwork Next Hop Metric LocPrf Weight Path
* 2001:ab8:100::/64

2001:db8:20+:2 (£080: :c0cd: 6AE € £020:c23)

100 0300 400 ¢
. 2001:db8:10: 12 (£680+ ;eecd: 64 £020:c26b)

150 0200 400 4
- 2001:db8:30: 12 (£080+ :cecd: 6AFF: fod8:e546)

200 0300 400 &

Mumber of prefixes 1
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BOP_sW2#show bgp 1pv6 neighbors 2001:4b8:3::1
5GP netghbor is 2001:@b8:3::1, remote AS 300, local AS 200, external link
BGP version 4, remote router ID 3.3.3.3
6P state = Established, up for 00:02:32
Last read 00:02:32, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-Octet ASN Capability: advertised and received
Address family IPv6 Unicast: advertised and received
Received 66 messages, 1 motifications, 0 in queus
Sent 67 messages, 3 notifications, 0 in queve
Route refresh request: received 0, sent 0
Minimun tine betusen advertisement runs is 30 seconds
Update source is lo
For address fanily: IPVE Unicast
5P table version 11, neighbor version 11
Index 2, Offser 0, Mask Oxé
Community attribute sent to this neighbor (both)
weight 200
3 accepred prefixes
0 announced prefixes

Connections sstablished 5; dropped &
External BGP neighbor may be up to 2 hops away.

Local host: 2001:db8:2::1, Local port: 51342

Foreign host: 2001:db8:3::

Nexthop: 2.2.2.2

Nexthop global: 2001:dbs:

+ 00:02:33, due to BGP Notification sent
Notification Brror Message: (Cease/Other Configuration Change.
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SW20show ipvé route databas:
TevE Routing Table

Codes: C - connectad, S - static, R - RIP, O - OSPF, B - BGP, D - DHCP
Th - OSPF inter area EI - OSPF ext. type 1, B2 - OSPF axt. type 2

> - selectad routs, * - FI3 route, p - stale info
Tiners: Uptine

R 2001:4b8:10::/64 [0/1] via ::, vianlo, 00:25:05

© > 2001:4b8:10::/64 via 11, vianiD, 00:25:05

R 2001:4b8:20::/64 [0/1] via ::, vian20, 00:25:05

© %> 2001:48:20::/64 via i1, vian20, 00:25:05

R > 2001:4b8:100::/64 [120/2] 043: 0540, vian20,
R > 2001:468:200:: /64 [120/2] a3:250, vian2o,
R > 2001:4b8:300::/64 [120/2]

€ > £a80::/64 via i, vianld,

€ v Ees0:i/64 via 1, vlan20, 00:25:12

* £e80::/64 via :i, vianlo, 00:25:12
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Ba?_sw2eshow bop 1pve

6P table version is 3, local router Id is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid,
1- labeled, s stale

Origin codes: 1 - IGP, e - BGP, ? - incomplete

Network
*> 2001 :ap8:1;

20
o
20
o
20
o

Number of prefixes 3

> pest,

Metric LocPrf Weight

rath
100
300
100
300
100
300

1 - internal

100 7

100 7

100 7
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BOP_sW2#show 1pvé route database

IPv6 Routing Table

Codes: C - connected, S - static, R - KIP, O - OSPF, B - BGP, D - DHCP
IA - OSPF inter area EI - OSPF ext. type 1, E2 - OSPF ext. type 2
> - selected route, * - FIB route, p - stale info

Tiners: Uptime

£:1 (recursive via £e80::200:caff:fezazeatl),

200:cae: £e2

1/128 [1/0] via fes
/64 via i1, lo, 02:37:28
1/128 [1/0] via £e80::200:cAf: fe2

agl, vian20, 02:37:28

635, viand0 inactive,

0
+ £e80::/64 via ::, vian20, 02:37:20
> £280::/64 via i1, lo, 02:37:28

<
s
o
© *> 2001:458:20::/64 via ::, van20, 02:3
<
<
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2001:db8:11:
2001:dbg:12:

2001:0b8:13:/64

Utilised link

Unused link
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500_5iaushow 1ov6 zoute database

1778 Routing Table

I3 - OSPF inter area B1 _ 059 ext. typs 1, 52 - OSFF ext. type 2

Tiners: vpeine

S > 2001:458:1:11/128 [1/0] via £630::200:ca8 fe2asoatl, viand0, 00:26:00
€+ 2001iab8i201/68 via <o, lo, 00:26:00

5 0 2001.80813,11/128 (1/0] via fed0:1200:cAtt  fe2a:e635, vIAndO, 00:26:00

B *> 2001.a88:11:+/64 (20/0) via 2001:a88:3: 1 (racursive via £a80: :200:cdeE: ol
00:01.36

B '*>2001.458:12+1/64 (20/0] via 2003:a8:3::1 (rocursive via £a80: 2001046 02
00136

B '+ 2001:a88:13:+/64 (20/0) via 20018+
o

35, vlando,

35 viando,

11 (racursive via £030: :200:cAEE: fo2a1a635) , viandD.
0:01.36
20008201 /64 vix 1o, visn20, 00:25:53
 £eB0::/64 via 1, viandd, 00:25:53

> £280:1/64 via 11, 1o, 00:26:00
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SWidshow bop ipvé 2001:dbE
BGP routing table entry for 2001:4b8:100::/64

Paths: (3 available, best #3, table Default-IP-Routing-Table)
Advertised to non peer-group peers:

2001:db8:10::2 2001:db8:20:
300 400
(£80: :00cd:6atE: £220:c230) £rom 2001:4b8:20::2 (3.3.3.3)
(£80: :00ca: 6a££: £020:c230)
Origin TGP metric 100, localpref 100, valid, external
6 2013
(£80: :c0cd:6a8£: £620:c26b) £rom 2001:db8:10::2 (2.2.2.2)

(£80: :0cd: 6a££:£220:c26b)
Origin TGP metric 150, localpref 100, valid, external

2001:d58:30: 12 (£680: :00cd: 64££: £048:0546) from 2001:db8:30:

(£680: :000d: 6a£e 1 £048:0546)
origin IGP metric 200, localpref 100, valid, external, best
Tast update: Wed Dec 11 2: 9 2013
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BoP_sw2eshow bop 1pvE
5GP table version is 9, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best,

1 - labeled, s stale
Origin codes: 1 - IGP, e - B3P, ? - incomplete

Network Next Hop
o
20
o
- 2001:a08: 20
> 2001:458:13::/64 2001:db8:3 o
B 20

MNumber of prefixes 3

Metric LocPrf Weight

200
o
200
o
200
o

Path
300
100
300
100
300
100

4 - internal

100 2
100 2

100 2
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SW20show bap ipve
B6P table version is 3, local router ID 1o 2.2.2.2

Status codes: o cuppreseed. d damped, h history. * valid,

L - labeled, S stale
Origin codes: § - 1P, o - BoP, ? - incomplete

> best, i - internal

Network Next Nop Hetric LocPre Weight Path

*> 2001:ap8:100:: /60

£e80::eecd: GAEE: Eadhiasie

2
*> 2001:ab8:200::/64
£e80:12ecd: 6aEE: £adhiesis
2
*> 2001:ab8:300::/64
£e80::2scaigate:
2

Number of prefixes 3

32768 2

32768 2

32768 2
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SWitshow bap 1pve

5GP table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
1 - labeled, s stale

origin codes: 1 - 167, e - EG, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path
© 2001:a58:100::/64
2001:458:30: 12 (£280: :00cd:64£ £ : £248:2546)
200 0 300 400 1
- 2001:a88:20+ 12 (£680: :00cd: A€+ £020:c230)
0300 400 1
. 20011458 :10::2 (£280: ¢ <20:c265)
0200 400 1

umber of prefixes 1
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508_u3ushow 1pvS roste database
1276 Routing Table
Coles: © - commscted. S - static, R - RIP., O - OSFF. B - 59, D - OHCP
In - OSPF tnter ares EL - OSPF ext. type 1. B2 - OSPE ext. type 2
elected zoute, * - FIB zoute, b - stale info
Tiners: Uptine

S *> 2001:d8:1:11/128 [1/0] via £a80::200:cat fadaseatl, Viand0, 00:26:37

€+ 2001iab8.3../68 via ce. o, 00:26.37

B > 20011481211 /64 (20/0) via 2001:488+11 11 (recuraive via £a80:1200:caLe: Eadasentl), viando,

B 2001:ab8:21:/64 [120/2) via £e80::209:4LEE: ofbic23, viandd, 00:18:52

B > 2001:ab8:22:1/64 (20/0] via 2001:4b8:11:1 (rocuraive via £a80::300:ca¢: Eadnsontl), viand0,

B 2001:a8:22::/64 [120/2) via £e80::200:4LEE: ofbic23, viandd, 00:18:52

B > 3001:a68:23:1/64 120/0] via 2001145811111 (rocursive via £a80::300:caEE: fedaseatl), viando,
2001:058:23:+/64 1120/2) via £280::200:41¢¢  fafbie323, viandd, 00:18:52

> 2001.58:301. /68 via cs. vIamO, 00:28.30

-5 200L.a58:31.1/68 [1/0) . 00,2357

> 200L.a58:32../68 1/0) ., 00.23:54

-5 200008, 33.1 /64 1/0] i, 00:23:51
2001:a88:40::/64 [0/1) via ::, viand0. 00:26:11

+ £eB0::/60 via r1, viandd, 00:28130

© aR0L. /6 via 1. viamd0, 00:28.30
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BP_SWi#show running-config router ipvé ospf

outer ipvé ospf
zouter-id 1.1.1.1

BGP_SWi#show running-config interface vianld

interface vlanlo
1pv6 address 2001:db8:10.
1pv6 router ospf area 0

/64
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SWikshow run bap
router bgp 65536

bap router-id 1.1.1.1

fo bap default ipv-unicast

neighbor 192.168.10.2 remote-as 65537

neighbor 2001:db8:10::2 rerote-as 65537

addrsss-fanily ipv
neighbor 2001:db8:10::2 activate

xit-addrass-family
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TERM
A private ASN

Public ASN

Redistribution

Regular expression

Route map

Route redistribution

Route summarization

Summary route

Aggregae route

DESCRIPTION

An Autanomous System Nurrber (ASN) that fals inside the Private
AS range,

An ASN that fts below the private ASN range, specficaly from |
through 64495 wih a |6-bit ASN. With a 32-bit ASN the range i
131,072 through 4,199 999999.

The process ona router oftaking the routes from the IProutingtable,
as learned by one routing protocol, and injecting routes for thase
same subnets into ancther rauting protocol.

A lst of interspersed alphanumeric fteralk and metacharacters used
t0 apply complex matching logic to alphanurmeric strings. Often used
for matching AS_Paths,

Erables logicto beapplied to a set of ters, Often used for decisions
about what routes 1o redistribute and for setting charcteristics of
those routes,for insance, metric values.

The pracess of taking routes known through ane routing protacoland
advertising thase routes with ancther routing protocol,

A consolidation of advertised addresses that @uses a single surmmary
raute to be advertised

A routethat i created o represent ane or more smaller component
routes, typically to reduce the size of routing and topology tables
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BG2_sW3gshow 1pvé route database

1v6 Routing Table

Codes: C - connected, S - static, R - KIP, O - OSPF, B - BGP, D - DHCP
IA - OSPF inter area EI - OSPF ext. type 1, E2 - OSPF ext. type 2
> - selected routs, * - FIB route, p - stale info

5 > 2001:b8:1::1/128 (1/0] via £e80::200:cAff: fodaseafl, vian30, 00:28:49
c . o, 00:28:49

B [200/0) via 2001:ab8:1::1, 00:25:10

® [120/2] via £680::209:41¢£:£afbic323, viando, 00:28:37
B 2001:ab8:22::/64 [200/0) via 2001:@b8:1::1, 00:22:30

R %> 2001:4b8:22::/64 [120/2] via £680::209:41¢££:fafbic323, viand0, 00:28:37
B 2001:@8:23::/64 (200/0] via 2001:db8:1::1, 00:22:27

R > 2001:ab8:23::/64 [120/2] via £080::209:41££:fafbic323, viand0, 00:28:37
< 30 via ::, vian3o, O 2

s 3 [1/0] via ::, Null, 00:28:49

S > 2001:@8:32::/64 (1/0] via ::, Null, 00:28:49

S > 2001:@8:33::/64 (1/0] via ::, Null, 00:28:49

R 2001:@8:40::/64 [0/1] via ::, viand0, 00:28:42

© *> 2001:48:40::/64 via ::, vand0, 00:28:42

< 764 via 13, viand0, 00:28:42

< 764 via 13, viand0, 00:28:42

< /64 via 1, 1o, 00:28:40
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BOP_sw2eshow bop 1pvE

567 table version is 2, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
1- labeled, s stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network wext Hop Metric LocPrf Weight Path
i/ 2001:ap8:1::1 3 0100 3

Number of prefixes 1
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BGP_sW2#show 1pvé route database

IPvE Routing Table

Codes: C - comnected, S - static, R - RIP, O - OSPF, B - BGP, D - DHCP
Th - OSPF inter area El - OSPF ext. type 1, B2 - OSPF ext. type 2
> - selected routs, * - FIB route, p - stale info

Timers: Upcime

> 2001:4b8:1::1/128 [1/0] via £e80::200:cdff:fe2areafl, vian20, 00:34:01
> 2001:4b8:2::/64 via i, lo, 00:34:01

vis 0, vian20, 00:33:53
[1/0] via ::, Null, 00:3d:01
> 2001:58:22::/64 [1/0] via ::, Null, 00:34:01
> 2001:58:23::/64 [1/0] via i3, Null, 00:34:01
[200/0] via 2001:dB8:1::1, 00:24:45
(120/2] via £e80::200:ca£E:fa2aza635, viand0, 00:27:59
[200/0] via 2001:db8:1::1, 00:22:31
(120/2] via £e80::200:ca££:fa2aza635, viand0, 00:27:59
[200/0] via 2001:db8:1::1, 00:22:28
1120/2) via 00:cdee: £o2a:0635, vianto, 00:27:59
[0/1] via :+ 231

nhnamEEEEEEGG00000

1o, 00:38:01
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BoP_swi#show 1pvé ospt neighbor
0SPFV3 Process (*null®)

Neighbor 1D Pri  State Dead Time Interface Instance ID
2.2.2.2 1 R 00:00:33  vlamlo 0

BoP_swisshow 1pv6 ospt route

OSPEV3 Process (*null)

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
5L - OSPF external type 1, B2 - OSPF external type 2

Destination Metric Next-hop
2 ::/0 1/20  via £e80::200:cdE: £e28:726, vianl0
© 2001:ap8:10::/64 1 airectly connected, vlanlo, Area 0.0.0.0
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TERM DESCRIPTION

CIDR iz nter Deman Rauaing A roing method sipported by 5GP
that s based on e aggpegaton. CIDR alows router 12 o
e togetherto cut cow o the amunt o reutng rfarmtion
@rried by routers, Seveal P netwerks appear s a sngle newark 1o
retwarks cutad of hese grauped ogether.

Extemal BGP (BGF)  Refersto howa rouer viewsa BGF peer reaionship where the peer
isinanother AS.See alolnterral BGP (BGP), where the peer s

the ame AS.

Incerior Gateway. A rutingprotocol desgned to be wed to exchange routing

Protocol (IGP) information mide a sngle autonomous system.

Incernal BGP (BGP) A charatenic of  BGP neghbar restionshi, specfialy when the
e reters ae nterl tothe same BGP ASN.

Neighbor Anctherrouter wih wiich  router decides to exchunge rexting
informatin.

Neighbor Type Ether oaermal BGP (6BGF),confederaton 8GR, or ntemal BGP

(BGP) The e efers 10 peer comection and whetherthe peers
are i diflerent A5 (¢BGP), dferent corfederation ysems
(ccrfeckraion <BCP). or 1 the same AS (BGF)

Nexe Hop Field ‘Witha routing update, o roing table entry he portion of a route
that cefines the next et whichs packet shauld be ent torsach
the destimtion subnet W routng protocols,the N Hop feld
may definea routercther than the roter sending he rouing Update.

Nexchop sell A BGP confguraton settng that telsthe Iocal router 1o change the
NEXT_HOP path tribute  refer o s own BGP Update Scurce.
when adherting reute: o BGP neghbar:

Path cantrol A generaiterm tha reers to ny functin that impacts how routers
fowerd packes, These fundions include routing protoco andary
ther feture that mpacts the P roceing abl,pls any festure that
impacts the packet forwardig process

PA(Pach Atribute)  Craracterticscratrbiges of a pih o a nstwrk.

® Wellknown Mandacory PAs must be recognized and
present in BGP UPDATE messages.

= Wellknown Discrecionary PAs must be recognized. bul
may or may not appear in BGP UPDATE messages.

= Optional Transicve PAs may be supported and are
permitied o pass between AS.

= Optional Non-Transiive PAs may be supported but
cannct transi an AS (F received from anather AS).

Privace AS BGP ASN whose value s between 64512 and 65534 16 bi) and
4200000000 4294967294 (3 bt). These valuesare ot assgned
foruse cn thrtemet and canbe used for prvate purpcses, ypcaly
ether withincorfederaions o by ISPs tolide the ASN used by scre
asomers
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Bop._sW3eshow bap ipve

BGP table version is 5. local router ID iz 3.3.3.3

Status codes: o ouppresced, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

i 16R. = - BGE, 7 - incomplete

origin code:

Network nexe Hop Netric LocPrf Weight Path
©> 2001:dB811::/64 2001:db:1::1 20 0100 7
. 2001:ap8:2::1 20 100 0100 2
©> 2001:db8:12::/60 2001 db:1::1 20 o100 2
o 2001:db8:2::1 20 100 0100 7
*> 2001:db8:13::/64 2001 db8: 1351 20 0 100 2
. 2001:db8:2::1 20 100 0 100 2

Number of prefixes 3
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BGP_sW2kshow bup ipve

B6P table version is 5, local router ID is 2.2.2.2
h history,

Status codes: o ouppresced, d damped,
1- labeled, s stale

origin codes

Network Next Hop
* 42001:4b8:11::/64 2001:db8
= 2001:ap8
* 12001:488:12: /64 2001:ab8
- 2001:ab8
* 12001:488:13:: /64 2001:ab8
. 2001:ab8

Number of prefixes 3

- TGP, e - B, 7 - incomplete

20
20
20
20
20
20

*valid,

100

100

100

Metric LocPre Weight

o
o
o
o
o
o

> beat.

Path

100
100
100
100
100
100
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260 swhbanow 1pv6 routs databese

upt ine
5 o 200 17128 [1/0) via €280 200 ca8€: €o2ueatl, vians0, 03:19:28

5 w200 11128 (1/0) via £a80::209:4148: Catb o323, vianso, 03:19:46

5 200 754" (200/20] vin 2001:db8:2::1 (xecuroive via (48012091416 tathiedd) .
iando, 00

PRt /60 1200/20) vin 2001451211 (xecuroive via £a30: 120914166 Eathie3)
Viando, 0.

Pt /64 1200/20) vin 2001:d88:2::3 (recuraive via fe80:5209:41EE: fatbicdzd)
Viando, 0.

Pt J6t via i vianda, 032743

© ¥ ean0ii/ed via s vienso. 13:05108

© s ee0ii/ed via i o, 0332052

€ ee0ii/6a via i viamo, D6





images/image-35.png
500_si24show bap tov6.

a7 cable version is 6. local xouter 10 iz 2.2.2.2

Status codes: o suppressed, @ dumped, b histery, o valid, > best, { - internal
1 labelea, s seale

Origin codes: 1 - 10, o - 80P, 7 - incomplete

ecwork ext sop Metric Locet Weighe Pach
5 2001881151 /64 2001:08s1s:1 2 01002
-5 2000581121 /68 2001.08:1::1 2 0100 7
-3 2000.58113. /64 20011812111 2 0100 2

Imber of prefixes 3

560_swasshow 1pvE xoute

1705 Routing Table

Codes: © - comected, S - static, R - KI?, O - OSPF, B - BGP, D - DHCP
Tx - OSPF tnter area EL - OSPF ext. type 1, E2 - OSPF ext. type 2

Tiners: vptine

5 2001:488:1::1/128 [1/0) via £680::200:cate:fe2aseatl, Viand0, 00:41:45
© 200asi2:/E via ci. o, 00:41ids)

B 2000:dbe11:1/64 (20/20] via 2001:@58:1:51 (recursive via £a80::200:cAEE: 5o
00,0725

5 200rae:
00.07:35

B 2001:a8:13:1/64 (20/20] via 2001:58:1::1 (recursive via o80: :200:cAEE: fe2aeatl) , vian2d,
00.07:35

(recursive via fa80

+£200:cate: fozasentl)  visn20.

+4/68 120/20) via 2001:aw8:
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BGP_sW3kshow bap 1pve

BGP table version iz 8, local router ID iz 3.3.3.3

Status codes: o suppressed.

Wetwark Next Hop
+>12001:db8:11::/64 2001:dbs
. 2001:ab8
+>12001:ab8:12: /64 2001:ab8
. 2001:an8
+>52001:db8:13: /64 2001:ab8
. 2001:an8

Number of prefixes 3

4 damped,
1~ labeled, s Stale

Origin codes: i - 6P, e - BGP, ? -

B nistory,

incomplete

*valia,

Metric LocPrf Weight

20
20
20
20
20
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150
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150

> best.

Path
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100
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i-

internal
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BGP_SWi#show running-config bp

router bgp 100
bgp router-1d 1.1.1.1
no bgp default ipvi-unicast
neighbor 2001:db8:

remote-as 200
ebgp-multihop 2
update-source 1o

neighbor 2001:ab8

adaress-fanily ipve
redistribute ospe
neighbor 2001:db8:2::1 activate

xit-address-family
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SuL{contig) #router bgp 5536
2L {contig-router) #no neighbor 2001:db8:10::2 activate

swikshow run bap

router bap 65536

bap router-id 1.1.1.1
netuork 172.15.0.0/15
neighbor 192.168.10.2 remote-as 65537
neighbor 2001:db8:10::2 remote-as 65537
no neighbor 2001:db8:10+:2 activate

address-fanily ipve
netuork 2001:dbe:10:
neighbor 2001:db8:10: 3

exi t-addrass-fanily

/64
2 activate
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BGP_SWi#show running-config router ipvé ospf
router 1pvé ospf

router-1d 1.1.1.1

no bgp default ipvi-unicast

BP_SWi#show ipvé ospf route
0SPEV3 Process (*null®)

Codes: C - comnected, D - Discard, O - OSPF, IA - OSPF inter area
E1 - OSPF external type 1, E2 - OSPF external type 2

Destination Metric Next-hop
1 airectly connected, vlanl0, Area 0.0.0.0

120 R 228:726, viani0
1720 £ 1200

1720
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2001:0b8:100:/64.
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BoP_sWitshow running-config interface vianid
interface vianlo

ipv6 address 2001:dbg:10;
ipve enable

ipv6 router ospf area 0

/68

BGP_SWi#show 1pvé ospt neighbor
OSPFV3 Process (*null’)

Neighbor D Pri  State Dead Time Interface Instance ID
2.2.2.2 1 Rl 00:00:33  viaml0 0
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BGP_sW2eshow route-map
route-map REMOTE NETWORK, permit, sequence 10
Natch clausss:
ipv addrecs prefix-lict RENOTE_NETWORK_LIST
Set clauses
Local-preference 150
route-map REMOTE NETWORK, permit, sequence 20
Hatch clauses
Set clauses
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BGP_SW2#show bap 1pv6 neighbors 2001:4b8:b::1
BGP neighbor 1s 2001:4b8:b::1, remote AS 200, local AS 100, external link
5GP version 4, remote router ID 2.2.2.1
267 state = Established, up for 01:03:26
Last read 01:03:26, hold time 1s 90, keepalive interval is 30 seconds
Neighbor capabilitiss:
Route refresh: advertised and recetved (old and new)
4-0ctet ASN Capability: advertised and received
Address family TPv6 Unicast: advertised and received
Received 157 messages, 0 notifications, 0 in queue
sent 228 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimun tine between advertisement runs is 30 seconds
update source is 1o
For address family: Ipv6 Unicast
6P table version 66, neighbor version 66
ndex 2, Offset 0, Mask Ox¢
AF-gependant capabilities:
Graceful restart: advertised, received
Community attribute sent to this neighbor (both)
Default information originate, default sent
nbound path policy configured
Incoming update prefix filter list is *BGP_FILTER_LIST
Route map for incoming advertisements is *BGP_LOCAL_PREF AP
8 accepted prefixes
8 announced prefixes

Connections established
Graceful-restart Status:
Remote restart-time is 90 sec
External BGP neighbor may be up to 2 hops away.
Local host: 2001:db8:a::1, Local port: 179
Foreign host: 2001:b8:bii1, Forsign pert: 50672
Nexthop: 1.1.1.1

Nexthop global: 2001:4b8:a::1

Nexchop local

2P comnection: non shared network

+ aropped 0
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3P SW2eshow bop ipvé neighbors 2001:db8:3:sl

BGP neighbor ic 2001:db8:3::1, remote
B6P version 4, remote router 1D 3.3.

55 200, local 45 200, internal link

33

BGP state - Bstablished, up for 00:12:26

Last read 00:12:28, hold time is 90,
Netghbor capabllicls
Route refrech:
4-0ctet RSN Capability:
sadrece fanily 196 Unic
Received 247 meszages.
Sent 254 messages
Route refrech request:

8 notifications
received 0

adverticed and received
advertised and received

adverticed and received
5 notifications.

keepalive interval is 30 seconds

(614 and new)

0 in queue
0 in queue

cent 0

Minimn tine betveen advertisement runs is 5 seconds

Update sourse 1o lo

For addrecs family: IPv6 Unic.

BGP table version 15, neighbor version 15

ndex 0, Offost 0, Mask Oxl
NEXT_HOP is alvaye thic router

Community attribute sent to this neighbor (both)

Outbound path policy configured

Route map for outgoing advertisements is *RENOTE NETWORK

0 accepted prafixes
3 announced prefixes

37155

Connect fons sstabliched 13; dropped 12
Local host: 2001:db8:2::1, Local port:
Foreign host: 2001:bdi3:i1, Foreign port

nexthop: 2.2.2.2
Nexthop global.
nexthop local
BGP connection: non chared network
Last Reset: 00:12:29,
Notification Srror Message:

2001:4b8:2:51

179

due to BGP Notification sent
(cease/other Contiguration Change.)
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Keepalive = 30 seconds
Holdtimer = 90 (3*ksspalive timer unless manually defined)
comnect = 120

Route advertisement interval (eGP peers) = 30 seconds
Route advertisement interval (iBGP peers) = 5 seconds

7S origination interval (iBGP peers) = 15 seconds
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BGP_SWi#show 1pvé ospt neighbor
0SPFV3 Process (*mull’)

Neighbor D Pri state Dead Time Interfacs Instance ID
2.2.2.2 1 PR 00:00:33  viaml0 0

BGP_SWi#show 1pvé ospt route

0SPFV3 Process (*null)

Codes: C - connected, D - Discard, O - OSPF, TA - OSPF inter area
1 - 0SPF external type 1, E2 - OSPF external type 2

Destination Metric Next-hop
© 2001:a8 1 airectly connected, vlanl0, Area 0.0.0.0
2 2001:408 1/20  via £e80::200:cdffi£e28:7e6, vianl0
2 2001:408 1/20  via £e80::200:cdff:fe28:7e6, vianl0
2 2001:468 1/20  via £e80::200:cdff:fe28:7e6, vianl0
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BCP_SWakehow ipve profix-list detail
Prefix-lict with the last deletion/incertion: RENOTE_NETWORK_LIST
Spv6 prafix-lict REMOTE_NETWORK_LIST:
count: 3, range entries: 0, sequences: 10 - 30
ripd
eq 10 pernit 2001:db8:11::/64 (hit
5eq 20 permit 2001:db8:12::/64 (hit
eq 30 pernit 2001:ab8:13::/64 (hit
ripngd:
eq 10 pernit 2001:d4b8:11::/64 (it
ceq 20 permit 2001:db8:12::/64 (hit

refcount: 0)
refcount: 0)
refeount: 0)

refcount: 0)
refcount: 0)

5eq 30 permit 2001:db8:13::/64 (hit refcount: 0)
ozped:

eq 10 permit 2001:db8:11::/64 (hit refcount: 0)
5eq 20 pernit 2001:db8:12::/64 (hit refcount: 0)
ceq 30 permit 2001:db8:13::/64 (hit retcount: 0)
oopeea:

seq 10 permit 2001 r6a tnit refcount: 0)
seq 20 pernic 2001 780 nie refcount: 0)

eq 30 pernit 2001:db8:13::/64 (hit
bava.

q 10 permit 2001:ab8:11::/64 (hit
0q 20 permit 2001:db8:12::/64 (hit
6q 30 permit 2001:db8:13::/64 (hit

refcount: 0)

zofcount: 30)
refcount: 20)
rofcount: 10)
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B02_SWleshow running-config router ipve ospf
router ipvé ospf
router-id 1.1.1.1

no bop default ipvé-unicast

BOP_SWisshow running-contig interface vianld
interfacs vianl0
1pv6 address 2001:db8:10::1/64

1pv6 router ospf area 0
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BGE_SW2kshow bop ipvé summary
BGP router identifier 2.2.2.2, local S number 200
5GP table version ic 1

0 BGP AS-PATH entriec

© 5GP community entries

Neighbor v 35 Moghe MegSnt ThIver Inoure Up/Down State/Pfxked
2001:ab8:3:01 4 300 a s Lo/ 00i19:83 o

Number of neighbors 1
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SWitshow runntng-contig bap

router bgp 100
bop router-1d 1.1.1.1
no bop default ipvd-unicast
bgp deterninistic-med

neighbor 2001:ab8

address-fanily ipve

neighbor 2001:@8:10::2 activate
activate
neighbor 2001:ab8 activate

exit-address-fanily
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BGE_sW2#show bap ipvé meighbors
BP neighbor o 2001:4b8:d0::2, remots 25 300, local AS 200, external Link
BGP version 4, remote router Ip 3.3.3.3
BGP state = Eotablished, up for 00:00:07
Last read 00:00:07, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilitics:
Route refresh: advertised and received (old and new)
4-octet Ay Capability: advertised and received
ddress family TPv6 Unicast: adverticed and received
Received 2 mesoages, 0 notifications, 0 in queue
Sent 2 mescages, 0 notifications, 0 in queue
Route rafrash request: received 0, sent 0
Minimun time between advertisement runs iz 30 seconds
For address family: Ipv6 Unicast
B6P table version 1, neighbor version 1
Index 0, Offset 0, Mack Ox1
Community ateribute sent to this neighbar (both)
0 accepted prefixes
0 announced pratixes

Connections establiched 1; dropped 0
Local host: 2001:db8140::1, Local port: 53479
Foreign host: 2001:4b8:40::2, Foreign port: 179
Nexthop: 2.2.2.2

Nexthop global: 2001:4b8:d0::1

Nexthop local: £e80::209:41£€: fatb:ci2d

6P connection: sharad network






images/image-17.png
SWl{config) ¥router bgp 65536
SL{config-router) neighbor 192.168.10.2 activate

Slkshow xun bap
router bgp 65536

bgp router-id 1.1.1.1

no bgp default ipvd-unicast

network 172.16.0.0/16

neighbor 192.168.10.2 rewote-as 65537
neighbor 192.168.10.2 activate
neighbor 2001:db8:10::2 remote-as 65537
addrase-family ipve

netuork 2001:db8:100::/64

neighbor 2001:db8:10::2 activate

=xit-addrsss-fanily
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swisshow bop 1pve

BGP table version is 4, local router ID is 1.1.1.1

Status codes: s suppressed, 4 damped, h history, * valid, > best,
1- labeled, s stale

Origin codes: i - IGP, e - BGP, 7 - incomplete

Next Hop Metric LocPrf Weight Path

1 - internal

2001:458:20: 12 (£080: :socd: 64 € £020:c236)
100 0300 400 4

. 2001:458:10::2 (£80+ :00cd: 6A££: £220:c26b)
150 0200 400 &

. 2001:ab8:30 o8:2546)
0300 400 &

Mumber of prefixes 1
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SWitshow bop 1pve
BGP table version is 3, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, & - internal
1 - labeled, s stale
origin codes: 1 - IGP, e - EGP, ? - incomplete

Natwork Next Hop Metric LocPrf Waight Path
 2001:a58:100.
2001:d58:20: 12 (£280: :cccd: 64£ € £220:c230)
100 0300 400 1
- 2001:a58:10:+2(£080: :00cd: 64£¢ :£020:26b)
0200 400 1
. ot8:0546)
0300 400 4

Musber of prefixes 1
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SWikshow bop ipvé 2003 o

BGP routing table entry for 2001:ab8:100::/64

Paths: (3 available, best #1, table Default-Ip-Routing-Table)
Advertised to non peer-group peers:

2001:db8:10::2 2001:d58:30::2
300 400
2001:a58:20+:2 (£080+ s000: 6A£E: £620:c230) from 2001:db8:20::2 (3.3.3.3)
(£680: :acca: 6ase: £620:c230)

origin 1GP metric 100, localpref 100, valid, external, best
Tast update: Wed Dec 11 21:4

200 400
2001:a8:10 2 2.2.2.2)
(£80: :e0cd: 6a££ 1 £220:c26)

Origin IGP metric 150, localpref 100, valid, external
Last update: Wed Dec 11 21:45:1¢ 2013
300 400
2 (@a.a.)

Origin IGP metric 200, localpref 100, valid, external
Last update: ied Dec 11 21:45:09 2013
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BGP_SW2#show 1pv6 rip database

Codes: R - RIP, Re - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rex - RIP connect suppressed, Rsx - RIP static suppressed,

© - connected, s - static, O - OSPF, B - EGP

Next Hop
£680: :200:car:

=
vian20

vianso
vians0
vianso
viand0

¥
M

cceccccal

§
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BCP_SW24show bop ipvé summary
BGP router identifier 2.2.2.2, local S number 200
2P table version s 1

0 BGP AS-PATH entries

0 558 community entriss

35 Moghc MegSnt Tblver InoutQ Up/Down State/PexRcd

Neighbor
a a Lo/ ooionos o

2001:ab8:40::2 4 300

Mumbex of neighbors 1
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BGP_sW2#show bap 1pv

567 table version is 16, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

origin codes: 1 - IGP, e - BGP, 7 - incomplete

Next Hop Metric LocPrf Weight Path
1128
£e80

00:cage: fa2aseafl
32768
32768
32768
32768 7
o 0100 300 2
0100 300 2
o 0100 300 2

Number of prefixes T
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BaP_sw3wshow bop 1pve
B6P table version is 20, local router I0 is 3.3.3.3

Status codes: s suppressed, d damped, h history, * valid,

1 - labeled, s stale
Origin codes: i - 10, e - EGP, ? - incomplete

> 2001:58:33::/64

Next Hop Metric LocPrf weight

1128
00:cafe : fezazeatl

32768

o o

o o

o o

32768

32768

32768

> best, 1 - internal

Path

2
100 200 7
100 200 7
100 200 2
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BGE_sW2kshow bop ipvé meighbors 2001:db8:3::1
5GP neighbor lo 2001:dbS:3::1, remots A5 300, local A5 200, external link
BGP version 4, remote router ID 3.3.3.3
BGP state = Ectablished, up for 00:19:39
Lact read 00:19:39, hold time is 90, keepalive interval iz 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-0ctet AQN Capability: advertised and received
2ddress family IPv6 Unicast: adverticed and received
Received 48 mesoages, 0 notifications, 0 in queue
Sent 48 messages, 0 notifications, 0 in queus
Route rafrech request: received 0, sent D
Hinimun time betveen advertisement runs iz 30 seconds
Update source 1o lo
For addrese family: TPvE Unicast
BGP table version 1, neighbor version 1
Index 2. Offsat 0. Mask Oxd
Community attribute sent to this neighbor (both)
0 accepred prefixes
0 announced prefixes

Connections established 1; dropped 0
External BGP neighbor may be up to 2 hops away.

Local hest: 2001:db8:2::1, Local port: 51269

Foreign host: 2001:db8:3::1, Foreign port: 179

Nexthop: 2.2.2.2

Nexthop global: 2001:4b8:2::1

Nexthop local: ::

BGP connection: nen shared network
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68_swabanow 1pv6 rouce dacabase

Codes: C - comnected, § - static, R - RIP, O - OSPF, B - 562, D - DiC?
> - selected route, * - FIB route, b - stale info

Timers: Uptine

> 2001:d8:1::1/128 [1/0) via £980:1200:cafE:£o2areatl, vian20, 00:24:31
*> 2001:d08:20::/64 via i, vian20, 00:24:24
> 20011a8:21::/60 (1/0] Vi 11, WL, 00:20:52
5 20011ab8.22::/64 [1/0] via 11, WL, 00.20:50
3 2001.8:23:1/64 (1/0] via 1i, WL, 00:20:47
B %> 2001.58:311:/64 (20/0] via 2001:db8111:1 (recuraive via £680:1200:caEE:Eadnsontl), viando,
R 2001:@8:31:1/60 [120/2] via £o80::200:cdEE: fe2ase6ds, viandd, 00:15:22
B %> 2001.58:32:1/64 (20/0] via 20011db8 11111 (racuraive via £ad0:1200:cate:Eadarentl), viando,
PRy
R 2001:08:32:1/64 (120/2) via £080::200:caE¢: EoZasesIS, viandD, 00:15:22
B *> 2001:58:3311/64 (20/0] via 200114881111 (recuraive via £080:1300:caLe:Eatasontl), viando,
ey
200:a8:33:1/64.[120/2] via £680::200:caEE: fezaro635, viandd, 00:15:32
2001158:4011/68 (0/1] via 12, viand0, 00:23:03
s 2001108140, :/64 via 1, viando, 00:24:23
* £80::/64 via 11, vian20, 00:24:2¢
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Sw2eshow run bap

router byp 200

bgp router-1d 2.2.2.2

neighbor IBGP-PGROUP peer-group

neighbor IBGP-PGROUP remote-as 200
neighbor 2001:ab8:10::1 remote-as 100

adaress-fanily ipve
neighbor IBGP-PGROVP activate
neighbor IBGP-PGROUP next-hop-self
neighbor activate
neighbor
neighbor
neighbor 2001:db8:40::2
xit-adiress-family
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‘Swagshow run bgp

router bgp 200

bop router-1d 2.2.2.2

no hp default ipvi-unicast

neighbor 1BGP-PGROUP peer-group
neighbor TBGP-PGROUP remote-as 200
neighbor 2001:db8:10::1 remote-as 100

aadrese-tanily tov
neighbor I2GP-PGROUP activate
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SWatclear bgp 1pve pesr-group 7
WORD BGP peer-group name.

SWadclear bgp 1pvé peer-group TBGP-PGROVP 7
in Soft reconfig inbound update

out Soft recontig outbound update

coft Soft recontig
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SW2show bop 1pve meighbors 2001:db8:20;
B0 netghbor 1s 2001:4b8:20::2, remote AS 200, local AS 200, internal limk
Merber of peer-group IEGP-PGROUP for session parameters
5GP version 4, remote router 10 3.3.3.3
5P state = Established, up for 00:01:59
Last read 00:01:59, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (o1 and new)
4-Octet ASN Capability: advertised and received
Address family IPV6 Unicast: advertised and received
Received 11 messages, 0 notifications, 0 in queue
Sent 12 messages, 1 notifications, 0 in queue

Route refresh request: received 0, sent 0
Minimm tine between advertisement runs is § ssconds
For address family: IPV6 Unicast

BGP table version 2, neighbor version 2

Index 2, Offset 0, Mask Oxt

18GP-PGROVP peer-group member

Route-Reflactor Clisnt

NEXT_HOP is always this router

Commnity attributs sent to this neighbor (both)

0 accepted prefixes

1 announced prefixes

Connections established 2; dropped 1
Local host: 2001:db8:21 179
Foreign host: 2001:@b8:20::2, Foreign port: 44447

BGP connection: shared network
Last Reset: 00:01:59, due to BGP Notification sent
Notification Srror Message: (Cease/Other Configuration Change.)
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SWlgshow bop 1pve 2001:db8:100:

5GP routing table entry for 2001:db8:100;

Paths: (3 available, best #2, table Default-Ip-Routing-Table)
‘Advertised to non peer-group peers:

2001:a 2 2001:ab8:30::2
300 400
2001:458:30: 2 (£080: :0004: 6ALE: fod8:2546) from
(£680: :aecd: 64£E s £248:546)

origin IGP metric 200, localpref 100, valid,
Last update: Thu Dec 12 0 6 2013
300 400

origin IGP metric 100, localpref 100, valid, external, best
Last update: Thu Dec 12 0 5 2013
200 400
2001:458 110+ :2 (£280: :e0cd: 64£E: £620:26b) £rom 2001:dbE
(£680: :eecd:64££ - £220:26D)
Origin IGP metric 150, localpref 100, valid, external
Last update: Thu Dec 12 0 0 2003

0::2 (2.2.2.2)
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SWa#show runntng-config bup

router bap 200
bop router-id 2.2.2.2

no bop default ipvd-unicast

neighbor 2001:ab8:10::1 remote-as 100
neighbor 2001:ab8:40::2 remote-as 500

address-fanily ipve

neighbor 2001:db8:10::1 activate

neighbor 2001:ab8:10::1 route-map SET_METRIC out
neighbor 2001:db8:40::2 activate
exit-addrase-fanily
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Swidshow run bap

router bgp 100
bop router-1d 1.1.1.1
bop always-conpare-ned
no bgp default ipvd-unicast
bgp deterninistic-med
neighbor 2001:db8

remota-as 200
remota-as 300
+:2 remota-as 300

2
2

neighbor 2001:db8:

address-fanily 1pve

neighbor 2001:db8:10::2 activate
neighbor 2001:db8:20::2 activate
neighbor 2001:db8:30::2 activate

exit-address-fanily
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SWadshow running-contig bap

zouter bgp 400
bop router-1d 4.4
no bgp default ipvd_unicast
neighbor 2001:4b8:30::1 remote-as 100

2 remote-as 500

address-tanily ipve

1 activate
1 route-map SET_METRIC out
2 activate

neighbor 2001:4b8
exit-addrase-fanily
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SWitshow running-config bop

router bgp 300

bop router-14 3.3.3.3

5o bop default ipvé-unicast

netghbor 2001:db 1 remota-as 100
2 remota-as 500

sddress-fanily ipve

1 activate
1 route-map SET_METRIC out
2 activate

exit-address-fanily
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SWltshow bop 1pve

267 table version is 2, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
1 - labeled, s stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network wext Hop Metric LocPrf Weight Path
* 2001:ap8:100::/64
2001:a88:20

re20:c230)

0300 400 1
. 2001:488:10 220:c265)

0200 400 1
- 2001:458:30 e48:2546)

0300 400 1

Number of prefixes 1
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SWS#show running-config bop
router byp 500

bop router-1d 5.5.5.5

no bgp default ipvé_unicast

neighbor 2001:4b8:40::1 remote-as 200

remote-as 300
remote-as 400

64
activate
activate
activate

exit-adaress-fanily
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22:02:35 SWL BGP(1499]: [RIZ) Scanning 3P RIS.
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SWlgshow bop 1pve 2001:db8:100;

6P routing table entry for 2001:db8:100::/64

Paths: (3 available, best 43, table Default-IP-Routing-Table)
‘Advertised to non peer-group peers:

2001:db8:10::2 2001:b8:20::2
300 400
2001:a88:20 cecd:6aFE: £e20: 2 G333
(£680: :eeca: 6451 : £o20:c230)
Origin IGP metric 100, localpref 100, valid, external
Last update: Wed Dec 11 21:45:26 2013
200 400
(£680: :a0cd:6A£F: £220:c26b) From 2 2.2.2.2)
(£680: :eeca: 64££ : £020:c26b)
origin IGP metric 150, localpref 100, valid,
Last update: Wed Dec 11 21:45:14 2013
300 400
2001:ab8:30 2 (440

(£680: :eeca:6af  : fotB:0546)
Origin IGP metric 200, localpref 100, valid, external, best
Last update: Wed Dec 11 21:45:09 2013






images/image-17.jpeg





images/image-259.png
09:50:29 52
09,50:35 52
2
s
=
a2
095103 s
03.51,04 2
09,51,04 52
sa
2
an

09.51.07 542 BGP(1854] 2001185 +1-urgotng (DECCDE] pdars

BGPI1854): Wexthop: £a80::200:c4L%:£e37:20c 1£index 400
BOP[1854). (i8] Veritiod K 2001.ab6.ar 1 uieh New
BGPI1854) 1 [RIB) scanning BGP Network Routss.

4): (NETVORK) Accept Thread: Incaming comn from host 2001:db8icisl (FD=iS)
4+ 2001008 c:+1-oucgoing [FsH] State: 1dlo Evencs 14
BGPI1854) 1 201,581, 1-Cutgotng (FSK] InconnReq: Ignoring.
DGP1854) : 2001:408:a: 1-Outgoing (FS¥] AS-Origination Timer Explry
BGPI1854) 1 2001:a58:a: 1-Outgotng (W] State: Eatablisned svents 33
BGPI1854) 1 (RIB) scanning BGP Network Roucss.

4]+ 2001008 18- +1-Cutgoing (W] Roucesdv Tiser BXpLry)
)¢ 2001,ab8 12+ 1-cutgotng [FsH] State: Eetablished Fvent: 3¢
BGP1854)  2001:b81a; 1-Outgoing (FSH] Keep-alive-Tiner Expiry
BGP[1854)  2001:458:a: 1-Outgoing (FSW] State: Established Fvent: 11
BGPI1854) 1 2001.a58.a, 1-Cutgotng (ENCODE] Meg-Har: Typs ¢
BOP[1854) 1 2001.088:2. 1-Outgotng (ENCODE] Keepalive: 94 KAlive msg(s) senc
BGP1854) 1 2001:458:a: 1-Outgotng [0ECOE] Meg-Har: type 2. longth 1
BGP1854) 1 2001.a581a:11-0utqoing (DBCCDE) Meg-Hdr: Requesting imediace Read (124)

Scarcing UrDATE decoding. . Byces

o Read (120), mg_size (124)

09,5707

EEEEEEEEEE R LR R LR LR LR R R EE R LR R

05:51:07 562 GP[1854]  2001:ab8:a: +1-0ucgolng [DECODE] paats

BGP(1854]  2001:b8:a: 1-Outgotng (FSW] State: Escablished Even: 21
BGP[19541. 2001.058.a. 1 Outgoing (R3] Update: Roecoived Profix 2001:ab6
BGPI1854)  [3ANP] b, £fa_re_wichdraw(): No dampentng reqd
+ [DAMP] bgp_red_re_wicharau()  Rouce Stace: NowE, rac=d
+ [DANP] Bop_rfd_re_updata(): Rouce State: WowE, Fat=0
BGP1854) 1 2001:08:a; 11-Gutgoing (RIB] Update: Received Prefix 11/0
BOP[1954)  (DAWP] Do X£d.re_wichdrau() : Mo dampening reqd
BGP1854)  [ANP] bp_Ffa_rt_wichdraw(): Rouce State: NONE, rets0

© [DAMP] bgp_r£d_re_updatal(): Rouce State: NOME, Fet-0
© 200L.a08:a:11-oucgotng (%18) Updace
BGPI1854)  [3ANP] b, ££a_re_wicharaw(): Mo dampentng reqd
BOP[1854) 1 [DAMP] bp_red_re_wichdrau(); Rouce Scate: NOME, rac-0
BGPI1854)  [ANP] b F1d_rt_updatel): Route Stater WONE, rets0
BGPI1854) 1 2001:an8:a; 1-Cutgoing (RIB] Updace: Received Prefix 2001:ab8:aréD: /6

[DAMD] Do xta. e wichazau() : Mo dampening reqd

* [DAMP] bgp_red_re_vitharaw()  Route State: NowE, recsd
BGPI1854) ¢ [LAMP] bop_rfd_re_uplate(): Route State: NONE, ret=0
Eoptiasd) - 2001 -me. “Raceived Prafix 2001.8:8:50:/64
BGP1854) 1 [DANP] bop, £fa_re_wicharaw(): No dampentng read

© [DAMP] bgp_eed_re wicharau()  Rouce Stace: NowE, recsD
© [0MMP] nop_rea_re_update ) Route State: wowE, ret=
© 200L:ab81a: 1 1-Gucgoing [RIB) Updacer Recetved Prafix 200L:db8:ard0s /64
© [085) bop. ££a_re_vicharau()  Ho dampening read
BGPI1854) 1 [ANP] bp_rfa_rt_wichdraw(); Rouce State: NONE, retsd
BGP1854) 1 [DAMP] bop_rfd_re_update(): Rouce State: NONE, ret=0
BOP1954) 1 2001.408:a: 1-Gutgoing (R13] Updace: Received Prafix 2001:an6
Bopliase) ¢ o aampeniog read

+ [DAMP] bop_r£d_re_witharau()  Rouce Stace: NOWE, rac=d
© [0M05] nop._rea_re_update() Rouce State: Nowz, ret-0
BGPI1854) 1 2001:an81a; 1-Cutgoing [RIB] Updace: Received Prafix 2001:ab8:ar20s /64
BOP[1954) . (DAMP] Dp_rEa. e wichazau() : No dampentng reqd
BGP[1954). [0AM9] Db c£a_re_wichdrau() . Route State NOR, £oet-0
BGPI1854) 1 2001:a081a: 1-Outgotng (DBCODE] Neg-Har: type 2, lengeh 30
Eoptiesd) s 2001 .ae.

<166

o Read (1), meg_size (11)

0515207 o2
Recatved

09:51107 542 6919541 2001 -0,

BGPII854): 2001:ab8:a: 1-Outgoing [FSW] Stato: Establisned Evant: 27
BGR[18541: 2001.ab81a+1-0ucgoing (PEM) Updater API-SAPII-1 End-of-RibMarker

1-outgotng [7sM] process End-of-RIB: Recotved for AfL/safi: 2/
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09:50:38 s poe(1854)

09,5036

Bopliss)
sav(154.
soplisse)
sop(1s54):
seo(1sa.
see(1ssa):
sev(1sa.

gagagaagy

Timer (360) startad

2001:858:2: 1-0utgotng (DBCODE) Cap GR: APL/SAPY /1 Ped-scace Plag 1,

200108 [rsu) state: opensent Event: 13
2001 .m0 [micove) Msg-udr: Type &

2001.a58:a: 1-Outgotng [MICODE] Keepaliver 53 KaAlive megls) sent
2001.a58:2: 1-Outgotng (FsH) Scate Change: Gpensent (4)->0pencontiza(S)
2001.058:a. 1 Outdotng [DECODE) Meg-Hdr: type 4. length 19
2001.a5812; 1-Outgotng (DECODE) Meg-Wr, Requesting imediace Read (0)
[oBcons) Ealive: ecelvad:

[rsu) state: opencontiza Bvent: 26

[casr) niria: Asnounce; Stalepach sreserve

09:50:38 512 BGP(1854) 20011812 1-Outgotng (FSH] State Change: Gpenconfirm(s) ->Escablished (6)

05.50.39 a2 Bap[1854]
09.50:39 w2 poe(1854)
09.50.39 02 sap(1854] !
09:50:39 =2 popl185a)
09.50.29 a2 Bap(1854)
09:50:39 =2 pop(1s5a)
09,50,35 w2 Bos1654] ¢
09:50:35 w2 Bapl1854) ¢
09.50:39 sw2
09.50.29 w2 pap(1854]
03:50:39 =2 pap(1s5a)
09,50,39 2 Bap(1854];
05.50.29 2 ap(185a]
09:50:39 52 pop(1854)
09.50.35 w2 Bosl1654] ¢
&
09.50:39 w2 Bap(1854) ¢
09:50:39 s Boe(154)
09.50.29 2 ap(18541,
09:50:39 2 pop(185a)

502 nasisse)
09:50:39 2 pov(1854)
09:50:39 52 pop(154)
09.50:39 02 sap(185d) !
09.50:39 2 poe(1854)
09.50:39 02 sav(185d !

s

s
09.50.39 2 H
09:50:39 52 poe(1854)
09.50.39 02 sav(185a) !
09.50:39 2 poe(1854)
09.50.39 02 sav(1854] !
09:50:39 =2 popl154)
09,5029 o2 Bap(1854] 1

[Continued cn et pge ]

200140821 1-0utgoing (FS¥] AS-origination Timer Seiry
2001.a5812: 11-Outgotng [FSW] Roucsadv Fimer Expiry)

2001.058:a. 1 Outgotng [Fsu] State: Established Event: 33

2001:a08:a: 1-Outgotng [FsW] State: Eetablisned Evenc: 34

20010811 11-Outgotng (micoDE) Msg-ar: Type 2

2001:a58:a: 1-Outgo1ng (MICODE) Update Np Reach: Profix 200L:abS:1:/6t
2001.85812:11-0utgotng (NCODE] Updace NP Raachs Profix 2001:db8:bi20:s/

2001:58:a: 1-Outgotng [ENCODE] Update NP Reachs Prefix 2001:db8:bil0:s/

BGP[1854)  2001:a88 12+ 11-Outgotng [ENCODE] Update WP Reach: Prefix 2001:b8:b:+1/128

2001:a0812: 1-Outgoing (RICODE) Update NP Reachs Prafix 2001:ab8:d:s/64
2001:a58:a: 1-Outgoing (MICODE) Update Mp Reach: Profix 200L:ab8:3::/6¢
2001.258.2, 1-Outgotng (BICODE) Update: APL/SAPE (2/1) Toc-actr-len 100
200108

2001:858:2: 1-Outgotng (ENCODE] Updace NP Reachs Prefix 001:db8:bedd:s/

2001:858:2: 1-Outgotng (MICODE) Update: APL/SAPE (2/1) Toc-acer-len 63
2001.08.2. 3 Outgotng (micobs) Update. Nag 457 Size 86

2001:a58:a: 1-Outgotng [MICODE) Meg-nar: Type 2
2001.45812. 1-Outgoing (RiCODE] Update: APT/SAPY (2/1) Tot-acer-len 7
2001:a58:a: 1-Outgotng (micoDE) Update: Neg 456 size 30

(A1) scanning 567 R

nsw wossage Header
WA 1. 0

Message type: 76 Rouce (32)
assage Langcn: 76

Massage 1D: 0x00000061

e 1v6 rouce aad

Flags: 1

Fouta: 2001.ab8a:11/126
Type: 3

ateic: o

Distance: 1
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Seisshov 1pve route dacabase

10:23:40 sl IMISHI388) ¢ show 1pv6 zouce dacabase

23v6 Routing Table

Cofess © - commscted, § - static, R - RIP, O - 0SPF. B - 8GP. D - DHCP
Tx - ose7 incer area E1 - 0597 ext. type 1, £2 - OSPE ext. type 2
> - seloctod route. * - FIB route. b - scaie nfo

Tinars: Upcine

© *> 200L.a8:1:/64 via 1r, vIaml00, 01:12:23
B+ 2001.08.3:5/64 (30/0] via 2001:db8.b .1 (recursive via fa80: 200:cAtE:fe28scel), Viani0o,
00:00,01
B *> 2001,858:411/64 (20/0] via 2001:db8ub:1 (rocursive via £80s :200:cALE:fa29:ccll), Viani0o,
S 1/120 via 11, lo. 011233
via o, vianto, 011221
Vianio, o1112:22
OIA"S 2001.a812,2011/64 via £260::209. 4168 ofbic23, vianld, O1:11:27
GEA®s 2001.a8.2.30, /64 (110/2] via £aBO..209.412f. farn.e323, viani0, 01,1327
OIA®> 2001.1a58:2:40:1/64 (110/3) via £o80:209,41€F . fafb 323, ¥ianl0, 0101127
OE2%> 2001.1a58.2.50:.1/6¢ [110/20] Via £680::209: 416+ fofhic323, vianid, 01111127
OTA®> 2001.a8:0.60:1/64 [110/3] Vi £a80:.209.41¢E: fofn:e323, vianid, 01:11:27
OIA®> 20011a58:2:70:1/64 (110/3) ¥ia £a80:209,412¢ . fafb,c323, ¥iani0, 0141127
B 2001.@8.b:1/126 (20/0] via 2001:8:b::1 tnactive, 00:00:01
5 > 2001:@881b1/128 [1/0] Via £a80:1200.cafe:fe28sccll, Viani0o, 01:12:33
[1/0] via £o80. 300 catt | fa2s eci, viana0o inactive, 01:12:23
B *> 2001:a8:b:10::/64 (20/0] via 2001:ab8rbes1 (rocurstve via fa80:1200:caL s faas et
v1ani00, 00:00.01
V1ani00. 00:00,01
B %> 2001.a8.5:30:1/64 (20/2] via 2001008 :bs
B *> 2001Lid8:b:40::/64 (20/2] via 2001:ab8:bes1 (recursive via fa80:200:catE fa2S el
OB2%> 2001:d8:17:17+/64 [110/20) via feB0::209:4168: afbre23, viamlo, OLiilid]
© '+ £eB0i:/64 via 11, vianio, 011222
© v Eeso../6s via 1., viani0o, 01:12:23
© v fes0Li/6a via 11, lo, 011233

/66 (20/0] via 2001:a08:bus1 (rocuraive via £ad0::200:catt:fa2s et

(rscursive via fast

200:cateste29;e011),
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Swissbow 1pv6 rouce dacavase
10.23:39 Swl IMISH3698] » show ipv6 rouce dacabase
2706 Routing Table
Codes: © - connected, § - static, R - RIP, O - OSPF, § - BB, D - DACP
In - 0spr tacer area £1 - 059 exc. cype 1, E2 - 0SPF axc. type 2
>~ salected route, * - 718 route, p - stae tnfo
Timers: vpcine
€ e 300Tsab .11+ /64 Vi s, viaRI00, 01:12.22
768 120/0] via 2001:d58:::1 (recursive via £es0;

200:cats

© v 2001a81a::1/128 via 11, lo, 0112032
o 2001i8.a:10:/60 (110/1] via :1, vianio, 01:12:20

© v 2001.db8:a110,1 /64 via 11, vianlo, 01112131

omar> 2001 aps. T110/3] via a0 :309. 4162, farbica23, vianlo, 01:11:36
OTA*> 2001.a58.130.1/64 [110/2] Via £e80..209.4118.cofbica23, vianl0, 01:11:26
OTA"> 2001.d58:a1401:/64 [110/3) via £a80: 2094118, afbica23, vianl0, 0111126
OE2+3 2001.a08.2150.1/64 (110/20] Vi 1a80.:209.41¢F  arb.c32), vianio, 01:11:26
OTA*> 2001.a58:a160::/64 [110/3) via fe80: 2094108+ fotbica23, viandd, 01:11:26
OTA"> 2001.db8:a170::/64 (110/3) via £s80::209; 4118  fotbsca23, vianl0, 01111126
5 PI00I.abS.bi:1/128 [20/0] via 2001:b6:b::1 tnactive, 0001100

5 *> 20011a81b1:1/128 [1/0] via f80:1200;caft:fe29secll, iani0o, 01:12:32

5 *ap2001.a8.be10:/64 (20/0] via 2001:a88bs11 (recursive via £es0: -2
Vlan100. 00:01:00.

029:0611). vian100.

L7664 120/0] via 2001.58:::1 (rocursive via £a20:+200:CALE: f29:ae11), VISRI0D,

[1/0) via £680::300,cate s fa29rscl, vian200 tnaccive, 01:12:32
cart. tazsieer).

B *apa001.ab8.bi20:1/64 (20/0] via 2001:ab8ibs 11 (recursive via fa80::200:ctticed9:0cl),

5 *ap2ooi:abe
1an100, 00:01.00
B *op2001.a0.b:40:/64 [20/2] Via 2001:ab:b i1 (recursive via a80:
V1an100. 90:01:00

OE2®> 2001.ab8.17:17::/64_(110/20] via £680::209: 416+ fofhic323, Viani0, 01:11:26
S+ Ees0:./64 via 1. vianio, 011221

© v fes0../64 via .. viamoo, 01i12.22

0:1/64 120/2) via 20015810111 (recursive via fast

2

cate gans et

200:cate ge29:0etl),






images/image-257.png
09:50:36 Sw2 BoP[1854]. 2001.am0x:
endgolnc 15 not comnected
09:50:36 sz BGP[1854] 200108

09:50:36 w2 BGP1854] 2001 8-
09150:36 SM2 BGP[1854) 1 2001:db8 ras +1-cucgoing
09150136 su2 BGP[1854) 2001 a8+

09.50.36 52 B3P1854]. 201,081

09:50:36 Sz BGP[1854] 2001 8-

09.50.36 Sw2 BGPI1854] 1 2001,an6.

09:50:36 sz BGP[1854) ¢ 2001 :an8:

09.50.36 52 GP1854] 1 2001.db8.a: 1 oucgoing
09.50.38 w2 sp11954

09.50.38 S BGP1854)  2001:b8 a:+1-Oucgoing
09.50.38 52 BoP[1854]. 2001.an0x:

09:50:38 w2 BoPI1854] ¢ 2001 e

09.50.38 52 BGP1854]. 2001.n8x

Bop[1854) 2001 abs.

s
o2
s
s
s
s
s
s
09:50.38 Sw2 BGP[1854) 200106
S0z Bosie5]: 20018
09.50.38 Sw2 BGPI1854) 1 2001,db8 a: 1-cutgoing
09.50.38 S BGP(1854) 1 2001.b8 as 1-Oucgoing
Sr2 aoeles4]: 20016
09.50.38 Sw2 BGP1854) 1 2001.an6-:
09:50:38 U2 BGP[1854] ¢ 2001 8-
09:50:38 U2 BoP[1854) ¢ 2001 e
502 Bap{1654] 1 20011008
09:50:38 2 BGP[1854)  2001:ab8 a: 1-cutgolng
09150:38 Sw2 BGP[1854) 1 2001 b8 ras 1-cutgoing
09.50.38 52 B3P1854]. 2001.an8..
09.50.38 w2 BoPI1854] ¢ 2001 ane-
09:50:38 sz BGP[1854) ¢ 200108
09.50.38 Sw2 BGP1854) 1 2001 .an6-
09:50:38 sz BGP[1854] ¢ 2001 :n8-
famiiies
09.50:38 S¥2 BGP[1854) 1 2001:db8.a: 1-0ucgoing
09:50:38 2 BGP[1854) ¢ 2001:ab8 a: 1-cucgoing
09.50.38 S BGP1854)  2001.b8.a: 1-cucgoing
09.50.38 52 BGP[1854] 2001 .n0x:
09150138 w2 BoP1854] ¢ 2001 an8-

[Continued on et page.]

(weToRK) #D-14, sock seatus. 107-Transpore

(esw) scace, sacablished svenc. 16
[Fsu] State change: Betablished(6)->1ale (1)
[GRST) Accion Escabliched: Rescart Tiner(30)

[Fsw) Auto-scare Timer Exptry
(o] Stace: sate mvencs 3

[FSW] State change: 1dle(1)->comnect (2)
(NETHORK) PD=14, Sock staus: 111-Comsction

[rsw) stace: Comnect svent: 18
(Fsw] stace change: connect (2) >Accive(3)

[NETVORK) Accept Thread: Tncaming conn from host 2001:db8:a:rl (FDRLE)

[su) Scate: Accive Bvenc: 16
(%] Inconnseq: Accepting. .

[NETORK) 7D:14, Sock status: 0-success

[eu] Stace: Active Svenc: 17

[mmcove) weg-ar: Type 1

[NcoDE) open: ver 4 WyAS 200 Holdeise 0
[miconE) open uag-sza 71

[Fsu] stace change: Active(3)->opensent (4)
(DBcosE) Msg-uar: type 1, lengeh 71

[D8co0E) wag-dr. Requesting trmediate Read (521
(D8coE) open: optional paras len 42

[02co0E] open opt+ opEicn Type 2, opeien Len 6
(oBcooe) cap cods 1. cap ten ¢

open cap:
(DECoE) opan 0pt+ 0pt ion Type 2, Opeion Len 6
[08c00E) open Cap: Cap Code 1. Cap Len &
(D8cODE) open 0pt+ Option Type 2. Opion Len 2
[DECODE) opan Cap: Cap Coda 138, Cap Lan 0
[08cO0E) open Cap: RR Cap(01d) for a1l address-
[o8co0E) open ope opeien Type 2. opeien Len 2
(D8coE) open Cap: Cap Code 2. Cap Len 0
[D20o0E] pen caps RR Cap(new) for al1 adaress-
(D8coDE) open ope opeion Type 2, Opeion Len 6
[08cO0E) open Cap: Cap Codo €5, Cap Len 4
(DBconE) open 0pE+ Opt ion Type 2, Opion Len 8
[0CO0E) Open Cap: Cap Code 64, Cap Lan
[o8coE) Cap Ga: Restart Flag on.






images/image-256.png
Saisrestare bgp gracetul
03:50:36 w1 TuzsH369%)

restart bgp gracetul

® cannor get reply from protocol daemon
¥1409:50:36 Sl BGPI30060]: SPLr Bace feature license allocated

‘S0l BGP(30060): SPL: (bgpa] Licensechecks BGRds is active
561 BGPI30060) 1 SFL+ [bgpd] Liconsecheck: roturns Success.
i1 BGPI30060) 1 SPLL bgp.cap have_ ipve = 1
501 BGP(30060) : SPL: (bgpa] Licensecheck: BP-FULL is active

09:50:36 s BGPI30060]  Sri [bgpd] Licensecheck: recurms Success.

09.50.36 S BGP[30060]  AILs dape mec for bgpd

09.50.36 S NSM[1864)  nam_servr_recv_service: proto 7 clien 0

09:50:36 S BGPI30060] + Sris [bgpd] Licensecheck: ACCESS 1s active

09:50:36 SW1L BGP(30060] : SPL: [bupd] Licensecheck: recurns Success.

03.50:36 M1 BGP[30060]  Sri: [bgpd] Licensechock: BGP-FULL 12 active

09:50:36 sw1 BGPI30060] : S7i: [bgpd] Licensecheck: recurms Success.

09.50.36 S BGP[30060]  [SFL) rouce limic of 1000000 appited

05.50.36 w1 BGPI30060], BGRd 7.8.2 starting: vEyze0s, bapOLTS

09150:38 Sw1 BGP[30060] : 2001:ab8;a+10+:2-Cucgotng [FSM] Ignoring vent 1 in state idle -

contiguration not complate
0950138 sw1 BGP[30060] + 2001:ab8+a+10+:2-Cucgotng [FSN] Ignoring event 2 in state idle -
contiguracion not complate

03:50:38 SH1 BAP[30060] + 2001:ab8:b::1-0ucgotng [#SN) Ignoring evemt 1 in state Iale -
contiguration not complate

59:50:36 Sw1 BGP[30060]  2001:db8:b::1-cucgotng (¢S] Igmoring event 35 in scate dle -
contiguration not complate

09150138 Sw1 BGP[30060] + 2001:ab8:b: +1-ucgotng [7sM) Ignoring event 35 in scate Iale -
contiguration not complate

09150138 sw1 BGP[30060] + 2001:ab8 b s1-ucgotng [FsW) Ignoring event 35 in scate ale -
contiguration not complate

09.50:35 5wl BGP[30060] : 2001:ab8:a:10::2-Oucgotng (FS¥] Ignoring evenc 35 in scate 4le -
contiguration not complate

09.50:35 Sl BGP(30060]  2001.ab8:a:10:13-0ucgotng (FSX] Ignoring evenc 35 in scate 14le -
contiguration not complato

09150138 sw1 BGP[30060] + 2001:ab8:b: s1-ucgotng [7sM) Ignoring event 35 in scate Iale -
contiguration not complate

03:50:38 sH1 BGP[30060] : 2001:ab8 b +1-0utgotng [¢SN) Ignoring evemt 35 in scate alo -
contiguration not complate

03:50:38 SH1 BGP[30060] + 2001:ab8:b:1-ucgotng [#SN) Ignoring event 35 in scate Iala -
contiguration not complate
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14:52:14 A2 BOP[1842]

14:52:14 A2 BGP(1842]:

Toc-ater-len 86

14:52:14 A2 BGP(1842]
14:52:14 A2 BoP(1842]

14:52:14 A2 BGP(1842]:
14:52:18 A2 BGPI1842]:

2001 :ame

<168

14:52:1¢ A2 BR[1842]

2001:ab8;

768

18:52:18 A2 BGPI1842]:

2001 :bs

768

14:52:14 A2 Bp[1842]:

2001:ab8;

768

18:52:14 A2 BGP[1842]:

Toc-ater-len 95

+ 2001:ap8:

+ 2001:ab8.

2001:b8:5: :2-outgoing [ENCODE] Update NP Reach: Prefix

-outgotng [ENCODE] Update MP Reach: Prefix

~outgoing [ENCODE] Update WP Reach: Profix

2001:a8,

~outgotng (ENCODE] Update: AFT/SAFI (2/1)

2001:db8:5+ :2-Outgoing [ENCODE] Update: Nsg #5 Size 109
2001:aD8:5: :2-cutgoing (FS] State: Established Event: 34
2001:db8:5: :2-Outgoing [ENCODE] Msg-HAr: Type 2

2001:4b8:5: :2-0utgoing [ENCODE] Update MP Reach: Prefix

2001:abe,

-outgotng [ENCODE] Update M Reach: Prefix
2001:4b8:5: :2-0utgoing [ENCODE] Update MP Reach: Prefix

2001:ape:

-outgotng [ENCODE] Update M Reach: Prefix

2001:a8.

-outgoing [ENCODE] Update: AFI/SAFT (2/1)

14:52:1¢ A2 BGP[1842]: 2001:Ab8:5::2-Outgoing [ENCODE] Update: Msg #6 Stze 118
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Switshow byp 1pvé meighbors 2001:db8:b::l
09:45:53 Sl IMISH[3898]: show bgp ipvé neighbors 2001:db:b::1
56 naighbor 1s 2001:ab8:b::1, ramote AS 200, local AS 100, external link
BGp version 4, remote router Ip 2.2.2.1
BGP state = Established, up for 00:02:05
Last read 00:02:05, hold time is 90, kespalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-octat ASN Capability: advertised and raceived
Address family TPv6 Unicast: advertised and recetved
Received 46 messages, 3 notifications, 0 in queue
sent 58 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimm time between advertisement runs is 30 seconds

BGP table verston 21, netghbor verston 20
Index 2, offset 0, Mask Oxt
AP-dependant capabilities:

Graceful restart: advertised, received

Community ateribute sent to this nefghbor (both)
Default information originate, default sent

8 accepted prefixes

10 announced prefixes

Connections established 4; dropped 3
Graceful-restart status.
Remote restart-time s 90 sec

External BGP neighbor may be up to 2 hops away.
Local host: 2001:ab8:a::1, Local port: 179
Foreign host: 2001:ab8:b::1, Foreign port: 50765
Nexthop: 1.1.1.1

Nexthop global: 2001:db8:

1

non shared ntwork
02:05, due to BGP Notification recetved
Notification Error Message: (Cease/Other Configuration Change.)
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‘awplus (config-router)#bp graceful-restart 7
gracaful-reset Graceful-reset capability

estart-time yax time needed for Neighbor(s) to restart

stalepath-time Max time to retatn stale paths from restarting Neighbor(s)






