Technical Guide AV Allied Telesis

OneConnect User Guide

Introduction

This guide describes the OneConnect Onboarding service, and provides basic user setup
information.

The OneConnect Onboarding service is a centralized cloud-based management service that
enabled users to bootstrap and provision network devices securely via a single platform. The service
automatically configures managed Allied Telesis products by downloading customized configuration
packages from the Allied Telesis web site. It also provides some simple non-interactive management
capabilities.

This guide is aimed at Allied Telesis partners who are managing the creation of other Partner Users
and customers, and assigning licenses and devices to them.

What information will you find in this document?

This document contains instructions for OneConnect onboarding, setting up users and customers,
adding devices, and monitoring the bootstrapping process.

Allied\Ware Plus”
OPERATING SYSTEM

alliedtelesis.com
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Products and software version that apply to this guide

Supported platform series capable of being bootstrapped via this service are:

m  GS980M, GS980EM, GS980EMX, GS980MX, XS900MX

m  SE240, SE250, SE540L

m |E220, IE340, IE340L, IE360, IE560

B x220, x240, x250, x320, x330, x530, x530L, x530DP, x540L, x550, x930, x950
B SBx908 GEN2, SBx908 GEN3

B TQ6702 GEN2-R, TQ7403-R, TQ6702e GEN2-R, TQ7613-R. TQ3403-R

m  AR1050V, AR3050S, AR4050S, and ARX200S.

Note that Allied Telesis may add more devices to this list at any stage. If you are unsure whether your
device is supported, please contact your Allied Telesis representative.

This guide applies to devices with AlliedWare Plus software version 5.5.5-2 and onwards.

Feature support may change in later software versions. For the latest information, see the following
documents:

®  The product’s Datasheet
m  The AlliedWare Plus Datasheet

m  The product’s Command Reference

These documents are available from the above links on our website at alliedtelesis.com.

C613-04212-00 REV B Introduction | Page 3


https://www.alliedtelesis.com/library/search?search=%22command reference%22
https://www.alliedtelesis.com/library/search?doctype[2491]=2491
https://www.alliedtelesis.com/datasheet/alliedware-plus
https://www.alliedtelesis.com/

OneConnect User Guide

How to access OneConnect Onboarding

OneConnect Onboarding has the following roles:

m  System Admin - The Allied Telesis representative responsible for managing the system, creating
and managing partners, and allocating licenses to the partners.

B Partner - The Allied Telesis Partner organisation that can manage multiple customer
organisations. A Partner organisation can have multiple users, and each of them can manage
multiple Customers (customer organisations). Partner organisation users can be one of the
following:

m  PartnerAdmin - a user responsible for creating and managing other users for this partner,
creating customers, linking partner users to customers, adding new licenses and allocating
licenses to devices.

m  PartnerUser - a user responsible for adding customers, and managing customers that they
have been linked to.

To log in, browse to the OneConnect Onboarding web page. Use the link for your region:
m  Europe: alc.alliedtelesis.com
B Asia and Pacific: alc.alliedtelesis.com.sg

B Japan: alc.allied-telesis.co.jp
The first time you log in, a Login window may appear with a message stating that this account has
not been used before, and displaying a Signup Code. If this happens, copy the Signup Code and

forward it to your Allied Telesis representative. They will approve your PartnerAdmin log in.

Once logged in, a PartnerAdmin can then invite or approve other PartherAdmins or PartnerUsers.
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How to create Partner users

As a PartnerAdmin, you can either approve other PartnerAdmins or PartnerUsers after they give you
a code, or manually invite a user.

e

Privilege levels

Users can have the following levels of privilege set:

m  PartnerAdmin - Allied Telesis Partner responsible for creating and managing other users for this
partner, creating customers, linking partner users to customers, and allocating devices license.

m  PartnerUser - Allied Telesis Partner responsible for managing customers that they have been
linked to.

m  NoPrivilege - Use this to disable access for a user without destroying their account.

Approving a new user
A prospective PartnerUser or PartnerAdmin logs in with either a Microsoft or Google account.

Step 1: As as new user, log into OneConnect Onboarding

Login

Login with Google

A Login window will appear with a message stating that this account has not been used before, and
will display a Signup Code.

Copy the Signup Code and forward it to the PartnerAdmin.

Login

@ This account has not been used before. Please contact
your admin and give them the signup code below.

Signup Code
9b0623c2-1415-45f0-899b-c17982e80295 0

Once you, as PartnerAdmin, have received the Signup Code, follow these steps:

Step 2: As a PartnerAdmin, approve the new PartnerUser

Click User Management in the left hand panel to open the User Management window.

OneConnect
— ALLIED TELESIS —
Customers

User Management
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In the User Management window, click the v Approve User button.

OneConnect User Guide

OneConnect: Onboard
OneConnect

s e -
Customers User Management

User Management

=  Q Search by keyword
User ID Name Email
164c6chf-7h74-4502

153c6e45-ala0-4a12-

9b16a04e-6882-400d

Privilege

PartnerUser

PartnerAdmin

PartnerAdmin

AV Allied Telesiss PartnerAdmin1  Logout

+ ApproveUser |+ Invite User

Ak
Partner Actions
ATLNZ-Docs

ATLNZ-Docs

ATLNZ-Dacs

1tozof3 Page10f 1

The Approve User dialog box will open.

Enter the Signup code from the PartnerUser in the Pending User ID box and click Search.

Approve User

Pending User ID *

68d44785-623b-450d-bb9a-24bc751bf424 ‘

Step 3: Edit the user details of the PartnerUser

The Edit User dialog box will appear when the User ID is accepted.

Enter the user details, select the privilege level and click Save.

In this case we set the privilege level to PartnerUser.

Edit User
User ID

68d44785-623b-450d-bb9a-24bc751bf42a

Name *

Example Name

Email Address *
Example_Email@example.com

Expected format: example@domain.com

Privilege *

PartnerUser - |

el - |

Inviting a new user

A PartnerAdmin can invite a new user. To do so, follow these steps.

C613-04212-00 REV B
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Step 1: Click on the + Invite User button

Click User Management in the left hand panel and then in the User Management window, click the
+ Invite User button.

. o Lo
OneConnect oneConnect: onboard AV Alld Telesis” PartnerAdmint Logo

Customers User Management

User Management

= a P
Userd Name emai Privlege Pariner Actons
164c60017074-4502-850e Sagbbese3Ec! Partnertser ATINZDocs

047d10e5 8a20-4Tac-af5e-b1213d1800ck NoPriviege ATINZDocs

153c6045-a1a0-4a12:0c10-a5367499968 Partneradmin ATLNZ Docs

68044785.6230-4500:009 240cT50142 Partnertser ATINZDocs

9b16304e:6882-4000-535¢-e9053731e1e Partneracmin ATLNZD0cs

The Invite User dialog box will appear.

£ Invite User x

Email Address *

Expected format: example@domain com
Privilege *

NoPrivilege -

Cancel

Enter the email address, select the privilege level and click Save.
Step 2: Check the new user has been added and the details are correct

The new user will now be visible in the User Management window.

OneConnect OneConnect: Onboard _AYE Allicd Telesis PartnerAdmint  Logout
Customers User Management
User Management

T a e

User D Name Email Privilege Partner Actions

164c6ebf-7b74-4502-85de-5a8bbeee38c0 PartnerUser ATLNZ-Docs

153c6ed5-ala0-4a12-bcf9-a5367499988e PartnerAdmin ATLNZ-Docs

(esowssszan 4500-bb9a-240C7 510142 Example Name Example_Email@example.com Partnerlser ATLNZ-Docs H )
9b16a04e-6882-400d-b35c-e9d53731e1e9 PartnerAdmin ATLNZ-Docs
to4ofd Page 10f 1

You can click the Actions icon on the right hand side and select Edit if you need to edit any user
details.

e Email Privilege Partner Actions
PartnerUser ATLNZ-Docs
PartnerAdmin ATLNZ-Docs
mple Name Example_Email@example.com PartnerUser ATLNZ-Docs
PartnerAdmin ATLNZ-Docs
1todof4 Page 1 of 1
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The user can now log in. For PartnerUsers, the app will open in the Customers window:

/gr:Connect OneConnect: Onboard

ALLIED TELESIS

Customers

No customers to display

AV Allied Telesis  PartnerAdmin1  Logout

C613-04212-00 REV B
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How to add a customer

PartnerAdmins and PartnerUsers can add new customers and add new devices. However, only
PartnerAdmins can add device licenses. The following steps will explain how to add a new
customer, allocate device licenses, and add devices as a PartnerAdmin.

Adding a new customer

Step 1: In the Customers window, click the + New Customer button.

OneConnect: Onboarding A Ao

OneConnect
Comtomors Customers AddiExtond Lioonees  Wanage L

User Management

Customers Total Davices Alocated Devioe Licenses Total Device Licenses Ueense Expiry ([IEEE]

5 16 250 300 2030/01/01
v a & *
Curkana Hama & Parnar FS—— P ST Aot

megpator om s 2

Step 2: Add customer details

The New Customer dialog box will appear. Add the customer’s details and any notes and click
Save.

New Customer x

MName *

Customer One

Contact Name *

Jill Brown

Contact Email Address *
jb@example.com
Expected format: example@domain.com

Notes

Ganee! E

In the Customers window you will see confirmation that the new user has been added.

OneConnect: Onboard AV Allied Telesis PartnerAdmin?  Logout
Customers Customers Add/Extend Licenses  Manage Licenses
User Management
Customers Total Devices Allocated Device Licenses Total Device Licenses License Expiry [[EEEE]
1 0 0 100 2026/01/01
= a & i
Customer Name Partner Device Count Alocated Device Licenses Actions
TLNZ.D o

 Successfully added the customer:
Customer Five
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Step 3: Editing customer details

Customer details can be edited by clicking the Actions icon on the right hand side of the window
and selecting Edit.

Co’r;mnneg OneConnect: Onboard AV Alled Telesis Partneradmini - Logout
Customers Customers Add/Extend Licenses  Manage Licenses
User Management

Customers. Total Devices Allocated Device Licenses Total Device Licenses License Expiry

1 0 0 100 2026/01/01

= asec &

Customer Name Parner Devie Count Allocaed Dece Lcenses Actons

Customer Five ATLNZ-Docs 0 0 ‘ :
Allocate Device Licenses
Link Users
Delete

The Edit Customer dialog box will appear.

Make the changes and click Save.

Add a Customer location

Step 1: Go to the Customer window and click the New Locations button.

fgn:anmn OnaConnect:Onboard _AYEE Allcd Telesis ParnerAdmini  Logout
User anagement
Dashboard Devices Locations Map. ‘Customer Details
Total: All Devices Total: Routers: Total: Switches Total: Wireless Routers

0 0 0 0

Device Status: All Devices Device Status: Routers Device Status: Switches Device Status: Wireless Routers
™ Oniine ™ Onine ™ Oniine ™ Oniine
W Bootstrapped W Bootstrapped W Bootstrapped W Bootstrapped
0 M In Progress 0 M In Progress 0 M In Progress 0 M In Progress
Total W Offiine Total W Offiine Total W Offiine Total W Offiine
W Failed Bootstrap W Failed Bootstrap W Failed Bootstrap W Failed Bootstrap
Not Bootsirapped Not Bootsirapped Not Bootstrapped Not Bootsirapped

The New Location window will appear.
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Step 2: Enter the location details and click Save.

New Location

Name *

Example Location

Address

1 Example Street

9 ——

powered by Google

On the Locations page, you will now see the new location:

OneConnect User Guide

OneConnect: Onboard

Customers < Customer One

User Management

Dashboard  Devices  Locations ~ Map  Customer Details

T Q Searchby keyword
Name Address
Example Location Example Location

Default

Device Count

_AYEE Allicd Telesis PartnerAdmin1  Logout

R

Actions.

1t020f2 Page1of1

+ Successfully added the location:

Link a customer to a user

When a PartnerUser creates a customer, they are automatically linked to that PartnerUser.

PartnerAdmin users have access to all Partner Customers.

PartnerAdmins can link PartnerUsers to a customer, by following these steps.

Step 1: In the Customers window, click the Actions icon

In the Actions dialog box, click Link Users.

'OneConnect ‘OneConnect: Onboard
S Customers
User Management
Customers Total Devices Allocated Device Licenses
6 4 56
= Qseacntyk
Customer Name — o
Customer One ATz Docs |
Customertree ATz Docs .
Sustomes Twg ATLNZ-Docs 0
Lusiomer ATLNZ-Docs 0
Oraanizationt pm— R
Organization2 P R

Total Device Licenses

100

_AYz Allied Telesis” PartnerAdmint  Logout

Add/Extend Licenses  Manage Licenses  [ICENCIIIELSY

e sty B
2026/01/01
&
P -
1
.z
2 Allo
. ——-
- e
.
Edit
9 Delete
i
.
-
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The Link Users dialog box will appear.

ATLNZ-Docs (1]

ATL  Link Users S

Step 2: Select the users you want to link the customer to

Select the users you want to link the customer to, and click Save. You will see the
confirmation message appear at the bottom of the screen.

5 g P: rAC 1 Logout
ﬁc«mnm ‘OneConnect: Onboard AV Allicd Telesis™ PartnerAdmin  Logou
a Customers Ad/Extend Licnses Manage Licenses

User Management

Customers Total Devices Allocated Device Licenses Total Device Licenses License Expiry (]

6 4 56 100 2026/01/01

Customer Name. Partoer Device Count MocaedDevice ienses ~ Actons
ATLNZ Docs 1 12

ATLNZDocs 0 5

ATLNZ Docs 0 o

ATLNZ Docs 0 9

ATLNZ Docs 3 20

ATLNZ Docs 0 0

Allocating a device license to a customer

Note: Contact your Allied Telesis representative for new or additional licences.

The Allied Telesis system admin can manage licenses on behalf of partners, so your licenses may
already have been added to Onboarding. If they have not, PartnerAdmins can add them themselves
- see "How to add and extend licenses" on page 28.

Once licenses have been added to Onboarding, PartnerAdmins can allocate licenses across all of
their customers.

Step 1: Click Customers Actions icon and Allocate Device Licenses

To assign a device license to a customer, go to the Customers window and click the Actions icon on
right hand side of the screen. In the dialog, click Allocate Device Licenses.
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(OneConnect oneConnect: Onboard AV Allicd Telesis” PartnerAdmint  Logout
Customers Customers Add/Extend Licenses  Manage Licenses  [IRCNIS LBy
User Management

Customers Total Devices Allocated Device Licenses Total Device Licenses License Expiry
6 4 56 100 2026/01/01
= a &
1
Customerame parner Devic Count Allocated Deice Licenses . I Actons
Customer One ATLNZ-Docs 1 12 K
Customes three ATLNZDocs 3 s 2 [TAlocate Device Licenses
Link Users
Customer Two ATLNZ Docs 3 3 )
edit
Customer ATLNZ-Docs 0 9 Delete.

The Allocate Device Licenses dialog box will appear:

Allocate Device Licenses
Customer One 1 Devices

License Count *

12

Cancel

Step 2: Change the license count and click Save.

You will see the new Device Count in the Customers window:

OneConnect OneContiec0nbcard AV Allied Telesis PartnerAdmini  Logout

~— ALLIED TELESIS —

Customers Customers Add/Extend Licenses  Manage Licenses  [EESINVIeTEEY B

User Management
Customers Total Devices Allocated Device Licen... Total Device Licenses License Expiry

3 2 42 ‘I 00 2026/01/01

= ke &l
Customer Name Partner Device Count Allocated Device Licenses Actions.
Customer One ATLNZ-Docs Q

‘Organization1 ATLNZ-Docs 2 30

‘Organization2 ATLNZ-Docs o o

Note: The number of allocated device licenses is the maximum number of devices that can be
added for the customer.

C613-04212-00 REV B How to add a customer | Page 13



How to configure a device

OneConnect User Guide

The initial configuration of a factory-new device will be done by a Partner user, who will set the
bootstrap config, bootstrap release and bootstrap license on the server.

Make sure devices are suitable for OneConnect Onboarding

Devices must:

be factory clean.

be able to connect to a correctly-configured DHCP server.

have an IDevID X.509 certificate installed that matches its serial number (normally this will be
preprogrammed as part of the device manufacturing process).

not have autoboot configured on external media (USB or SD card).

not have AMF auto recovery active.

Initial device setup

Before a field installer can install a device at a Customer site, a Partner user will:

The follow sections explain how to do this.

How to add a device to a customer

Step 1: Click on the Customer

Add the device to the Customer

Add licenses to be installed on the device

Set the bootstrap config

Set the bootstrap release

To add a device for a customer, click Customers in the left hand panel and click the customer, in

this example ‘Customer One’.

OneConnect
ALLIED TELESIS
Customers

User Management

OneConnect: Onboard

Customers

Customers

3

= Q
Customer Name

P Customer One

Total Devices

2

Partner
ATLNZ-Docs
ATLNZ-Docs

ATLNZ-Docs

Allocated Device Licenses Total Device Licenses

42

Device Count
0
2

0

Add/Extend Lice|

100

Allocated Device Licenses
12
30

0

C613-04212-00 REV B
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The Dashboard for Customer One will appear.
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OneConnect: Onboard

A:Connect

Customers < Customer One

User Management
Dashboard  Devices  Locations ~ Map  Customer Details

Total: All Devices Total: Routers

0 0

Device Status: All Devices Device Status: Routers

W Onine
W Bootstrapped
0 W In Progress 0
Total Offline. Total
W Failed Bootstrap
Not Bootstrapped

Total: Switches

0

Device Status: Switches

W Onine
W Bootstrapped
W In Progress 0
Offline. Total
W Failed Bootstrap
Not Bootstrapped

AVE Allied Telesis  PartnerAdmin1  Logout

R

Total: Wireless Routers

0

Device Status: Wireless Routers

W Onine W Onine

W Bootstrapped W Bootstrapped

W In Progress 0 W In Progress
Offine Total Offine

W Failed Bootstrap
Not Bootstrapped

W Failed Bootstrap
Not Bootstrapped

This page shows all Customer One’s devices.

Step 2: On the Customer One page, click the + New Device button.

OneConnect: Onboard

A:Connect

Customers < Customer One

User Management
Dashboard  Devices  Locations ~ Map  Customer Details

Total: All Devices Total: Routers

0 0

Device Status: All Devices Device Status: Routers

W Onine
W Bootstrapped
0 W In Progress 0
Total Offline. Total

Total: Switches

0

Device Status: Switches

AVE Allied Telesis  PartnerAdmin1  Logout

Total: Wireless Routers

0

Device Status: Wireless Routers

W Failed Bootstrap
Not Bootstrapped

W Onine W Onine W Onine

W Bootstrapped W Bootstrapped W Bootstrapped

W In Progress 0 W In Progress 0 W In Progress
Offline. Total Offline. Total Offline.

W Failed Bootstrap W Failed Bootstrap W Failed Bootstrap
Not Bootstrapped Not Bootstrapped Not Bootstrapped

This will bring up the New Device dialog.

A configuration file can be uploaded from this dialog by clicking Upload File and selecting the file.
Or the configuration can be added later from the Devices page.

Step 3: Enter the device details and click Save.

New Device

Label

X240-10GHXm-2

Location *

Serial Number *

X0

Model *

ATX240-106HXM

Release

X240-5.5.5-1.11c9.rel

Configuration
Upload File
Monitoring ©

enabled disabled

o E

C613-04212-00 REV B
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The new device will appear on the Customer One Devices page:

OneConnect: Onboard e
@Connect _AYEE Alled Telesis Parneradmint  Log

User Management

Dashboard  Devices  Locations  Map  Customer Details
= i &l
Name Serial Number Status Model Release Location Actions.
X240-10GHXm-a 00X Not Bootstrapped ATX240-10GHXm X240-5.5.51.14c9.rel

Note: Each new device must be added via this method.

Add licenses to be installed on a device

Step 1: Got to the Customer page

To add a license to a device click Customers in the left hand panel and click the customer, in this
case ‘Customer One’.

Step 2: Click the Devices tab

Once at the Customer page, click the Devices tab and click the device you want to add a license

BreConnect OneConnect: Onboard ATz Alicd Teless ParnerAdmint  Logout
Lo Dashboard Devices. Locations Map Customer Details
= &
Name Sel s Sunn s neene ocaion Acions

@woexma  oooooooomooon ot Bootstapped

ATR240106HKM 24055511018l

Step 3: Click the + New Device License button.

r’cﬁ: nect OneConnect: Onboard AV Allied Telesis PartnerAdmini  Logout

customers © X240-10GHXM-a e secrsvonpes ’

User Management

Devicelnfo  Events  Sysiog  BootstrapConflg  Bootstrap Licenses  Config History

s

pressy
«©
]

The New Device License dialog box will open.
Step 4: Select Key or File

The default selection is license type: key. Enter the License Name and License Key.
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Or select file and upload a file. Both options are shown below:

OneConnect User Guide

— Ereemr

New Device License

License Type ©

key | file

© VerboseEvems

New Device License

License Type ©

o

File

Upload File

Cancel

Check on the Bootstrap Licenses tab that the license has been saved.

‘OneConnect

— ALLIED TELESIS —

Customers

OneConnect: Onboard

AVE Allied Telesis

+ X240-10GHXM-a not Boststrapped

£ ParmerAdmin 1 &

+ New Device License

C613-04212-00 REV B

User Management Devicelnfo  Evems  Syslog  BoowswapConfig  Booiswap Licenses  Config History
Name/Filename License Type Key
License 1 key
1t010f1 Page 10f 1

Enable Bootstrapping

Step 1: Enable bootstrap

Go to the Bootstrap Config tab and ensure Bootstrap Enable is enabled. (Enabled is the default).

OneConnect: Onboard AL Alied Telesis & SharonBrophy &

E < X250 onTB7 ome + NewbDevice License
User Management Device Info Events. Syslog Bootstrap Config Bootstrap Licenses: Config History
Bootstrap Config Generate Username Command & Upload & Download
Bootsiap Enatled Enabled @D
The I
Veroose Bverts Disbled @) O » s
i) e
Bootstap 250555 . i
e A

Update  Noupdate
Schedule:  scheduled

Step 2: Choose to enable Verbose Events

If Verbose Events is enabled, a greater detail of information is provided in the event log. The default

is disabled.
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How to set the Bootstrap config

A config can be added to a device in two ways from the Bootstrap Config tab:
m A config can be pasted into the Config text box.

m A file can be uploaded.

Note: Both a PartnerAdmin and PartnerUser can add or edit a config on a device. A PartnerUser
must be linked to the customer the device is with. The screenshots in the section show from

a PartnerAdmin perspective.
Follow these steps to create and edit a config from the Bootstrap Config page.

Step 1: Find the customer

Click Customers in the left hand panel to open the Customers page. Click the customer name that

the device belongs to.

OneConnect: Onboard AVE Allied Telesis PartnerAdmind  Logout
/6;;Connect
—ALLIED TELESIS —
Customers Customers Add/Extend Licenses  Manage Licenses + New Customer
User Management
Customers Total Devices Allocated Device Licenses Total Device Licenses License Expiry
3 3 42 1 00 2026/01/01
= a e
Customer Name Partner Device Count Allocated Device Licenses Actions
.
Customer One ATLNZ-Docs 1 12
=
Organization1 ATLNZ-Docs 2 30
QOraanization2 ATLNZ-Docs 0 0
1103013 P

This will bring up the Customer Dashboard.
Step 2: Find the device

Click the Devices tab and click the device name.

AV Alicd Telesis PartnerAdmind  Logout

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

eaaooma  xooocooocomoo - ATx240106HKm 240555117018l

The Device Info tab will open.
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Step 3: Click the Boostrap Config tab.

OneConnect User Guide

/&;Cnnnect

— ALLIED TELESIS —

Customers

User Management

OneConnect: Onboard

« X240-10GHXm-a

Not Bootstrapped

Device Info Events.

Syslog || Bootstrap Config |  Bootstrap Licenses

Device Details

Customer
Label

Serial Number
Location

Model

Release

Beotstrap Enabled
Verbose Events

Enable Monitoring On Bootstrap

AVZ Allied Telesis™ PartnerAdmin

+ New Device License

Logout

Config History

Customer One
X240-10GHXM-2
RN
Test location 1
ATX240-10GHXM
X240-5.5.51 119 rel
Ld

)
-9

Step 4: Paste a Bootstrap Config

On the Bootstrap Config tab, click inside the text box and paste the config text.

/\ Connect

—ALLIED TELESIS —

Customers

User Management

OneConnect: Onboard

« X2500nTB7 ofine

AV Aliied Telesis

2 Sharon Brophy

>

+ New Device License

Devicelnfo  Evenmis  Syslog  Bootstrap Conflg  BootswapLicenses  Config History
Bootstrap Config Generate Usemame Command £ Upload [ soe |
Bootstrap Enabled  Enabled @)
© The loud.-ci the d w©
Verbose Bverts.  pisabled @)  comnecto ater This prverts
further i management operations. Enter
Bootswp 0555, et fent on
Release: 1kl
Update  Noupdate i
Schedule:  scheduied

service passuord-encryption
no banner motd

username manager privilege 15 password &
ssh server allow-users manager
service ssh

Mo service telnet

Click Save.

You will see a confirmation message.

Customers

User Management

©OneConnect: Onboard

« X250 0nTB7 offine

AV Allied Telesis™

2 PartnerAdmint &

DeviceInfo ~ Events  Syslog  BootstrapConfig  Bootstrap Licenses  Config History
Bootstrap Config Generate Username Command £ Upload £ Download
Bootstrap Enabled  Enabled @)
@ The command ‘service cloud-client will be added to thi maintain service. th
Verbose Events  pissbled @) the cloud service, connect 1o the after “This prevents
further i Enter iguration command
Bootstrap 250555 s e Y
Release: el
Update No update '
Schedule  scheduled block

ip domain-lookup

no service ghep-server

line vty @ 7

end

loop-protection loop-detect ldf-interval 1 fast-

C613-04212-00 REV B
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Note: You can also edit a config file directly in the text box.

(IOI;Connect
e vetesis —

Customers

‘OneConnect: Onboard AV Allied Telesis  Sharon Brophy  Logout

+ New Device License

< %240-10GHXm-a o

Bootstrapped

User Management

Devicelnfo  Events  Syslog  Bootstrap Config  Boolstrap Licenses  Config History.

* Upioad

(=)

service passuord-encryption

no banner motd

username manager privilege 15 password 8
ssh server allow-users manager

service ssh

no service telnet

service nttp

no clock timezone

snap-server
\‘MJE

Click Save once you’ve finished editing.

Upload a config file

An alternative way to add or change a config is to upload a config file.
Step 1: Find the customer

Click Customers in the left hand panel to open the Customers page. Click the customer name that
the device belongs to.

/gn‘e‘CDnnect Cretonzectnbeard AVE Allied Telesis PartnerAdmint - Logout
— ALLIED TeLEsIS —
Customers Customers Add/Extend Licenses  Manage Licenses
User Management
Customers Total Devices Allocated Device Licenses Total Device Licenses License Expiry
3 3 42 ‘I 00 2026/01/01
= Q O
Customer Name Partner Device Count Allocated Device Licenses Actions
» Customer One ATLNZ-Docs 1 12
Organization1 ATLNZ Docs 2 30
Organization2 ATLNZ-Docs 0 0
1to3of Page 1 of
This will bring up the Customer Dashboard.
Step 2: Find the device
Click the Devices tab and click the device name.
©OneConnect: Onboard AV Alied Telesis PartnerAdmin1  Logout
« Customer One
R Ca Dashboard Devices. Locations ~ Map  Customer Details
= a &
o sins ol Reesse Locaton Actons

2401062

ATx240106HKm 2405551108l

The Device Info tab will open. Click on the Boostrap Config tab.
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Step 3: Upload the config file

Click Upload.

OneConnect User Guide

OnecConnect: Onboard

(/\Cunect

n
— ALLIED TELESIS —

« X250 0nTB7 offine

Customers

User Management DeviceInfo  Evenis  Sysiog

Bootstrap Enabled

Enabled @)
Dissbled @

x250-55.5
1rel

Verbose Events
Bootstrap
Release:

Update
Schedule:

No update
scheduled

Bootstrap Conflg  Booistrap Licenses  Config History

AVE Alied Telesis 2 =4

+ New Device License

Bootstrap Config Generate Username Command & Upload & Download
o “servi client vill be added 1o to maintain connectivity to h
connect to the ck i client'a ing. This prevents
further communication with the server, including the ability g or management operations. iguration commend

service password-encryption
no banner motd
username manager privilege 15 password 8

ssh server allow-users manager
service ssh
no service telnet

service http

Select the upload file and click Save.

You will see a confirmation message.

OneConnect OneConnect: Onboard

— ALLIED TELESIS —

« X250 0nTB7 ofiine

Customers

User Management Device Info Events. Syslog

Bootstrap Enabled

Enabled QD)
Dissbled @)

x250-555
1rel

Verbose Events.

Bootstrap
Release:

s

Update
Schedule:

No update
scheduled

AV plied Telesis & PartnerAdmini &

+ New Device License

Bootswap Config  Bootstrap Licenses  Config History
Bootstrap Config Generate Username Command & Upload & Download
L] ‘servi ient will be added i the cloud service. 0
he cloud connect to i command i ient’ after This prevents
, ncluding the ability command
lient on 3

loop-protection loop-detect 1di-interval 1 fast-block

ip domain-lookup
o service dncp-server

line yby 0 7

end

Step 4: Generate a username

Use the generate username command to paste into the configuration text box. This stops your

password from displaying.

Click the generate user command link.

OneConnect: Onboarding

/éz;‘ﬁnnrvect

i T

Customars

User Management

Device Info Events

Syshog

Boatsarap Enabled

Werbose Events

Update Schedule

« AD5049G151700007 owne

Bootstrap Co

Bootstrap Licenses

Enscicd Y
Desasied Q)

Boatstrap Release AR40505 tarus_coo-luukp el 7

Bootstrap Config

®@ The command ‘service cloud-clent’ will be added to this configuration to maintain conmectiviey o the cloud service
Bisatsiing the cloud dienl service an the device preverts further commenication with the serve, mcluding sy monitoring
of managemant cparatians. Manual Imensntion on the device will be required to restore conmection

Mo update scheduled

service password-encryption
'

hostname gui_hostname

Config Histary

Dawnload

I Generate username command I * Uplaad &
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Complete the details and click Copy and close button.

15
The praviege of the usersa coeate, from 1t 15

Command

Paste the command at the top of the config and click Save.

OneConnect: Onboard AVZE Allied Telesis 2 PartnerAdmini
('({n: nnect ¢
—ALLIED TeLssis —
Customers + X2500nTB7 ofine + New Device License
User Management Devicelnfo  Events  Syslog  BootswapConfig  BoowstrapLicenses  Config History
Bootstrap Config Generate Username Command & Upload £ Download E
Bootstrap Enabled  Enabled Q
° 5 . :
Verbose Events Disabled (@) 9 i i after This prevents.
icati including the ability 1 itorir tions._ Enter i
Bootstrap X250-55.5 ; i
Release: 1.1rel
Update Noupdate ’ !
Schedule: scheduled username g privilege 4 password 8 $58CoLHjmcl$otpnAhcak7YmlIOMiXH]/rel . ek6@Dhb,/PON4bQKaG
service password-encryption
no banner motd
username manager privilege 15 password 8 i &/

Set the Bootstrap release
Step 1: Click on the Bootstrap Release edit icon.

Choose a release from the dropdown list. All releases approved by Allied Telesis will appear in this
list.

Edit Release

Relessa *

x250:5.5.51.1.rel

Click Save.
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What happens after the device is configured
Once the device is configured, the Partner will arrange for the device to be connected to the network
and powered on. The device will automatically connect to the server and retrieve its configuration

that was set in the steps above.

If the bootstrap release on the server is different from the release the device is running (the version
loaded at the factory), the release will be updated and the device will reboot.

If the bootstrap release is the same as the version it is running, it will apply the bootstrap config and
licenses.

Once bootstrapping is complete, the device will connect to the cloud service to allow monitoring
and management. At this point the device status changes to “online”.
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How to schedule a config or firmware update

This section shows how to set a new release, config and licenses as the bootstrap release, config
and licenses. This new bootstrap configuration will overwrite any existing config.

Note: If the scheduled update fails, it rolls back to the previous release.

If the device is running version 5.5.5-2 or later and is online on the server, you can schedule a config
or firmware update on the device.

Step 1: Set the new release, config and licenses as the bootstrap release, config and
licenses

Refer to the section "How to configure a device" on page 14 to set the release, config and licenses.
Step 2: Configure the update schedule

Click the Update Schedule edit icon. Set the date and time in the Schedule config/firmware
Update dialog box.

The default is No update schedule.
Step 3: Click the Schedule button. The update details will have been saved.
If you wish to cancel this update, click Cancel Update.

Note: You can select “Now” for the update to occur immediately. There may be a delay of up to 5
minutes.

Step 4: Viewing config history

You can see a list of previous config files by clicking on the Config History tab.

@Eﬁngggt OneConnect: Onboard AV Alicd Telesis & PartnerAdmint &

Customers « X250 0nTB7 ofine

User Management Devicelnfo  Events  Sysiog  BootswapConfig  Bootstrap Licenses  Config History

= Q Searchby keyword &

Last Retrieved (Pacific/Auckland) Type ‘Saved At (Pacific/Auckland) ‘Saved By Actions

10/16/2025,16:49:29 bootstrap

10/16/2025,16:40:15 bootstrap
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To view or delete a config file, click the Actions button and click View Config.

OneConnect User Guide

BneComect

Customers

User Management

©OneConnect: Onboard

« X2500nTB7 ofine

Devicelnfo  Events  Sysiog  Bootstrap Config

a

Last Retrieved (Pacific/Auckland) Type
10/16/2025, 16:49:29 bootstrap
10/16/2025, 16:40:15 bootstrap

Bootsuap Licenses  Config History

Saved At (Pacific/Auckland)

AL Allied Telesis & PartnerAdmint

+ New Device License

Saved By . Actions

View Config

Delete

&

A View Config dialog box will open. You can select a config and compare it to another version. You
can also set a specific config as the bootstrap config file.

View Config

Bootstrap Config
10/16/2025, 16:40.15

Saved Config
10/14/2025, 23:55:35

Bootstrap Config
100212025, 16:16:38
Bootstrap Config
1010242025, 16:0853
Bootstrap Config
10/02/2025, 12-16:33
Bootstrap Config
10/02/2025, 121250

Bootstrap Config

10/02/2025, 121202

Compare vith

10/16/2025, 16:4015

10/14/2025,235535  @r16 04:49 P
10/02/2025,16:16:38

Fyption
10/02/2025, 16:0853

022025 121633, wilege 15 password 8 §

10/02/2025,1212:550
RUR—— Y
10 service ssh

11

12 no service telnet

131

14 service http

151

16 no clock timezone

Py

o
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How to monitor a Device

The following information is available to enable you to monitor a device:

B Online status
m Events

m  System log messages

How to view the status of a device

Step 1: View Customer dashboard

OneConnect User Guide

Go to the Customer dashboard where you can see the status of all devices:

/Olr:Connect
—lep reigsis —

Customers

OneConnect: Onboard

+ Organization1

User Management bt D

Total: All Devices

3

Device Status: All Devices

m Oniine
8 Sootstrapped
3 W n Prograss
Total Offine

W Failed Bootstrap
Not Bootstrappad

Locations  Map

Customer Details

Total: Routers

0

Device Status: Routers

m Onine
Bootstrapped
0 W In Prograss
Total Offine
W Faled Bootstrap
Not Bootstrappad

Total: Switches

3

Device Status: Switches

m Oniine
W Bootstrapped
3 B n Prograss
Total Offine
W Falled Bootstrap

Not Bootstrappad

AVE Allied Telesis Logout

Total: Wireless Routers

0

Device Status: Wireless Routers

m Oniine
W Bootstrapped
0 B n Prograss
Total Offine
W Faled Bootstrap
Not Bootstrapped

Step 2: View Devices tab on the Customers page

For the online status of specific device, go to the Devices tab on the Customers page:

OneConnect: Onboard

@Connect

Customers

< Customer One

User Management

Dashboard  Devices  Locations  Map

= o

Name Serial Number

X240-106HXm-a

Customer Details

Status Model

Not Bootstrapped ATX240-10GHXm

AV Allied Telesis” PartnerAdmint  Logout

-+ Newtocation

& e
Release Location Actions

X240-5.5.5-1.14c9.rel
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Monitoring the bootstrap process

OneConnect User Guide

B The update process will back up the saved config before starting the update. If the new device
config doesn’t allow the device to come back online, the device will revert to the previous config.

m  When a device is updating its AlliedWare Plus software version, the status will change to "In

Progress".

m  When the device boots it will attempt to contact the server with the new configuration in place.

m |f the device is unable to connect, you will need to power-cycle the device for the bootstrap

process to begin again.

m If a device is able to connect to the server, the device status will change to "bootstrap
complete". At this point, service cloud-client on the device obtains a monitoring server

address to allow monitoring.

®  When a successful connection is made to the monitoring server, the device status changes to

"Online"

How to view events

On the device page, click on the Events tab:

DR Connect. OneConnect: Onboard AVE Allied Telesis” PartnerAdmin1  Logout
— ALeD TELESIS —
Customers « X250 0n TB7 ouie
=t MekagSment Device Info Syslog  Bootstrap Config  Bootstrap Licenses
= [= &
Time (Racific/Auckland) Event Type Message
02/10/2025, 124130 device-online
02/10/2025, 124050 device-offine
02/10/2025, 142955 device-oniine
02/10/2025,1429:10 device-offine
02/10/2025, 142310 device-oniine
02/10/2025, 142230 device-offine
02/10/2025, 141630 device-online
How to view log messages
On the device page, click on the Syslog tab:
OneConnect: Onboard AVE Allied Telesis Logout
Customers « X250 0N TB7 crine
eer Mareoement Devicelnfo  Events BootstrapConflg  Bootstrap Licenses  Config History
= & &
Time (Racific/Auckiand) Facilty Severity AppName Process D Message
021072025, 143921 user e clouc-client 2565 Failed to send message to mc
0271072025, 143517 tem warning kemel 1l header: 0000000C: 1 1 TF 1
0211072025, 143517 kem waing kemnel 1Pv4: martian source 10.97.7
0211072025, 143005 ke waring kemnel 1l heager: 0000000G: F 1T TF1F1
0211072025, 143005 ke waring kenel 1Pv4: martian source 10.37.7
0211072025, 142741 user e clouc-client 2565 Failet to send message to mc
021072025, 142429 ke waring kemel 1l header: 0000000D: 1 f 1
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How to add and extend licenses

The Allied Telesis system admin can manage licenses on behalf of partners, so your licenses may
already have been added to OneConnect Onboarding. If they have not, PartnerAdmins can add
them themselves.

PartnerAdmins can also manage licenses.

This section describes how PartnerAdmins can add and manage licenses.

Note: Contact your Allied Telesis representative to buy new or additional licences.

Adding new device licenses
A PartnerAdmin can add a new license key for 1, 10, 100 or 1,000 devices for one year.
Click Customers in the left hand menu to bring up the Customers page.

Click Add/Extend Licenses which opens the Add/Extend Licenses dialog box.

Click the Add Devices radio button, enter the license key and click Save.

Extending device licenses
A PartnerAdmin can extend the expiry date of existing licenses with a new license key for 1, 10, 100
or 1,000 devices. Example: if a user has 100 licenses and extends with a new 10 device license, the

expiry date for all 100 lienses will extend by 10% of one year.

Click the Extend Expiry radio button. This extends the expiry date of the license without increasing
the total device licenses.
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Add/Extend Licenses

@ A

e ol e e, sl e b e

Enter the license key and click Save.

Managing licenses

As a PartnerAdmin, you can manage how your licenses are used:
B You can increase the total number of device licenses, which will reduce the expiry of all licenses.

B You can reduce the total number of device licenses, which will extend the expiry of all licenses.

Click Manage Licenses which opens the Manage Licenses dialog box.

Manage Licenses

licenses to extend the expiy of sl icenses.

Total Deice Licsnsas.

100 —_—

areater than the number of llcated deviceloenses.

Review Licenses

Total Devic Licenses

e 2026/01/01

- 2

You can move the slider to increase or decrease the Total Device Licenses. This will change the
expiry date of all licenses.
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In the example below, moving the slider to the right to increase the total number of device licenses
from 100 to 142 reduces the expiry date from 2026/01/01 to 2025/12/07.

Manage Licenses X

® Adjust how your licenses are used. You can increase the total devices licenses
which will reduce the expiry of all licenses. You can reduce the total devices
licenses 1o extend the expiry of all licenses.

Total Device Licenses *
142 #

Adjust this value 1o set the new total device licenses allowed. This value must be the same or
greater than the number of allocated device licenses.

Review Licenses

Total Device Licenses 142
Allocated Device Licenses 56
Expires 2025/12/07

Caneel m

Click Save when you have finished making changes.

Using the Al Network Assistant

You can use the integrated Al Network Assistant to instantly deliver information about Allied Telesis
products and features.

To use the Al Network Assistant, click on the icon in the top right corner. The Al Network Assistant
window will appear, where you must agree to the Terms of Service to begin a conversation.

OneConnect: Onboard

OneConnect Al Assistant X
—ALLIED TELESIS —
Customers Customers Terms of Service
User Management
Customers Total Devices Allocated Device Lic Disclaimer
3 3 -I 3 60 « Any inputs you provide (including any questions or content you submit) will be:

transmitted to, stored in, and processed in various jurisdictions and countries
worldwide by Allied Telesis and third-party Al services. You should not submit
any confidential, proprietary, personal, or regulated information.

may bei i or misleading. You should not rely on

= | Qa
the output as professional advice.
Customer Name Pariner Device Count ~ Limitation of Liability
To the maximum extent permitted by applicable law, Allied Telesis shall not be liable
Customer ATLNZ 1 for any damages, losses, or liabilities, including but not limited to direct, indirect,

incidental, special, consequential, or punitive damages, arising from or related to, or
ATLNZ 20 in connection with your use of the chatbot. This includes, without limitation, any
loss of data, loss of profits, o interruption of business, even if Allied Telesis has

s : been advised of the possibility of such damages.

Acceptance of Terms

By enabling or using the chatbot, you confirm that you have read, understood, and
agreed to the terms of service, including its limitation of liability. If you are using
these features on behalf of an organization, you confirm that you are authorized to
bind that organization to these terms. If you do not agree, do not enable or use the
chatbot

1Agree
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New Chat

bk |ssk me anything

I'm still learning. If | don't have an answer, I'll let you know. Your feedback helps me
improve. Responses may be inaccurate or false. Check important info.

Terms Of Service (4

You can ask questions related to devices or features, and the Al Network Assistant will recommend,
reference, and link you to other documentation from our documentation portal.

Note that the Al Assistant does not save conversation history.
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